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Mpunoxenne N 2

MHOOPMALMOHHAA NAMATKA
AnA ObYYAKOLWUXCA ANnA PASMELLUEHUA
HA O®OULUUNATIBbHBIX MHTEPHET-PECYPCAX

C KkaxgbiM rogom MOSOAEXW B WHTEpHETe cTaHoBUTbcA 6onbwe, a
LLUKOMbHUKM OOHW M3 CaMblX aKTMBHbIX nofib3oBatenien PyHeTta. Mexagy Tew,
NOMUMO OFPOMHOIO KONMMYecTBa BO3MOXHOCTEW, UHTEPHET HEeceT M npobnemsbl.
3ATa namMdaTKa OomkHa nomodb Tebe be3onacHo HaxoaAUTbLCA B CETU.

KomnmeepH bleé BUPYCbI

KomMnbioTepHbIi BUPYC - 3TO pPa3HOBUMAHOCTb KOMIMbIOTEPHbLIX MpOrpamm,
OTIIMYUTENBHON OCODEHHOCTBIO KOTOPOM SABMSIETCHA CMNOCOOHOCTb K Pa3MHOXEHMIO.
B pononHeHne Kk aTOMy, BUPYCbl MOTYT MOBPEANTb UIM MOSNTHOCTLIO YHUYTOXUTb
BCe (pannbl U OaHHble, MOAKOHTPOSIbHbLIE MOMb30BATENIO, OT UMEHW KOTOPOro
Gbina 3anylwleHa 3apaxeHHas nporpaMma, a Takke MNoBpeauTb unuv paxe
YHUYTOXUTb OMepauuoHHyl0 CcucTeMy CcO Bcemu annamm B uenom. B
BonbLWNHCTBE Crly4aeB pacnpoCTPaHATCS BUPYChl Yepes UHTEPHET.

MeToab! 3aWwmnTbl OT BpPEeOOHOCHbIX rnporpamMmm.

1. |/|CI'IOJ'Ib3yIZ CcOoBpeEMEHHbIE ornepaunMoHHble CUCTEMbI, NMELLNe Cepbe3HbII2
YpoBEHb 3allnTbl OT BP€AOHOCHbIX NMporpamMmm,

2. TllocTtosiHHO ycTaHaBnMmMBanM nadtM (UMpoBLIE 3ansaTtkn, KOTOpble
aBTOMaTU4YECKN YCTaHaBMMBAKOTCA C Lenbio JopaboTku nporpaMmmbl) U gpyrmve
OOHOBNEHUs cBoen onepaumoHHon cuctembl. CkauvMBa UX TOMbKO C
odvumanbHoro camnta paspabotumka OC. Ecnu cywectByeT  pexum
aBTOMaTU4eCKOro 0OHOBMNEHUS, BKNOYN €ro;

3. Pabotan Ha cBoeM KOMMbKOTEPE MOA nNpaBamMy MNONb30BaTEnNs, a He
agMMHUCTpaTopa. OTO He No3BONUT OONbLUIMHCTBY BPEAOHOCHbLIX MporpamMm
MHCTaNNMpoOBaTbCs Ha TBOEM NEPCOHANTbHOM KOMMNbIOTEPE;

4. Wcnonb3y aHTMBUPYCHble MpOrpaMMHble MNPOAYKTbl  M3BECTHbIX
npou3BoanTenemn, C aBToMaTU4eckuMm O6HoBNEHNeM 6as;

5. OrpaHnyb OU3NYECKMIA OCTYN K KOMMbIOTEPY AN MOCTOPOHHUX L

6. Vicnonb3yn BHeLWHWE HOCUTENU MHJOPMAaLNUKM, Takue Kak donellka, OUCK
N pann n3 MHTEPHeTa, TONbKO N3 NPOBEPEHHbIX MCTOYHMKOB;
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7. He oTkpbiBan KkommMbloTEpPHblE aunbl, MNOSlydeHHble U3 HeHaOeXHbIX
MCTOYHMKOB. [Jaxxe Te dpansibl, KOTOpblE Npucian TBOW 3HAKOMbIW. Jlyylle yTo4YHU
y Hero, oTnpasnasn nn oH Tebe nx.

Cetun WI-FI

Wi-Fi - 3TO He BMA nepegayun OaHHbIX, HE TEXHONOrMA, a Bcero nuuwb bpeHa,
mMapka. Ewe B 1991 rogy HuagepnaHackaa KoMmnaHus 3apermctpupoBana 6peHa
"WECA", 410 o06o3Hadano cnosoco4veTtaHne "Wireless Fidelity", koTopbin
nepeBoanTCcA Kak "decnpoBogHasa TOYHOCTbL".

[lo Hawero BpemeHu gowna apyrasi abbpesmaTtypa, KoTopasa ABNsieTcsl Takom
Xe TexHonornen. 1o abbpesuatypa "Wi-Fi". Takoe HasBaHue 6biNno AaHoO C
HaMeKoOM Ha CTaHOapT BbiClien 3BykoBoM TexHuku Hi-Fi, 4t0 B nepesBoae
Oo3Ha4aeT "BblCOKasi TOMHOCTbL".

[a, 6ecnnaTtHbli MHTEPHET-AOCTYN B Kade, oTensax u asponoprax sBnsieTcs
OT/IMYHOM BO3MOXKHOCTbLIO BbiXxO4a B WHTEPHET. HO MHOrme akcnepTbl CYUTALOT,
410 obwenoctynHble Wi-Fi ceTn He aBnsatoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHoCTM paboTbl B 0bueaoctynHblx ceTax Wi-fi:

1. He nepepaBai cBOO NMYHY0 MHPopmaumo Yyepes obuwenoctynHble Wi-Fi
ceTn. PaboTtas B HUX, XenaTenbHO HE BBOAUTL NAaposiv 4OCTyna, NorMHbl N Kakue-
TO HOMEPA,;

2. Ncnonb3yn 1 06HOBNAN aHTMBMPYCHbIE NporpaMmmbl U OpaHamayep. Tem
cambiM Tbl 06e3onacuilb cebst OT 3aKadkm BUpyca Ha TBOE YCTPOWUCTBO;

3. MNpw ncnonesosaHum Wi-Fi oTknoum pyHkumio "O0LWwmin goctyn K doannam um
npuHtepam". [daHHasg QyHKUUS 3akpbiTa MO YMOMYaHWUIO, OAHAKO HEeKOoTopble
nonb3oBaTenu akTUBUPYT ee Ond yaobcTBa ucnonb3oBaHWa B pabote wunu
y4yebe;

4. He wucnonb3ynm nybnuynbin WI-FI gns nepegayun nu4HbIX  OaHHbIX,
HanpumMmep Ang Bbixo4a B coumarbHble CETU N B SNTIEKTPOHHYIO MOYTY;

5. cnonb3yn TONbKO 3alumwleHHoe coeamHeHune yepes HTTPS, a He HTTP,
T.€. Npu Habope Beb-agpeca BBoan nmeHHo "https://";

6. B mobunbHom TenedoHe oTkmoum dyHkumo "lMoagkntoveHne k Wi-Fi
aBTOMaTmyeckn". He ponyckam aBTOMaTMYECKOro MOAKMKOYEHUA YCTPOMCTBA K
cetam Wi-Fi 6e3 TBoero cornacus.
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CoumnanbHble cetn

CoumanbHble CeTy akTUBHO BXOASAT B HALUY XW3Hb, MHOrMe ntoan paboTtatoT 1
XUBYT TaMm MOCTOSHHO, a B Facebook yxe 3apernctpmpoBaH Munnuapa 4YesoBex,
YTO ABMAETCH OQHOW ceAbMOW BCeX XuTtenen nnadetbl. MHOrne nonb3oBaTtenu He
MOHMMAIOT, YTO MHJOPMAaLNA, pasMeLLeHHas MMM B COLMarnbHbIX CeTAX, MOXeT
ObITb HangeHa U UCNonb3oBaHa KeM YrogHo, B TOM 4ucrne He obsizaTenbHO C
6narmmm HamepeHUsMN.

OcHoBHble coBeThLI M0 6HE30MacHOCTU B coLmarbHbIX CETAX:

1. OrpaHnydb cnucok apysen. Y 1eba B Apy3bsaxX HE OOSMKHO ObITb Cly4YanHbIX
N HE3HaAKOMbIX NOAEN;

2. 3awman cBOK YacTHYK XW3Hb. He ykasbiBan naponu, TenedoHbl,
agpeca, pfaty TBOEro poOXOEHMA W OPYryl  JNUYHYK  MHGOpMaUUIo.
3M0YMbILLNEHHNKN MOTYT MCMNOSMb30BaTh Aaxe MHOopMauuo O TOM, Kak Tbl U TBOU
poanTenn naHnpyeTe NPoBECTU KaHUKYIbI;

3. 3awmwan cBol penyTaumio - OEpXKUM ee B 4YMCTOTe WM 3agaBan cebe
Bonpoc: XxoTen Obl Tbl, 4TOObl ApyrMe nonb3oBaTteniv BUAENU, 4TO Tbl
3arpyxaewb? [logyman, npexge 4em 4TO-TO oOnybnukoBaTb, HanuMcaTb W
3arpyauTb;

4. Ecnun Tbl roBOpULb C JIKOObMU, KOTOPbIX HE 3Haellb, HE MUCMNOSb3yn CBOE
peanbHoOe UMSA U OPYry NUYHYO MHOPMaUUK: UMA, MECTO XUTENbCTBaA, MECTO
y4yebbl 1 npoyee;

5. N3beran pasmelleHus gotorpacdun B MHTepHeTe, rae Tbl n3obpaxeH Ha
MECTHOCTM, MO KOTOPOM MOXXHO OMNpeaenuTb TBOE MECTOMONOXEHME;

6. lNpu peructpaumm B coumanbHOM CeTU HeobXxoaAMMO UKCNOMb30BaTb
CNOXHbl€ Naponu, coctosime n3 6yks 1 UMGp 1 ¢ KONNYECTBOM 3HAKOB HE MEHEE
8;

7. [Ona coumanbHOM ceTW, NOYTbl WM APYrMx CcanWTtoB Heobxoammo
Mcnonb3oBaTb pasHble naponu. Torga ecnu  Teba  B3nomawT, TO
3M0YMbILUSIEHHUKM NOoyyaT SOCTYN TOSIbKO K OAHOMY MeCTY, a He BO BCe cpaay.

ONEeKTPOHHbIe AeHbIn

OnNEKTPOHHbIE AEHbMM - 3TO O4YEeHb YAOOHbIM cnocob nnaTtexen, ogHaKo
CYLLECTBYIOT MOLUEHHMKN, KOTOPbIE XOTAT NONYyYnUTb 3TN OEHBIN.
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SJ'IeKTpOHHbIe JeHbl'n noasunMcb coecem HegaBHo 1 MMEHHO 1N3-3a 3TOINo BO
MHOImX rocygapcreax 4o Cux nop He rnpornmcaHo npo HUX B 3aKOHax.

B Poccun e oHM OyHKUMOHUPYIOT U O HUX YXKe MPOMNncaHo B 3aKOHe, rae mx
pas3nensatT Ha HECKOSbKO BUOOB - aHOHMMHbIE U HE aHOHUMHbIe. PasHuua B TOM,
YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX paspellaeTcd NpoBoAUTb onepauunn 6es
noeHTurkaumm  nonb3oBatenis, a B  HEaHOHWUMHbIX  UAEeHTUdUKaLMUS
nonb3oBaTens aBnsgeTca obsa3aTensHOMN.

Takxke cnenyetr pasnnyaTtb  3J1EKTPOHHbIE (*)MaTHbIe OEeHbln (paBHbI
rocyaapCrtBeHHbIM BaJ'IPOTaM) N JJIEKTPOHHbLIE He(*)MaTHble OeHbIn (He paBHbI
rocygapcCrtBeHHbIM BaJ'II-OTaM).

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C ANEKTPOHHbIMU AEeHbraMMu:

1. TpuBSHXM K cHeTY MOBUNbHLIM TenedoH. 3TO cambii YAOOHbIN U BbICTPbIN
cnocob BOCCTaHOBUTL AOCTYN K cyeTy. NpuBA3aHHbIn TenedoH NOMOXET, ecnu
3abygellb CBOM NnaTeXHbI Naporb WU 3anjellb Ha CalT C HEe3HaKoMOro
YCTPOMNCTBA;

2. Wcnonb3yn opgHopasosBble naponu. [llocne nepexoga Ha YCUITEHHYHO
aBTOopu3aumto Tebe yxe He BygeT yrpoxaTb ONACHOCTb KpaXu unm nepexsaTta
nnaTeXxXHoro napons;

3. Bbibepu cnoxHbii naponb. lNpectynHukam Oyoet He npocTo yragaTb
CIMOXHbIN naposfib. HagexHble naponu - 3TO Naponu, KoTopble codepxaT He
MeHee 8 3HaKoB M BKMOYalT B cebs CTpoyvHble M NponucHble BykBbl, LMpbI 1
HEeCKOJIbKO CUMBOJSIOB, Takue Kak 3HaK gorsiapa, oyHTa, BOCKNULUAaTeSIbHbIA 3HaK U
T.n. Hanpumep, $tRONg!;;

4. He BBOOM CBOW NNYHbIE JAHHbLIE HA canUTaX, KOTOPbIM HE A0BEpPSELLb.
ANeKTPOHHaA noyra

ONEeKTPOHHAas MNoYyTa - 3TO TEXHOMOMNSA U NpefocTaBnsieMble el ycnyru no
nepechifike N NOMYyYEHUIO ANEKTPOHHbBIX COOBLLEHMI, KOTOPbIE pacnpenensatTcs B
KomnbtoTepHOM ceTu. OObIMHO ONEKTPOHHbLIM  MNOYTOBbIA  AWMK  BbIrMAAUT
cnegywowumMm  obpasoMm:  UMA_Nonb3oBaTensa@uMa_aomeHa.  Takke  Kpome
nepegadun NPOCTOro TeKCTa, UMeeTCH BO3MOXHOCTb NnepeaasaTh pannbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C 3NEKTPOHHON NOYTON:

1. Hapo BbibpaTb npaBumbHbIA MNOYTOBbLIN cepBuUC. B unHTepHeTe ecTb
OrPOMHbIN BbIGOp GecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Iyulle [OBEpSTb
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TEM, KOro 3Haellb 1N KTO HepBbIVI B peVITVIHFe;

2. He ykasbiBan B JINYHOW MoYTe NNYHYO MHpopmaumo. Hanpumep, nydiie
BblbpaTh "My3blkanbHbin_daHaT@" nnun "pok2013" BmecTo "Temal3";

3. Ncnonb3yn AByxaTanHyto aBTopm3auunio. 3TO Korga noOMUMO Naporst HY>XHO
BBOAMWTb KO, Npucbiniaembln no SMS;

4. Bbibepu crnoxHbi naponb. Ons kaxgoro noyvToBOro Slmka AormKeH ObiThb
CBOW HaZEeXHbIN, YCTONYMBBIN K B3STOMY Maporsib;

5. Ecnm ectb BO3MOXHOCTb Hanucatb CaMOMYy CBOW JIMYHbIA BOMPOC,
NCMNOSb3YN 3TY BO3MOXHOCTb;

6. Kcnonb3ym HeCKOSbKO MNOYTOBbIX SAwWwMKoB. [lepBbin Ona  4acTHOM
nepennuckn ¢ agpecataMmun, KOTOpbIM Tbl OBEPSiELLb. ITO 3NEKTPOHHbLIN aapec He
HaZ0 UCMNOJSb30BaTh MPU perucTpauumn Ha popymax u camrax;

7. He oTkpbiBan hannbl U Opyrne BrIOXEHUSA B MUCbMax, gaxe ecrin OHu
ApUWIN OT TBOUX APY3en. Jlydwie yTOYHM Yy HUX, OTNpaBnanu nn oHn Tebe atu
davnbl;

8. lMocne okoH4YaHnsa paboTbl Ha MNOYTOBOM CepBUCE Mepen 3aKpbITUEM
BKINagKu ¢ cauTtoM He 3abyab HaxaTtb Ha "Bbintin'.

KM6ep6ynnV|Hr nnn BupTyasibHoe n3geBartenbCTBO

Knbepbynnuur - npecnegoBaHue coobLeHnamu, cogepxawmmum
ockopbneHus, arpeccuio, 3anyrvBaHue; XYJTUraHCTBO; coumanbHoe
BGOMKOTMPOBAHME C MOMOLLIbIO PA3NIMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 bopbbe ¢ KNbepbynIMHrom:

1. He 6pocancsa B 6on. Jlydwmnm cnocob: nocoBeToBaTbCs Kak cebst BECTU 1,
€CIN HeT TOro, K KOMy MOXHO 0bpaTuTbCs, TO BHa4dane ycrnokoutbcs. Ecnun Thbl
Ha4yHelWb OTBeYaTb OCKOPOMNEHMsIMM Ha OCKOPONEHUs, TO TONMbKO elwe 6onblue
pasoxkeLlb KOH(IINKT;

2. Ynpasnsaun cBoen kubeppenyTaumen;

3. AHOHMMHOCTb B ceTU MHMMas. CyLecTBYHOT CNOCOObI BbISCHUTb, KTO CTOUT
32 aHOHVMHbIM aKKayHTOM,;

4. He cTtouT BeCcTU XynuraHckmi obpas BUPTyanbHOW XW3HW. WHTepHeT
duKcmpyeT Bce TBOW OEWNCTBUS W COXpaHSeT uX. Yganutb ux byaeT kpawnHe
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3aTPYAHUTENBHO;
5. Cobntogan cBoo BUPTYaribHY YeCTb CMomoay;

6. WrHopmpyn eguHunyHbIM  HeratmuB. OpgHopasoBble OCKOPOUTESNbHbIE
coobOuleHns nydwe urHopmpoBaTb. OObLIMHO arpeccuss npekpawaeTca Ha
HavYyanbHOW CTaauu;

7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLEHUAMU, B
coumanbHbIX CEeTAX €CTb BO3MOXHOCTb OMOKMPOBKM OTMpaBKM COOBLEHMA C
onpeneneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBOM OEWCTBUS: BbICTYNUTb NPOTUB
npecnegoBaTtens, nokasaTb €My, YTO ero OeWiCTBUSI OLeHUBATCH HeraTuBHO,
nogaepXatb XEpTBY, KOTOPOM HyXXHa Mcuxonornyeckasi MOMOLLb, COOBLWMTb
B3POC/bIM O (paKTe arpeccMBHOrO NOBEAEHUS B CETHU.

MoGunbHbIN TenedoH

CoBpeMeHHble cMapTAOHbI U NMaHLLIEThI coaepXxaT B cebe BrnonHe B3pOoCbliit
yHKUMOHaN, M Tenepb OHW MOIYT KOHKYpPUpOBaTb CO CTaLMOHAPHbLIMU
koMnbloTepamn. OaHako, cpeacTs 3aluTbl ANA NOAOOHbIX YCTPONCTB Noka O4YeHb
mano. TecTupoBaHME WU TMOUCK YA3BMMOCTEM B HUX MpoOMCXoauT He Tak
NHTEHCUBHO, kak ans MK, To e camoe kacaeTcsi U MOBUNBbHbIX NPUNOXKEHUIA.

COBpeMeHHbIe MOBUNbHbIE 6pay3epbl YXe NPakTn4eCcKn OOorHanu
HaCTOJIbHbl€ aHasrorn, oAgHaKko paclunpeHune d)yHKLI,I/IOHaJ'Ia BneyeTt 3a cobon
6OJ'IbLLIy}O CINMOXHOCTb N MEHbLUY 3allNLLEHHOCTb.

[aneko He Bce npon3BoanTesin BblMYyCKakKT oOHOBNEHMA, 3aKpbiBaoLine
KPUTN4EeCKMnE yA3BUMOCTUN 14 CBOUX yCTpOIZCTB.

OcHOBHbIe coBeTbl Ansa 6e30nacHoCT MOGUIbHOro TenedoHa:

Huyero He siBnsieTcs no-Hactosilemy 6ecnnatHbiM. Byob ocTopoxeH, Bedb
korga Tebe npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakue-
TO NNaTHble YCNyru;

Hdymain, npexge vyem otnpasute SMS, oTto unn Buaeo. Tbl TOMHO 3HaeLb,
roe oHn 6yayT B KOHEYHOM mTore?

Heobxoanmo 0bHOBMATL ONEpPaLMOHHY0 CUCTEMY TBOErO CMapTdOHa;

Ncnonb3yn aHTUBUPYCHbIE NpOorpamMMbl Anst MOOUIbHbIX TENeOHOB;
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He 3arpy>Kal7| NPpUNoOXeHnAaA OT HEeNU3BeCTHOINo UCTOYHWUKa, Bedb OHU MOryT
coepXaTb BpegoHOCHOE MnporpaMmMmHoe obecne4yeHue;

[Mocne Toro kak Tbl BblldeWb C cauTa, rae BBOAWI JIMYHYIO MHJOOpMAaLMIO,
3angu B HACTPOMKKM Bpaysepa 1 yganu cookies;

Mepuognyeckn NpoBepsii, Kakme nraTHble YCNyrn akTMBUPOBaHbl Ha TBOEM
HOMepE;

[daBan cBon HOMep MOOUMBHOroO TenedoHa TOMbKO NOAAM, KOTOPbIX Tbl
3Haelb U KoMy JoBepsieLlb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Tbl MM He nonb3yewbcs. He
3abbiBan MHorga NpoBepsiTb 3TO.

Online urpsbl

CoBpeMeHHble  OHMalH-Urpbl - 3TO  KpacoyHble, 3axBaTblBaloLLMe
pa3BrneyeHnsi, o0beaNHAIOLLME COTHU ThICAY YenoBek no Bcemy Mupy. Urpoku
MccrneaylT OaHHbIA MM MUp, oOwarTcs ApPYr C APYroM, BbIMOSNHSAT 3adaHus,
cpaXaltTCss C MOHCTpPaMy W nory4atT onbiT. 3a yOoOBONMbCTBME OHW NNaTAT:
MOKyNatT AUCK, onna4mBaoT aboHEeMEeHT Uy NpuobpeTaroT Kakne-To onuuun.

Bce aTn cpeacTtea nayT Ha nogaepkaHue U pasBUTUE Urpbl, a Takke Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbI aBTOpPU3aLUn, BbIMyCKalOTCA HOBbIE
natum (UMdpoBLIE 3annatku  Ans  NporpamMm), 3akpblBalOTCA  YSI3BUMOCTM
CepBepOB.

B nogoOHbIx Urpax CtoumT onacatbCA He CTOJIbKO CBOUX COMNMEPHUNKOB, CKOJIbKO
KpaXXm TBOEero naposfd, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOpu3aunn
BGonbLKHCTBA nurp.

OcHOBHbIe coBeThI M0 6&30MacHOCTM TBOErO NrpoBOro akkayHTa:

1. Ecnun gpyron urpok Beget cebs nnoxo unu cosgaet Tebe HeNnpUATHOCTY,
3abnokunpymn ero B CNUCKe UrpPoKOB;

2. MNMoxanynca agMMHUCTpaTopaM Urpbl Ha NIOXoe NoBedeHne 3TOro Urpoka,
XenaTesnbHO NPUNOXUTb Kakne-To AoKkasaTenbCcTBa B BUAE CKPUHOB,

3. He ykasbiBan NUYHy0 MHopmaLmio B npodansie nrpsbl;
4. YBaxan opyrnx y4acTHUKOB NO Urpe;

5. He yctaHaBsnuBan HeoduumarnbHble NaTin n Mogbl;
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6. Micnonb3yn crnoxHble 1 pasHble naponu,

7. Oaxe BO BpeMsi Urpbl HE CTOUT OTKMoYaTb aHTUBMpYC. Noka Tbl Urpaelub,
TBOW KOMMbIOTEP MOTYT 3apasnThb.

PULWIKNHT Unun KpaXxa JIN4HbIX AaHHbIX

O6bI4HOM Kpaxen AeHer N JOKYMEHTOB CEerofiHa yXXe HUKOro He yauBULb, HO
C pasBUTMEM WHTEPHET-TEXHOMNOIMMA  3IIOYMbILLNIEHHUKN NepeMecTunucb B
MHTEPHET, U NPOAO0SIKAT 3aHMMaTbCA "NdnmMbIM" genom.

Tak nosgBuMnacb HoOBas Yyrposa: WMHTEPHET-MOLUEHHWYecTBa WU  (PULLINHE,
rMmaBHas UeSflb KOTOPOro COCTOMT B MNOMyYEHUW KOH(PMAEHUMaNbHbIX AaHHbIX
nosib3oBaTtesien - JIOrTMHOB M naponen. Ha aHrnnmnckom 4asbike phishing yntaeTca
kak commHr (ot fishing - peibHas noens, password - naposb).

OcHoBHble coBeTbl N0 bopbbe ¢ PULLIMHIOM:

1. Cnegn 3a cBouM akkayHTOM. Ecnu Tel nogospeBaellb, YTO TBOS aHKeTa
Obina B3fOMaHa, TO Heobxogumo 3abnokupoBatb ee U CcooOWMUTb
agMMHUCTpaTopam pecypca 0b 3TOM Kak MOXKHO CKOpee;

2. Ncnonb3ymn 6e3onacHble BeO-canTbl, B TOM YUCNE, UHTEPHET-MarasnHoB U
MOUCKOBbLIX CUCTEM;

3. Vcnonb3yn crnoxHble U pasHble naponu. Takum obpasom, ecnu Tebs
B3/7IOMalOT, TO 3/0YMbILSIEHHUKA MofydaT [OCTYyn TOSMIbKO K OAHOMY TBOEMY
npocuno B CETU, a HE KO BCEM,;

4. Ecnn Teba B3nomanu, TO HeobxoguMmo npenynpeauvTtb BCEX CBOMX
3HaKoOMbIX, KOTOpble gobaBneHbl y Tebs B Apy3bsiX, O TOM, 4TO Tebs B3nomManu u,
BO3MOXHO, OT TBOEro WMeHu OygeT paccbiiatbCa ChamM U CCbIfIKM  Ha
JOULLNHIOBbIE CaunThbl;

5. YctaHoBu HagexHbi naposb (PIN) Ha MoBunbHbIN TeNedoH;
6. OTKIO4YKM coxpaHeHne napons B bpaysepe;

7. He oTkpbiBa gpannbl U gpyrve BrOXeHWA B MUCbMax, fJaxXe ecnu OHuU
ApULWNKN OT TBOUX ApYy3en. Jlydwe yTOYHM Yy HUX, OTApaBNAnu nm oHn Ttebe aTtu
dhannsbl.

LUndpoBasa penyrauma
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LindopoBaga penytauusi - 9T0 HeraTMBHad WM MO3NTUBHasS MHopmauus B
cetn o Tebe. KomnpomeTupyrowaa nHopmMauns, pasmelleHHasi B UHTEPHETe,
MOXET cepbe3HbiM 06pa3oM OTpPa3nUTbCSA HA TBOEW peanbHoM Xu3HW. "Lindposas
penytaumsa” - 3To TBOM UMNOX, KOTOPbIN hopMmpyeTca U3 MHgopmaumm o Tebe B
NHTEpPHETE.

TBOE MECTO XUTenbCTBa, y‘-le6bl, TBO€E q)VIHaHCOBOG NnonoxeHune,
ocobeHHOCTH XapakTtepa U paccKkas3bl O ONU3KMX - BCE 3TO HaKanIMBaeTCsl B CETU.

MHorne noapOCTKM NErkoMbICIIEHHO OTHOCATCA K MyGnukaumMmM nUYHON
nHcopmaumm B MIHTepHeTe, He NoHMMas BO3MOXHbIX MOCNeAcTBUA. Thl Aaxe He
CMOXellb JoragatbCs O TOM, 4TO dpoTorpadmsa, pasMmelleHHas 5 net Hasap,
cTana npu4nMHoON oTkasa NpuHATbL Tebs Ha paboTy.

KommeHTapun, pasmelleHne TBOUX poTorpapum n gpyrme OeNCTBus MOryT
HEe MWCYE3HYTb Jaxe Mnocre TOoro, Kak Tbl UX ydanuwb. Tbl HE 3Haelb, KTO
CoXpaHun 3Ty WHdOpMauuio, nonana fM OHa B MNOUCKOBblIE CUCTEMbI WU
cCoXpaHunacb N OHa, a rnaBHOe: YTO nogymalrT O Tebe okpyxarwlwue noaun,
KOTOopble HanayT v yBUOAT 3TO. Hantn nHdopmaumo MHOro feT CnycTs CMOXET
nbon - Kak u3 JobpbIx NOOY>XAEHUIN, TaK U C HAMEPEHNEM MPUYNHNTL Bpen. JTO
MOXeT ObITb KTO YrogHo.

OCHOBHble COBETbI MO 3aLUnTe LMdPOBONM penyTaLum:

1. Mogyman, npexae 4em 4To-To NybnukoBaTb U Nepenasath y cebs B 6rore
NN B coLManbHOW CeTH;

2. B HacTpouvkax npoduns YCTaHOBW OrpaHUYEeHUs Ha NPOCMOTP TBOEro
npocunsa n ero CoaepXXnMMoro, caenamn ero Tosibko "ana apysen”;

3. He pasmelwan n He ykasbiBa MHMpOpMaLnio, KOTopass MOXeET Koro-nmbo
OCKopONATL Unn odbmxaTb.

ABTOpCKOEe npaBo

CoBpeMeHHble  LUKOSIbHUKM -  aKTUBHble  Monb3oBaTtenv  LmMdpoBOro
npocTpaHcTBa. OAHaKo [aneko He BCe 3HawT, 4YTO MOfb30BaHWE MHOMMMU
BO3MOXHOCTAMW  uucpoBoro  mMupa  TpebyeTr  cobniogeHna npaB  Ha
NHTEeNNeKTyanbHy0 CO6CTBEHHOCTb.

TepMynH "WHTennekTyanbHasi COBGCTBEHHOCTb" OTHOCUTCA K pPasfnyHbIM
TBOPEHUSIM YENOBEYECKOro yMa, HaumMHasa C HOBbIX M306pEeTEHWn U 3HaKoB,
0603HavaloWmx COBCTBEHHOCTbL Ha NPOAYKTbI U YCNYrn, U 3akaH4MBas KHUramu,
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doTorpacduamn, KWUHOPUNBEMaMn U My3biKanbHbIMU NPOU3BEAEHUSMMU.

ABTOpPCKME npaBa - 3TO MNpaBa Ha MHTennekTyarnbHyt COOCTBEHHOCTb Ha
Npou3BeAeHNs HayKn, nMTepaTypbl U UCKYcCTBa. ABTOPCKME Npasa BbICTynawT B
Ka4ecTBe rapaHTuM TOro, YTO MHTENNEKTyanbHbIN/TBOPYECKUA TPyd aBTopa He
OyoeT HanpacHbiM, gacT eMy CcnpasBensiMBble BO3MOXHOCTW 3apaboTatb Ha
pesynbTaTtax CBOero Tpyda, MNofyyYnTb M3BECTHOCTb W NpudHaHune. Hukto 6e3
paspeweHnss aBTopa He MOXEeT BOCNpouM3BOAUTb €ro npousseaeHue,
pacnpocTpaHsaTb, MNyONMYHO AOEMOHCTpUpOBaThb, MNpoAaBaTb, WMMMNOPTUPOBATb,
nyckaTb B npokaT, NyGrmn4HO UCMONHATb, NOKa3blBaTb/MCNOMHATL B ahupe unu
pa3mellaTb B IHTepHeTe.

Mcnonb3oBaHume "nupaTckoro” nporpaMmmMHOro obecneyeHns MoXeT NpuBecTU
K MHOMMM puUCKaM: OT NMOTEPU AAHHbIX K TBOMM akkayHTaMm A0 G6rOKMPOBKM TBOEro
YCTPONCTBA, rAe YCTaHOBfieHa HeneranbHas nporpamma. He crtouT Takke
3abbiBaTb, YTO CYLLUECTBYIOT feranbHble M 6ecnnatHble NporpamMmmbl, KOTOpble
MO>XHO HaNTU B CETU.

O noprane

CeTesquK.pcb - TBOW rMaBHbIN COBETHYUK B CETU. 34eCb Tbl MOXELLb Y3HaATb O
©e30nacHOCTN B CETU MOHATHBIM U OOCTYMHbIM A3bIKOM, a MNMpn BO3HUKHOBEHWUN
KpMTquCKOVI cnTyaummn O6paTl/ITbCFI 3a coBeToM. A Takxe NPUHATL y4acCTue B
KOHKYpCax n Ctatb CaMbIM LI,MCprBbIM Fpa)K,EI,aHI/IHOM!




