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YACTHAS MOJEJIb
YI'PO3 BE3OITACHOCTH NEPCOHAJIBHBIX JAHHBIX
B UH®OPMAIIMOHHOM CUCTEME NEPCOHAJIBHBIX JAHHBIX
MB HOY «JIALEX Ne 11»

O0o03Ha4YeHUs U COKPAILlEHUS
APM — aBTOMaTH3upOBaHHOE paboyee MECTO
BU — BunoBas nuadopmanms
BTCC — BcriomorarenbHble TEXHUYECKHUE CPEJICTBA U CUCTEMBI
HCTIdH — nadopManimonHas cucTeMa MepCOHAbHBIX TaHHBIX
K3 — xonTponupyemas 301a
MD — mexceTeBoM 3KpaH
H/IB — HeaexnapupoBaHHbIE BOZMOXKHOCTH
HC/I — HecaHKIIMOHUPOBAHHBIN TOCTYI
OBI1/Ix — o0ecnieueHne 6€30MaACHOCTH NEPCOHATIBHBIX TAHHBIX
OC — onepaunoHHas cucTemMa
[1/T1 — mepcoHanbHbIE JaHHBIE
[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3JCHCTBUE
I1O — mporpamMmmHOe obecrieueHne
[IOMMUH — no6oyHbIe 3IeKTPOMArHUTHBIC U3TYUCHHS U HABOAKHU
PU — peueBast nunpopmarnms
CBT — cpeacTBO BHIYMCIUTEIBHON TEXHUKU
C3U — cpencTBo 3amuThl HHGOPMAITHN
CIIN — creranorpaduueckoe npeodpazoBaHue nHGopMauu
COVIIN — cneunanbHble AJIEKTPOHHBIE YCTPONCTBA IiepexBaTa HHPOpMaLUK
TKYU — Texuuueckuii KaHan yTeuku uHpopmanuu
TCOMU — texanyeckue cpeacTBa 00padOTK HHPOPMALTUU
YBIT/I1 — yrpo3sl 6€30MacHOCTH MEePCOHANTBHBIX JaHHBIX



1. TepmunbI U onpeneIeHUs

B Hacrosem 10KyMeHTe UCIOIb3YIOTCA CIEAYIOLINE TEPMUHBI U UX ONPEACTICHUS:

ABTOMATH3HMPOBAHHAA CHCTEMA — CHCTEMa, COCTOAIIAas W3 MEpCOHaja W KOMILIEKCa
CPEACTB aBTOMAaTHM3allUd €ro JAEATENbHOCTH, pealu3yromas HH(OOPMAIMOHHYIO TEXHOJOIHIO
BBITOJIHEHUS YCTaHOBJICHHBIX (DYHKIIUH.

AyTeHTH(QUKAIMA OTHPABHUTEJS] JAHHBIX — IOJATBEPXKJIEHUE TOrO, YTO OTIPABUTEINb
MOJTyYCHHBIX JaHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be3onacHOCTh NEepPCOHANBHBIX JAHHBIX — COCTOSHHE 3allMIIEHHOCTH IE€PCOHAIBHBIX
JaHHBIX, XapaKTepU3yeMOe€ CIIOCOOHOCTBbIO  IOJb30BaTENEd, TEXHUYECKUX CpPEACTB U
MH(GOPMALIMOHHBIX TEXHOJIOIHH 00ecreuuTh KOH(UIACHIMAIBHOCTD, LEIOCTHOCTh U JOCTYITHOCTh
MEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B MH(POPMALMOHHBIX CHCTEMaX NePCOHANbHBIX JTaHHBIX.

BiiokupoBaHMe T1NeEpPCOHANBHBIX [JAaHHBIX — BpPEMEHHOE IpeKkpalleHue cOopa,
CHCTEMaTHU3alli1, HAaKOIUJICHHSI, UCIIOJIb30BaHMs, PACIPOCTPAHEHUS, IEPCOHATIBHBIX JAHHBIX, B TOM
qucie uxX nepegayu.

Bupyc (koMNIbIOTepHBIN, NPOrpaMMHBII) — HCIOJHIEMbIH NPOrpaMMHBIA KO WU
MHTEPIPETUPYEMbIi HA0Op HHCTPYKLUMH, 00JajaronMi CBOMCTBAMUM HECAHKIMOHHUPOBAHHOI'O
pacrpocTpaHeHuss U camoBocnpon3BeaeHus. CozqaHHble TyOJIMKaThl KOMIIBIOTEPHOTO BHpYyCa HE
BCErJa COBIA/IAl0T C OPUTMHAIIOM, HO COXPAHSIOT CIIOCOOHOCTh K AaJbHEHUIIEMY pacpOCTPAHEHUIO
U CaMOBOCIIPOM3BE/CHUIO.

BpenonocHasi mporpaMma — 1@porpaMma, IpeJHa3HaueHHass Uil OCYILIECTBICHHUS
HECAHKIIMOHMPOBAHHOTO JOCTyNa M (WJIM) BO3JCHCTBUS HA MEPCOHANBHBIC JAHHBIE WIH PECypPCHI
MH(GOPMALIMOHHOM CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

BcenoMorartesibHble TeXHHYECKHE CPeICTBA M CHCTEeMbl — TEXHHYECKHE CPEICTBA H
CHCTEMBbI, HE NpeAHa3HAaYCHHbIC AJIS Mepetadn, oOpaboTKU U XpaHEHUsS MEePCOHAIBHBIX JaHHBIX,
YCTaHABJIMBAEMBIE COBMECTHO C TEXHHYECKHMHU CPEICTBAMH M CHCTEMaMH, NpeIHa3HAYCHHBIMU
Ui 00paOOTKM IMEpPCOHAIBHBIX JAHHBIX, WM B IIOMELICHUSAX, B KOTOPBIX YCTAHOBJIECHbI
MH(POPMAIIMOHHBIE CUCTEMBI TEPCOHATBHBIX JTAHHBIX.

JloctTynm B ONepanMOHHYI0 cpely KoMIbloTepa (MH(POPMALMOHHOW CHCTEMBI
MEePCOHAJIBHBIX JAHHBIX) — ITOJyYeHHE BO3MOKHOCTH 3aITyCKa Ha BBIIOJIHEHHUE ITATHBIX KOMAaH]I,
GyHKUIMH, TpoLeAyp ONEepallMOHHON CUCTEMBI (YHUUTOXKEHHUS, KOMPOBAHUs, TEPEMEIEHUS U T.11.),
WCTIOHSIEMBIX (haiJIOB MPHUKIIAAHBIX TIPOTPAMM.

Joctyn k HHGOPMAIMH — BO3MOKHOCTB TOTY4eHUs! HH(POPMaIUK U €€ NCTI0Ib30BAHUS.

3ak/ja0uyHOe YCTPOHCTBO — DJJIEMEHT CpeACcTBa CbheMa HH(OpPMALUH, CKPBITHO
BHE/IpsieMbIH (3aKJIaJbIBaeMbIil MM BHOCHMBIN) B MecTa BO3MOXHOI0 cheMa MH(popMauu (B TOM
qHuciae B OTrpaXkIeHHe, KOHCTPYKIHIO, O0OpyIOBaHWE, TPEAMETHl WHTEpPhEpa, TPAHCIIOPTHHIE
CpEeZCTBa, a TAKXK€ B TEXHUYECKUE CPEICTBAN CUCTEMbI 00paboTKH MH(OpMAIIUHN).

3ammmaemas uHopmanusi — uHGOpPMAIHS, SBISIONASACA TTPEIMETOM COOCTBEHHOCTH M
MoJyIeanias 3aluTe B COOTBETCTBUU C TPEOOBaHUSIMU MIPABOBBIX IOKYMEHTOB MJIM TPEOOBAaHUSIMH,
YCTaHABIIMBAEMbBIMH COOCTBEHHUKOM MH(OpMALINH.

NaenTndukanus — npucBoeHue cyobekTaM U 00beKTaM A0CTyNa UAeHTU(UKaTopa U (UITH)
CpaBHEHHE MPEIBIBISEMOT0 HACHTH(PHUKATOPA C TEPEYHEM PUCBOCHHBIX HICHTH()UKATOPOB.

NupopMaTHBHBINH CHTHAJ — 3JIEKTPUUYECKHE CUTHAJIBI, aKYCTHUECKHUE, SJIEKTPOMAarHUTHbIE
U npyrue (pu3nYecKue Mo, 1Mo mapaMeTpaM KOTOPBIX MOXET ObITh pacKpbITa KOH(UICHIINAIbHAS
uHpopmanusa (MepcoHaIbHBIE JaHHbIE), oOpabaTeiBaeMas B HMH(POPMALMOHHOM CUCTEME
MEPCOHATBHBIX JaHHBIX.

NudpopmanuonHas cucreMa NMepcOHAIBHBIX JAHHBIX — 3TO MH(POPMALMOHHAS CHUCTEMA,
MIPEJICTABIISIONIAst COO0I COBOKYITHOCTh TIEPCOHANBHBIX AHHBIX, COJIEPKAIIUXCS B 0a3e JaHHBIX, a
TaKke HMH()OPMAIMOHHBIX TEXHOJOIMH M TEXHHYECKUX CPEICTB, IMO3BOJSIONIMX OCYIIECTBISAThH
00paboTKy TaKMX MEPCOHAJIBHBIX TAHHBIX C HCIOJIH30BAHWEM CPEJICTB aBTOMATH3AIlUH WU 0e3
HCIOJIb30BAHUS TAKUX CPENICTB.

NudopmanuoHHbIe TEXHOJOTMM — TIPOIECCHI, METOJABI IOWCKa, cOopa, XpaHEHUS,
00paboTKH, MPEJOCTaBIECHUS, PACHPOCTPAHEHUsI UH(OPMAIIMHM U CIIOCOOBI OCYIIECTBICHUS TaKUX
IIPOLIECCOB U METOJIOB.



Hcrounnk yrpo3bl 6e30macHOCTH HMH(pOPMALUH — CYOBEKT JOCTYyNa, MaTepUabHBIN
O00BEKT WIN (PU3MUECKOE SIBJICHUE, SBISIIOIIMECS TPUUMHON BOZHUKHOBEHUS YTPO3bl O€30M1aCHOCTH
uHpopMaIuu.

KonTpoaupyemasi 30Ha — 3TO IPOCTPAHCTBO, B KOTOPOM HCKJIFOYEHO HEKOHTPOJIMPYEMOE
npeObIBaHUE COTPYAHUKOB U IIOCETUTENEH omepatopa M TOCTOPOHHUX TPAHCIOPTHBIX,
TEXHUYECKUX U MHBIX MAaTEePUAIIbHBIX CPEJICTB.

Kon(puaeHINaJIBLHOCTh MEPCOHAJBHBIX JAaHHBIX — 00s3aTeNbHOE IS COOJIIOICHHS
OIIEpPaTOPOM MWJIM UHBIM IOJIyUYUBIIMM JOCTYI K IE€PCOHAJIBHBIM JIaHHBIM JIMIIOM TpeOOBaHHE He
JOMYCKaTh HUX PAaCHpOCTpaHEHHUsi 0e3 cornacusi cyObeKTa MEPCOHANBHBIX NAaHHBIX WM HaJTUYUs
MHOT'O 3aKOHHOI'O OCHOBaHHUS.

MeikceTeBoil JKpaH — JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WM (YHKIHMOHAIHHO-
pacrpeielIeHHOe MPOorpaMMHOE (IIPOrpaMMHO-AININapaTHOE) CPEACTBO (KOMIUIEKC), pealusyrolee
KOHTPOJIb 3a MHPOpMaLueil, mocTynaromeid B ”HGOPMAMOHHYIO CUCTEMY MEPCOHATBHBIX JAHHBIX
1 (WIH) BBIXOIAIIEH U3 HH(POPMAIIMOHHON CUCTEMBI.

Hapyummresb 6e30acHOCTH NMEPCOHAIBHBIX JAHHBIX — (PU3MYECKOE U0, CITYy9aifHO WITH
IpPEeJHAMEPEHHO COBEpLIalollee JCWCTBUS, CIEACTBUEM KOTOPHIX SBISETCS  HapylIeHUE
0€30MaCHOCTH TEPCOHAIBHBIX JAaHHBIX MPH HMX O0O0pabOTKE TEXHUYECKUMHU CPEICTBAMU B
MH(GOPMALMOHHBIX CHCTEMAaxX MEePCOHAIBHBIX ITaHHbIX.

HenexnapupoBanHble BO3MOKHOCTH — (PyHKUIMOHAJIbHbIE BO3MOKHOCTH CpPEICTB
BBIUMCIIUTENIbHOW TEXHMKHM, HE OINMCAaHHblE WJIM HE COOTBETCTBYIOUIME ONHUCAHHBIM B
JOKYMEHTAllM{, IpPHU MCIOJIb30BAaHUM KOTOPBIX BO3MOXKHO HAapylIEeHUE KOH(QUICHINAIbHOCTH,
JOCTYIHOCTH MJIM LIEJIOCTHOCTH 00pabaTbiBaeMoi MH(OpMaIuHy.

HecaHKuMOHNpPOBaHHBINH A0CTYNl (HeCAHKIMOHUPOBAHHbIE [eHCTBMA) — JOCTYyN K
uHboOpMalMK WM JeHcTBUSA ¢ MHpOpMaLKel, OCYIECTBIAEMble C HapyIIEHHEM YCTaHOBJIEHHBIX
npaB W (MIM) TMPaBUJI JOCTyNMa K MHPOPMALWU WU JEHCTBHHA C HEW C MPUMEHEHUEM INTATHBIX
CpeAcTB HH(OPMAILIMOHHON CUCTEMBI UJIM CPE/ICTB, aHAJIOTHUHBIX UM IO CBOUM (DYHKIIMOHAIBHOMY
[IpeIHa3HAYEHUIO U TEXHUUYECKUM XapaKTePUCTHKAM.

Hocurteas undopmanuu — ¢puszndeckoe JUIO UIM MaTepUalIbHBI OOBEKT, B TOM YHCIIE
¢dusnveckoe moje, B KOTOPOM MH(OPMAIUS HaXOAUT CBOE OTPaKEHHE B BHJIE CHMBOJIOB, 00pa3oB,
CUTHAQJIOB, TEXHUYECKUX PELIEHUH M MPOIECCOB, KOJMYECTBEHHBIX XapPAKTEPUCTUK (UINYECKUX
BEJIMYMH.

O0pa0doTka mNepPCOHAJbHBIX [JaHHBIX — JeHCTBHA (Omepanuu) ¢ MEepCOHAIbHBIMU
JAaHHBIMHU, BKJIIOYas cOOp, cHCTeMaTH3alluio, HaKOIUIEHHE, XpaHEHue, yTouHeHue (OOHOBJIEHHE,
U3MEHEHME), HCIOJIb30BaHUE, pACHpOCTpaHeHue (B TOM 4Hcie Nepeaady), o0e3IHMYHuBaHHE,
OJIOKMPOBAHNE, YHUUTOKEHHUE [TEPCOHANBHBIX JTaHHBIX.

Oneparop — rocyJapCTBEHHBIM OpraH, MYHHIMIAJIbHBIA OpraH, IOPUANYECKOE WIH
(buzvecKoe JUI0, OPTraHU3YIONIKE U (MIH) OCYIIECTBISIONINE 00padOTKy MepCOHANBHBIX JTaHHBIX,
a TaKk)Ke ONpeeNAIoIINe IeNU U coJiepyKaHne 00pabOTKU NepCOHANbHBIX TaHHBIX.

IlepexBaT (MHGoOpMaLMN) — HEITPAaBOMEPHOE MOJIyYeHHE NH(OPMALIUU C UCTIOJIb30BaHUEM
TEXHUYECKOTO CPEJICTBA, OCYIIECTBIISIOIEr0 0OHapyKeHne, MpueM U 00paboTKy MH(POPMATUBHBIX
CUTHAJIOB.

IlepconasbHble JaHHBIe — Jt00as MH(OpPMAIMS, OTHOCSLIAACS K OINpPEICICHHOMY WIH
OIpeesiIeMOMY Ha OCHOBAHUM TakoM HMHGpopMaluu (QU3MYECKOMY JIMIY (CYOBEKTY MepCOHAIBbHBIX
JIaHHBIX), B TOM YHCIIe ero (aMuius, UMs, OTYECTBO, JaTa U MECTO POXKAEHMs, ajpec, ceMenHoe,
COLIMATIbHOE, UMYILIECTBEHHOE MOJIOKEHUE, 00pa3zoBaHue, npodeccus, J0XOAbl, Apyras HH(opMalys.

ITo0o4HbIE 31eKTPOMATHUTHBIC U3JIyYeHHSI U HABOJAKH — JIEKTPOMAarHUTHBIE U3JTy4YEHUs
TEXHUYECKUX CPEICTB O00pabOTKM 3amuiaeMor WHQpOpManuu, BO3HUKAIONME KaK IMOOO0YHOE
SBJICHUE W BBI3BAHHBIC JJIEKTPUUECKHMH CHUTHAJIAaMH, JEHCTBYIOIIMMHU B HUX JJIEKTPUYECKHX U
MarHMTHBIX LEMSAX, a TakXKe 3JEKTPOMAarHUTHbIE HABOJAKH 3THUX CUTHAJIOB HAa TOKOIPOBOASIIKE
JIMHUM, KOHCTPYKLIUU U LIETIH TUTaHUS.

IMosb3oBaTeqb HMH(POPMALMOHHOW CHCTEMbl MEPCOHAJBLHBIX JAAHHBIX — JIHUIO,
y4yacTBytoliee B (YHKIMOHHMPOBAHUM HH(POPMALMOHHOM CHUCTEMbI MEPCOHAJIBHBIX JaHHBIX WIH
UCIIOJIb3YIOLIEE Pe3yNbTaThl €€ (PYHKIIMOHUPOBAHMUS.

IIpaBunia pasrpaHu4eHusi J0CTyNa — COBOKYIITHOCTb IIPaBWJI, PETVIAMEHTUPYIOLIUX IIpaBa
JOCTYIIa CYOBEKTOB JIOCTyMa K 00beKTaM J0CTyTIA.



IIporpamMHasi 3akJiaika — CKPBITHO BHECEHHBI B MpPOTrpaMMHOE oOOecreueHue
(GYHKIIMOHATBHBIH  OOBEKT, KOTOPBIM TIPH OMNPEACICHHBIX YCIOBUSX CIIOCOOCH 00eCreuuTh
HECaHKIIMOHMPOBAHHOE MpOrpaMMHOE Bo3naelicTBue. llporpammHas 3akiagka MOMXKET OBITh
peayin30BaHa B BUJE BPEIOHOCHOM MPOrpaMMBbl HIIM IPOrPAMMHOTO KOJ1a.

IIporpamMHoe (MpOrpaMMHO-MAaTeMaTHYEeCKO€e) BO3/€iiCTBHE - HECAaHKIIMOHHUPOBAHHOE
BO3JICHICTBUE Ha pecypchl aBTOMATU3UPOBAHHOW MH(OPMALMOHHON CHCTEMBI, OCYIIECTBISEMOE C
MCTOJIb30BAHUEM BPEIOHOCHBIX ITPOTPAMM.

Pecypc nungopmMaumnoHHO#i CHCTEMbI — UMEHOBAaHHBIN 3JIEMEHT CUCTEMHOI0, TPUKIIAJIHOTO
WM almapaTHoro odecneueHus pyHKIMOHUPOBAHUS HHPOPMALIMOHHON CUCTEMBI.

CpencrBa BbIYUCINTENIbHOH TEXHHKHM — COBOKYIHOCTH MPOTPAMMHBIX M TEXHHYECKUX
JJIEMEHTOB CHUCTEM OOpabOTKM JaHHBIX, CHOCOOHBIX (DYHKIIMOHHPOBATH CAMOCTOSATENBHO WM B
COCTaBe APYTUX CHCTEM.

Cy0bekr pgocryma (cy0bekT) — JIMIIO WJIM TpOLECC, JIEUCTBUS  KOTOPOTO
perIaMeHTHPYIOTCS MPaBUIaMH pa3rpaHUUYEHUs TOCTYIA.

TexHuyeckue cpeacTBa HHPOPMALNMOHHON CHCTEMbl MEPCOHAJBHBIX JAHHBIX —
CpEICTBa BBIYHUCIUTENLHON TEXHUKH, HH()OPMALIMOHHO-BBIYUCIUTENbHbIE KOMIUIEKCHI M CETH,
CpeAcTBa M CHUCTEMBl Iepefayd, nmpueMa u oOpabOTKM IMEepCOHANBHBIX JAHHBIX (CpEACTBA H
CUCTEMBI 3BYKO3aIHCH, 3ByKOYCHIICHUS, 3ByKOBOCIIPOM3BEICHUS, IEPETOBOPHBIC U TEICBU3NOHHbBIE
YCTPOMCTBA, CpPEACTBA W3TOTOBJICHHS, THPAKHPOBAHHS JOKYMEHTOB M JPYTrd€ TEXHUYCCKHE
cpenctBa 00pabOTKM pedeBoH, rpaduueckoi, BHAEO- U OYKBEHHO-IUGPOBON HHPOPMAIHH),
MIPOrpaMMHEIC Cpe/icTBa (OMepaiOHHbIC CUCTEMBI, CHCTEMBI YIIPaBIICHUS 0a3aMu JaHHBIX H T.I1.),
CpeICTBa 3aIUTH HHPOPMAIIH.

TexHuYecKHii KaHaJ yTedkH HH(OPMANMH — COBOKYITHOCTH HOCHUTENS HWH(POpPMAIUU
(cpenctBa 00pabOTKH), (DU3UYECKON Cpeapl pachpoCTpaHEHUsT HHPOPMATHBHOTO CHTHAIA H
CpeACTB, KOTOPHIMU JOOBIBACTCS 3alIMIacMast HHPOPMAaIIHs.

¥Yrpo3sl 0e30MacCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYIHOCTh YCIOBUH M (DaKTOPOB,
CO3MIAIOIMIMX OINACHOCTh HECAaHKIMOHMPOBAHHOTO, B TOM YHCIE CIy4ailHOTO, JOCTyma K
MEPCOHANBHBIM JaHHBIM, PE3YyJIbTATOM KOTOPOTO MOXKET CTaThb YHUYTOXEHHE, H3MEHEHHE,
OJIOKMpPOBaHME, KOMHPOBAHUE, PACHPOCTPAHEHUE TICPCOHANBHBIX JaHHBIX, a TakKe WHBIX
HECaHKIMOHUPOBAHHBIX  JEHCTBHIA npu ux o0paboTke B HHPOPMAIMOHHON CHCTEME
MEePCOHAITBHBIX JTAHHBIX.

YHHUYTOXKEHHEe MePCOHAIBHBIX JaHHBIX — JICHCTBUA, B PE3yJIbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTaHOBHUTH COJICPXKAHHME MEPCOHAIBHBIX JAHHBIX B MH()OPMAIMOHHOW CHCTEME IMEePCOHATBHBIX
JaHHBIX WJIM B pe3yiabTaTe KOTOPBIX YHHUYTOXKAIOTCS MaTepUalbHbIE HOCHTETH MEPCOHAIbHBIX
JTAHHBIX.

YTeuka (3ammiaemoii) nHGopManuu N0 TEXHUYECKHUM KAaHAJIAM — HEKOHTPOJIHPYEMOe
pacripocTpaHeHre WH(POPMALUK OT HOCHTENS 3amuinaeMoid HHQOpMamuu depe3 (HU3NIECKYIO
Cpeay 10 TEXHUYECKOI'O CPE/ICTBA, OCYIIECTBIISIOIIEr0 epexBaT HH(pOopMaluu.

YA3BUMOCTBH — HEKas C1ad0CTh, KOTOPYIO MOKHO MCIOJIB30BATh ISl HAPYIICHHUS] CHCTEMBI
WJIH cofiepKalleiics B Heil uHpopmanmu.

HesocTHOCTH HHPOPMAIIMH — COCTOSTHHE WH(POPMAIIUHU, IPU KOTOPOM OTCYTCTBYET JIF000€
ee U3MEHEeHHe TU00 N3MEHEHHUE OCYIIECTBISIETCS TOJIBKO MPEAHAMEPEHHO CyOBEeKTaMH, UMEIOIIIUMU
Ha HETO TPaBo.



2. O0mme MoJI0KeHU s

Hacrostmast «bazoBast Mozienb yrpo3 6e30MacHOCTH TIEPCOHATTBHBIX JTAHHBIX TIPU UX 00padoTKe B
MH(QOPMAIMOHHBIX CHCTEMaX TMEPCOHATBHBIX JaHHBIX» (mamee — Mojenb Yrpo3) COIEpKUT
CHCTEMAaTU3UPOBAHHBIN TIEPEUCHb YTPo3 OE30MacHOCTH TIEPCOHATBHBIX JaHHBIX MPH HX 00pabOTKe B
MH(OPMAIMOHHBIX CUCTEMAaX TMEPCOHATBHBIX JAaHHBIX. JTH yrpo3bl 00YCIOBICHBI MPEIHAMEPCHHBIMU
WIM HeNpeJHaAMEPEHHBIMH JEHCTBUSIMU (PU3WYECKHX JIMLI, JEHCTBUSIMU 3apYOEKHBIX CHELCTYX0 WM
OpraHu3anuii (B TOM YHCJI€ TEPPOPUCTUYECKUX), & TAKKE KPUMUHAIBGHBIX T'PYMITUPOBOK, CO3AOIINX
ycIoBus (IIPEATOCHUTKH ) JJ1s1 HApyIIeHHsT 0€301MacHOCTH TIepCOHAIbHBIX NaHHbIX (I1/IH), KoTopoe Bener K
yiiepOy JKU3HEHHO BaXKHBIX MHTEPECOB JIMYHOCTH, OOIIECTBA U TOCYIapCTBA.

Mopnenb yrpo3 COAEpXHUT €IuHble HUCXOAHBIE JaHHbIE IO yrpo3am 0e30MacHOCTH
MEPCOHANBHBIX JaHHBIX, 00padaThIBaeMbIX B MHGOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTAHHBIX
(UCI1/H), cBsA3aHHBIM:

c nepexBaroM (cbeMoM) II/IH mo TeXHHMYECKUM KaHallaM C II€JIbI0 UX KOIMUPOBAHUS WIIU
HEMPaBOMEPHOI'0 PaCcIPOCTPAHEHHUS;

C HECAaHKIIMOHUPOBAHHBIM, B TOM 4ucie ciaydailHeiM, goctynoM B HWCIIJIH ¢ nenbro
W3MEHEHHUS, KOIMPOBaHHUS, HEMpaBoOMepHOro pacnpoctpaneHuss IIJlH WM JIecTpyKTUBHBIX
BozneiicTBuil Ha oanemeHTel MCII[lH u oOpabGareiBaembix B Hux [I/lH ¢ wucnomb3oBaHueM
MPOrPaMMHBIX U MPOrPAMMHO-AMIMAPATHBIX CPEJCTB C IENbI0 YHUYTOKCHUSI WU OJIOKUPOBAHUS
[IH.

C nmpumenenueM Mojienu yrpo3 pemaroTcst caeayolue 3a1a4u:

pa3paboTka JacTHBIX Mozeliel yrpo3 6ezonacHoctu [1/{n B konkpetHsix UCII/IH ¢ yueTom
UX Ha3HAUEHUS, YCIOBUN U OCOOCHHOCTEH (PYHKIIMOHUPOBAHUS;

ananu3 3amumenHoctu MCIIn ot yrpo3 Geszomacnoctu [IJIH B Xone opranuzamuu u
BBINIOJTHEHUS paboT no obecnieuenuto 6ezonacHoctu [1/1H;

pa3pabotka cucrtembl 3amuThl [1/IH, obecrneunBaronieil HEUTpaIU3aLKIO MPEANOIAraeMbIX
yrpo3 € HCIOJBb30BAHUEM METOJOB M crocoOoB 3amuthl [IJ[H, mnpeaycMOTpeHHBIX Ams
cootBercTByMOMIero kinacca UCII/IH;

MPOBEJICHUE MEPONPUSTUN, HAMPABICHHBIX Ha MPEAOTBpAIlllEHUE HECAaHKIHOHHUPOBAHHOTO
nocryma k [1/{a v (nam) mepenadn Ux JIMiaM, He UMEIOIIUM TIpaBa J0CTYIa K TaKoi WHPOpMAIUH;

HeJonylieHue Bo3AeiicTBUsA Ha TexHuueckue cpenactsa MCIIJIH, B pe3ynabTare KOTOPOro
MOJKET OBITh HAPYIIEHO UX (QYHKIIMOHUPOBAHHUE;

KOHTPOJIb 00€CTIeYeH s YPOBHS 3aIIUIIIEHHOCTH MEPCOHATBHBIX JIAHHBIX.

B Monenu yrpo3 gano o6o6miennoe onucanue MCITJIH kak 00bEKTOB 3alIUTHI, BO3MOKHBIX
HMCTOYHUKOB yrpo3bl 0e30mMacHOCTH mepcoHanbHbIX AaHHbIX (YBII/IH), OCHOBHBIX KiaccoB
ysizBumocTeit MCII/IH, BO3MOXXHBIX BHAOB JECTPYKTHBHBIX BoznedcTBuii Ha [IJIH, a Taxxke
OCHOBHBIX CITIOCOOOB UX pealIh3allyH.

VYrpo3sl 6e3omacuoctu [1/1H, obpabatsiBaembix B MCII/IH, comepikamuecs B HACTOSIIEH
Mopenu yrpo3, MOTYT YTOUHSTHCSA M JOMOJHATHCA MO MEPE BBISBJICHUS HOBBIX HCTOYHUKOB yIpo3,
pa3Butus crocoboB u cpeacts peanmzanuu YBII[n B UCII/In. Buecenne n3menenuii B Mogenb
yrpo3 ocymectisiercs @CTIOK Poccun B ycraHaBnuBaeMoM MOPSIIKE.



3. Knaccudukauus yrpo3 6e30macHOCTH NEePCOHAIbHBIX JaHHBIX

CocraB u coaepxanne YBII[IH ompenensieTcsi COBOKYMHOCTBIO YCIOBHM H (aKTOPOB,
CO3JAIOIIUX ONACHOCTh HECAHKIIMOHUPOBAHHOI'O, B TOM YHCIIE CIIy4alHOro, nocryna Kk IT/1H.

COBOKYNHOCTb TakuxX YCJIOBUH U (AaKTOpoB (opMupyercs C ydeToM XapaKTepUCTHK
WCIIdH, cBOWCTB cpeabl (MyTH) pacHpoCTpaHEHUs HH(POPMATHUBHBIX CUTHAJIOB, COJCPIKAIIMX
3alMIAeMy0 HH()OPMALUIO, U BO3MOKHOCTEH HCTOYHUKOB YIPO3BI.

K xapaxrepucrukam WCII[IH, oOycrmoBnuBaronmM Bo3HUKHOBeHHE  YBIIJIH, MOXHO
OTHECTH KaTeropuio u o0wvem obpabarbiBaeMbix B WMCII[IH mepcoHalbHBIX IAHHBIX, CTPYKTYpPY
NCTI/H, nammuue nonkmtoueHudt MCIT/IH k ceTsiM CBsI3u OOIIETO MOJIL30BAHUS U (MJIHM) CETAM
MEXYHapOAHOTO MH(OPMALIMOHHOIO 0OMEHA, XapaKTepUCTHKH MoJicucTeMbl Oe3onacHoctu I1/1H,
obpabarbiBaembix B WCII[IH, pexumbl 00pabOTKM MEPCOHATBHBIX JAaHHBIX, PEKHMBI
pasrpaHnyeHus npas gocryna nois3zosareneid MCII/IH, MECTOHax0KICHUE U YCIIOBUS Pa3MEIICHUS
texHuueckux cpeacts UCII/IH.

WNudopmannonnsie cuctemsl [1/IH npencraBisfoT co0oi COBOKYMHOCTh MH(OPMAILIMOHHBIX
U MPOrPaMMHO-AINIAPATHBIX AJIEMEHTOB, a TaKXKe MH(POPMALMOHHBIX TEXHOJIOTUH, MPUMEHIEMbIX
nipu obpadotke [1/1H.

OcnoBuabiMU d1eMeHTamMu UCIT/IH sBasitoTCS:

NepCOHAJbHbIC JaHHbIE, coJepxkalecs B 0a3ax JaHHBIX, KAK COBOKYMHOCTb MH(pOpMaIUU
u ee HocuTenel, ucnonb3dyeMbix B UCI/IH;

MH(pOpMalMOHHbIE TEXHOJIOTUH, IpUMeHsieMble Tpu oopadoTke [1/1H;

TEXHUYECKHUE CPEJICTBA, OocyllecTBisitonme oopadotky II[IH (cpeacTBa BBHIYMCIMTETIBHON
TEeXHUKH, UH(POPMAIIMOHHO-BBIYUCIUTEIbHbIE KOMIUIEKCHI U CETH, CPEJICTBA U CHUCTEMBI IepeiadH,
npuema u  obpabotrku II/IH, cpeactBa M cucTeMBbl  3BYKO3alUCH, 3BYKOYCWIJIEHHS,
3BYKOBOCIIPOM3BE/ICHUS, IIEPErOBOPHBIE U TEIIEBU3UOHHBIE YCTPOMCTBA, CPEACTBA M3TOTOBIICHUS,
TUPKXUPOBAHUS TOKYMEHTOB U JPYTrUe TEXHUYECKUE CPEACTBa 00pabOTKH pedeBOM, TpaduecKoid,
BUJIC0- U OyKBEHHO-IIMPpoBOit nuHpopmanmn) (nanee — rexuudeckue cpeacrsa UCIIn);

MIPOrpaMMHBIE CPEJCTBA (OTIEPALIMOHHBIE CUCTEMBI, CUCTEMBI yIIpaBJieHUs 0a3aMu TaHHBIX U
T.IL.);

CpezAcTBa 3aIlUThl HHPOPMALINH;

BCIIOMOTaTeNbHble TexHuueckue cpeactsa u cucremsl (BTCC) — texHuueckue cpeacTsa u
CUCTEMbI, UX KOMMYHHUKAaIlUM, HE NpeaHa3HaueHHble g oO0paborku [1/IH, HO pa3MelieHHbIE B
MOMENICHUAX (anee — chayxkeOHble NOMeIeHus), B KoTopblx pacnojoxensl WCIIIH, ux
TEXHUYECKHE cpenacTBa (pa3nuyHoro poja TenedoHHbIE CpPEeICTBA M CHCTEMBI, CpEICTBa
BBIYHCIIUTEIBHON TEXHUKH, CPEACTBA M CUCTEMBI IIE€peJadyd JaHHBIX B CHCTEME DAIUOCBSI3H,
CPEICTBA M CUCTEMbI OXPAaHHOM U MOXKAPHOW CUTHANIM3ALIMU, CPEJCTBA U CUCTEMBbl OMOBELEHUS U
CUTHAJIM3aluH, KOHTPOJIbHO-U3MEPUTEIIbHAS anmnaparypa, CpeacTBa " CUCTEMBI
KOHJUIIMOHUPOBAHHUS, CPEICTBA M CUCTEMBI MPOBOJHOM pPagUOTPAHCIALMOHHONW CETH U MpueMa
IIPOrpaMM paJMOBELIAaHUS U TEIEBUACHMS, CPEACTBA JJIEKTPOHHOM OPITEXHUKH, CpEACTBAa M
CUCTEMBI 3JIEKTPOYaCO(PUKAIUN).

CpoiicTBa cpenpl (MyTH) pacHpOCTpaHEHUs HH(POPMATUBHBIX CHUTHAJIOB, COZIEpIKALIUX
3alUIIAeMyl0  MH(OpPMALMI0, XapaKTepU3ylOTCS BUIAOM (U3MUECKOM Cpelbl, B KOTOPOH
pacnpoctpansarores 111, 1 onpenenstoTes npyu OLEHKE BO3MOXKHOCTH peanuszauuu Y bIT/[H.

Bo3moxknoctn  ucrounmkoB  YBII[IH  oOycioBi€eHBI  COBOKYITHOCTBIO  CIIOCOOOB
HECAHKIIMOHMPOBAHHOTO U (MM) ciiyyaiiHoro noctyna k [1/lH, B pe3ynbTraTte KOTOPOTO BO3MOKHO
HapylieHne  KOH(PUACHIIMATHHOCTH  (KOMMMpPOBAaHWE,  HEMPaBOMEPHOE  pacnpocTpaHEHHE),
LEJIOCTHOCTHU (YHHUUYTOXEHHE, U3MEHEHHUE) U 10CTyNHOCTHU (OnokupoBanue) I1/1H.

VYrpo3a 6e3omacHocty I[1/lH peanusyercs B pe3ynbTaTe 00pa3oBaHUs KaHAIA pealn3aliuu
VYBII/IH MeXay UCTOUHUKOM yrpo3bl U HocuTeneM (uctouHukom) I1/1H, uto co3maer ycmoBus s
HapyuieHus 6ezonacHocty [1JIH (HeCaHKIIMOHUPOBAHHBIN UK CITyYalHBIA JOCTYI).

OcHoBHBIMU 35IeMeHTaMU KaHana peanuzauun Y BII/IH (pucyHok 1) sBustorcs:

uctoyHuk YBIIJ[H — cyObekT, MaTepuanbHbIi OOBEKT WM (U3NYECKOE SBICHHE,
cozpatorue Y BII/IH;

cpena (myth) pacrpoctpaHeHus I[IJIH wiam Bo3aelcTBU, B KOTOPOHl (u3MyecKoe Mole,
CUTHAJI, JaHHbIE WJIM MPOrPAMMbI MOTYT PAaCIpPOCTPAHATHCS M BO3JEHCTBOBATh HA 3alUIIAEMBIE
cBoOMcTBa (KOH(DHUICHIIMATIBHOCTD, IIEIOCTHOCTD, JOCTYMHOCTH) [1/1H;



Hocutens [1JIH — gusnueckoe U0 WM MaTepHATIbHBIN OOBEKT, B TOM 4Yucie (PU3NIECKOe
noie, B KotopoMm IIJ[H HaxomaT cBoe OTpakeHHE B BHAE CHMBOJIOB, OOpa30B, CHTHAJIOB,
TEXHUYECKUX PEIICHUH U MPOLIECCOB, KOTUYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKHUX BEITMUHH.

Cpepma pacpocTpaHeHHA
HcTovHHK T1IH H BO3MelicTBHIl

yIpo3 0e30IacHOCTH | 4+—W TTpHeMHHK < > Hocurens ITTH
IIH HHGOPMATHBHOTO CHTHANIA
IlepemaT4aux

BGSHEfIﬂBY HIMETY CHIHAIA

Pucynok 1. O600menHas cxeMa KaHaia peai3aiuy yrpo3 0€30MacHOCTH ePCOHATBHBIX JaHHBIX

Hocurenu 111 MoryT conepkaTth nH(GOpMAIHIO, IPEACTABICHHYIO B CIEIYIOIINX BUAAX:

akyctnueckas (peueBasi) wuHbopmarus (PU), coxepkamascss HEMOCPEICTBEHHO B
npousHocuMoii peun mosb3oBatenss UCIT/IH npu ocymiecTBieHnn UM (QYHKIIMU TOJIOCOBOTO BBOJA
I[ITn B UCIIIn, 6o BocmpoumsBoaumas akyctudeckumu cpeacrBamu WCII[IH (ecmu Takume
GYHKIMM  TpeaycMOTpEeHbl TexHosmoruei obpabotrku I1/IH), a Takke copepkamascs B
JNIEKTPOMArHUTHBIX MOJSIX M DJIEKTPUYECKUX CUTHAJIaX, KOTOPbIE BO3HUKAIOT 33 CYET
peoOpa3oBaHUi aKyCTHUECKOW HH(POPMAIINH,

BujoBas unpopmanusa (BU), npeacraBnenHas B BUIE TEKCTa M U300paKEHUM Pa3IUYHBIX
YCTPOUCTB OTOOpakeHUs: MH(OPMAIUM CPEJICTB BBIUYUCIUTEIFHOW TEXHHKH, WHPOPMALHNOHHO-
BBIYHUCIUTENBHBIX KOMIUIEKCOB, TEXHHUYECKHUX CpPEICTB OOpabOoTKu TpadudecKkoil, BHUIEO- H
OykBeHHO-TIMGPOBOH HHPOpMarmK, Bxoasnmx B coctaB UCITJIH;

unpopmanus, obpabatsiBaemas (uupkynupytomasi) B VMCII[IH, B BHIE 3JIEKTPUUYECKHX,
AJEKTPOMAarHUTHBIX, ONTHYECKUX CUTHAJIOB;

unpopmanus, oopabarsiBaemas B UCII/IH, nmpencraBneHHas B Buae Out, 0aiiT, ¢aitinoB u
JOPYTUX JIOTUYECKUX CTPYKTYD.

B nensax dopmupoBanus cucreMarusupoBaHHoro nepeuyHss YBII[IH npu ux ob6paboTke B
NUCII[JH n pa3paOoTke Ha MX OCHOBE YACTHBIX MOJENEW MPUMEHUTEIBbHO K KOHKPETHOMY BHUAY
NCIIH yrpo3sl K1acCU(PUUUPYIOTCS B COOTBETCTBUU CO CIEAYIOIIMMU MPU3HAKaMH (PUCYHOK 2):

no Buny 3amuuiaemoit ot YBII/Ixn undopmanum, conepxameit I1/1H;

10 BUJIaM BO3MOXHBIX UCTOUHUKOB Y BII/IH;

no tuny UCII[IH, Ha KoTOphIe HampaBiieHa peanusanus Y BI1/IH;

1o cnocoOy peanuszauuu Y BI1/(H;

[0 BHUJAY HapyllaeMoro cBoWcTBa MH(oOpManuu (BUY HECAaHKLIMOHHUPOBAHHBIX JEHCTBUM,
ocymectBisieMbix ¢ [1J]H);

10 MCIOJIb3yEMOH YSI3BUMOCTH;

10 0OBEKTY BO3/ICHCTBHUS.

ITo BuIam BO3MOXKHBIX HCTOUHUKOB Y BITJ[H BBIAEHAAIOTCS CIEAYIONIME KIIACCHI YyIPO3:

yIpoO3bl, CBSI3aHHBIE C NPEJHAMEPEHHBIMM WJIH HENPEAHAMEPEHHBIMU JEHCTBUSAMH JIUL,
nmerommx goctyn k MCII[In, Bkmrouass mnomnb3oBarenedt MCII[IH, peanu3yroommx yrpo3sl
HerocpeacTBeHHO B CTI/IH (BHYTpEeHHHI HAPYIINTEIb);

yIpO3bl, CBSI3aHHBIE C MpPeAHAMEPEHHBIMU WJIM HENpPEeIHAMEPEHHBIMH NEHCTBUSAMH JIUL, HE
uMeromux joctyna k HWCIIIH, peanus3yrommx yrpo3bl W3 BHEIIHHUX CeTed CBS3M OOIIero
MOJb30BaHUS ® (WJIM) CeTed MEXKIyHapoAHOTro WH(GOPMAIMOHHOTO OOMEHa (BHEIIHHHA
HapYyIIUTENb).

Kpome Toro, yrpo3sl MOryT BO3HUKATh B pe3yJIbTaTe BHEAPEHUS allapaTHBIX 3aKIaJ0K U
BPEIOHOCHBIX ITPOTPAMM.

ITo Tuny WCII[AH, Ha KoTOopele HampaBiieHa peanuszanus YbBIIJIH, Bsixensrorcs
CIIEAYIOIINE KIIACChl YTPO3:

yrpo3sl 6e3zomacHoctu II/IH, oOpabateiBaembix B MCII[IH Ha 6a3e aBTOHOMHOIO
aBTOMAaTH3UPOBAHHOTO paboyero mecta (APM);

yrpo3sl  Ge3omacHoctu II/IH, oOpabateiBaembix B MCII[lH Ha ©Oaze APM,
MOJAKIIOYEHHOI'0 K CETH OOIero Mojb30BaHUs (K CETH MEXAYHApOJHOr0o HH()OPMAIMOHHOTO
obmeHa);



yrpo3sl  OezomacHoctu [I/lH, oOpabareiBaembix B MCII[lH Ha 0a3ze JTOKaIbHBIX
WH(POPMAIIMOHHBIX CHUCTEM 0€3 TOJKJIIOUEeHHS K CeTH OOIero moJib30BaHus (K CETH
MEXYHAPOIHOTO HH()OPMAIIMOHHOTO OOMEHA);

yrpo3bl  Oe3zomacHoctu  [1/H, oOpabateiBaembix B MCII/IlH Ha 0a3e JOKambHBIX
MHPOPMAIIMOHHBIX CHUCTEM C NOJAKIIOYEHHEM K CeTH OOIIero IMoib30BaHud (K CeTH
MEKIYHAPOAHOTO HHPOPMAIIMOHHOTO OOMEHA);

yrpo3sl 6e3onacHoctu [1J[H, obpabareiBaembix B WCII[IH Ha 06a3e pacmpenelneHHBIX
WHOOPMAIIMOHHBIX CHCTEM 0€3 TMOJKIIYEHUsT K CeTH OOmero moJb30BaHus (K CETH
MEXyHAPOIHOTO HH()OPMAIIMOHHOTO OOMEHA);



Knaccndpukauusa yrpos3 6e30acHOCTH NEPCOHAJIBHBIX JAHHBIX

ITo Buay 3amumaemoii ot YBIIH nngopmanuun, conep:xameii ILAn

\ Yrposel PU | \ VYrposel BU | [ Yrposs! ungopmaunun, obpabarsiaemoit 8 TCOU | [ Yrpo3ssl nunpopmanun, obpadarsiBacmoii B AC |
ITo BHAAM BO3MOKHBIX HCTOUHHKOB YBII/IH
Co3naBaemMble HApyIIUTEIIEM CoszaBaeMeble annaparHoii ‘ CO3£[aBszg;}e aﬁjﬁgf/&")CHHMH ‘
(pusrueckum juoM) 3aKJIAAKOM porp
Co3/1aBaeMble BHYTPEHHUM ‘ Co3saBaemMble BCTPOESHHOM NpOrpaMMHOM 3aKIaJKOH, nporpaMmmMoii Tuna“TposHCKU KOHB” ‘
3aKJIaIKOMN

HapyHHTeIeM A [IPOrpaMMHBIM BUPYCOM |

CosziaBaeMbIC BHCIIHUM CosznaBaemMble aBTOHOMHOI - - —

HapyIlIHUTEIeM 3aKJIAIKOM BPEIOHOCHOI IPOrpaMMOoii, pacIIpoCTpaHsIONICHCs O ceTH (CeTeBBIM YepBEM) ‘

JIPYTUMH BPEIOHOCHBIMH IIPOTPAMMaMH, MPEAHA3HAYCHHBIMU ISt
ocymectsienus: HCJI (moxGopa napoJieid, y1ajieHHOro JOCTyIa U Ap.)

Ilo Buay HapyumaemMoro cBoiicrsa nHpopmaunu (BHAY HeCAHKIIMOHMPOBAHHBIX JelCcTBUIA, ocyecTBisieMbIx ¢ I1/H)

Yrpo3sl KOHPHUAEHIHATBHOCTH (YTEUKH, IIEPEXBATA, CHEMA, Yrpo3sl 1esocTHOCTH (YTPaThl, YHUUYTOXKCHHS, VTpo3sl JOCTYITHOCTH
KOIMPOBAHMsI, XUIICHUs, pa3riiallieHnst) nHpopManumn Mo IUbHUKAINT) HHPOPMAIHH (6s10kMpoBanust) HHGOPMALIH

ITo Tuny UCII/IH, Ha KoTOpble HANpaBJjieHa peanu3anus Y BII/In

Vrpo3sl 6e3onacHoctu I1/1H, Vrpo3sl 6e3onacHoctu [1/1H, 0OpabaTbiBaeMbIX B Vrpo3sl 6e3onacHoctH [1)1H, 0O6padaTbiBaeMbIX B
o6pabareiBaeMbix B ICIT/{H Ha 6aze APM (c VCIIIx Ha 6a3e TOKaIbHOM BBIYHUCIUTEILHOM VCIIIx Ha Ga3e pacnpenesieHHbIX
IMOJKIIIOUYCHHUEM M Ge3 IMOIKIIOUSHHUS K ceTH (C MOAKITIOYCHUEM U 6e3 MOAKIIOYCHUS K MH(POPMALIMOHHBIX CHCTEM (C MOAKIIOYCHUEM,
BBIYHCIUTEIBHON CETH) pacIipe/Ie/IcHHON BBIYHCIIUTEILHON CETH) 6e3 IMOJKIIFOYCHHUSI K CETH OOIIEero MOJIb30BaHU)

ITo cnocobam peaausanuu YBIIAn

Vrpossl crnenuanbHbeIX BosaeiicTeuii na UCITIH ‘ ‘ VYrposst HCJl B UCITIH ‘ Vrpo3s! yreuku uHpopmanuu mno

TCXHHUYCCKHUM KaHaJlaM

—{ MexaHM4YeCcKOoro Bo3aeicTBus Yrpo3sl, peauszyemMble ¢ IPUMEHECHHEM

+—{ XMMHYECKOTO BO3JICHCTBUS ] JIEKTPUYECKUMHU ‘ HPOrpaMMHBIX CPEZCTB OIEPALIHOHHOM CHCTEMBI ‘ 10 paJiiOKaHaILy
[ aKycTuueckoro Bo3eHCTBUS | UMITyIbCaMu Yrposet yreuxu PH
5 ~ ! VYTpo3sl, pealn3yeMbie C MPUMEHEHUEM ‘ 10 3JICKTPUICCKOMY KaHay
—{ 6HoIOrHYecKOro BO3AeHCTBU 3JeKTPOMArHUTHBIMHA
p crienMalibHo paszpaboranHoro ITO ‘ [0 ONTHYECKOMY KaHally Vrpossl yreuku BU
|

|—{ paananiOHHOTO BO3ACHCTBISL H3ITyHCHUAMU

10 aKYCTHYCCKOMY

VYrpo3sl yTeukn

—{ TEpMHYECKOTO BO3ICHCTBHS ] MAarHUTHBIM T1OJICM Yrpo3sl, peann3yemMble C IPUMEHEHUEM
3JICKTPOMAarHUTHOI'O BPEIOHOCHBIX ITpOrpam
HCTRUS

uHdOpMaIUN 110 KaHaJIaM

110 CMEUIaHHBIM
» ‘ (mapamMeTpuYecKHUM) KaHajJam HOMUH
TIo ncnob3yeMoii ysi3BUMOCTH
C ucrnosp30BaHuEM C HCIIoJIb30BaHUEM C Hcronbp30BaHAEM C H“CnoIBE30BaHNEM YSI3BIMOCTEH
C ncnonezoBadneM | | C Bcnonb30BaHUEM o > o Y ’

—— S3BIMO YSI3BUMOCTH, BBI3BAHHOM YSI3BUMOCTEM IIPOTOKOJIOB YSI3BIMOCTH, BBI3BAHHOMN OOYCITOBJIMBAIOIINX HAJTYHC C ucrosis30BaHEM
Cﬂy M OC m: IHHO o Y o m:nnl o HanmuueM B AC CETEeBOr0 B3aUMOJICHCTBUS U HEJIOCTATKaMH OpraHH3aln TEXHUUYECKUX KaHAIIOB YTEUKH ysi3Bumocreii C31

cTe PHIIA/IE anmapaTHOM 3aKiIaIKi KaHAJIOB Iepefiavu JaHHBIX T3U or HC/] uHbopMaImn
Tlo 06bexTy BO3/AeiicTBUS

BIT/Ixn TBIBAEMBIX B BBI, HHBIX BIT/In, BaeMBIX 'YTPO3bI CHCTEMHO!
VBIIJIn, o6paatbisacmbix na APM VBI1/H, o6pabartbiBac nene VBI1/IH, nepenaBae VTpo3bl IPUKIIAIHBIM [IPOrPaMMam, - Orp Pty My
TEXHHUYSCKHUX CpeJICTBaX 00pabOTKH TI0 CETSM CBSI3H peaHa3HaYeHHBIM Ut paboTs! ¢ I[1/1n , O0CCIIC! AIOILICMY
(yHKUMOHMpOBaHHE
Ha oTuy>k1aeMbIX HOCUTEISIX HHGOPMAIIH Ha npuurepa, miorrepax, VYBII/IH npu niepejadye CUrHaaoOB HCII/In
rpaOnoCTPOUTENSIX U T.II. [0 JIMHHUSM CBSI3U
Ha BCcTpOEHHBIX HOCHUTEISX JOJITOBPEMEHHOTO XpaHSHHs HHPOpMALH
— Ha BBIHOCHBIX TepMHHATIAX, VBIIIx npu 06paboTke MakeToB B
B cpencrBax 06pabOTKH U XpaHEHUs ONEPAaTUBHON HHMOpMann ‘ MOHHUTOpPAX, BUICOMPOCKTOPax KOMMYHHMKAIIUOHHBIX 3JIEMEHTaX
uHpOPMAITMOHHO-

B cpencrBax (moprax) BBoJa (BeIBOAA) HH(DOpMALMK B TBaX 3BYKOYCHJICHUSI

pen (moprax) na ( nia) vEGOpMaLT ‘ CPCACTBAX SBYKOYCIIC ! TEJICKOMMYHHUKAIIMOHHBIX CUCTEM

3BYKOBOCIIPOU3BEICHUS

Pucynox 2. Kmaccudukanus yrpo3 6€30macHOCTH MEPCOHATBHBIX JaHHBIX,
oOpabaTpiBaeMbIX B MTHGOPMAIIMOHHBIX CHCTEMAaX MEPCOHATBHBIX JaHHBIX

Vi



yrpo3sl Oe3zonmacHoctu II/l, oOpabGarsiBaembix B MCIIJIH Ha 0asze pacmpeneiaeHHBIX
MH(OPMAIIMOHHBIX CUCTEM C MOJKIIOUYEHUEM K CETH OOIIEro Mosib30BaHUsA (K CETH MEXITyHapOJHOIO
UH(POPMAIIMOHHOTO OOMEHA).

ITo cnoco6am peanuzaruu YBITJ[H BBIACTAIOTCS CenyIONUe KJIACChl YIPo3:

yrpo3sl, cBsizanHble ¢ HCJI x I1/1H (B TOM uuciie yrpo3sl BHEAPEHUS BPEAOHOCHBIX IIPOTPAMM);

yrpo3bl yreuku [1JIH no TexHuueckum KaHaiaM yTedkd UH(pOpMaIUH;

yrpo3sl cnenuanbHbix Bo3aeiicreuil Ha UCII/IH.

ITo By HECaHKIMOHMPOBAHHBIX NEHCTBUM, ocyuiecTBisieMblX ¢ [1/1H, BELAENAIOTCA Clleqyromue
KJIACCHI yIpo3:

yrpo3bl, NPUBOAAILIME K HapylleHHIO KoH¢puaeHuuansHocty [IJ[H  (komupoBaHuio MU
HECAaHKLMOHMPOBAHHOMY pAacCIpPOCTPAHEHUIO), MpPU pealu3aly KOTOPbIX HE OCYLIECTBIIAETCS
HEIOCPECTBEHHOr0 BO3JEHCTBUS HA COJEpKaHUE HHPOPMALIUY;

yrpo3bl, IPUBOJAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM 4YMCJIE CllydailHOMY, BO3JECHCTBHIO Ha
coJiepkaHue HHQopManuu, B pe3yiabTaTe KOTOPOro ocymectBisercs usmeHenue IIJIH nmmm ux
YHUUTOKEHUE;

yrpo3bl, IPUBOJAIIME K HECAHKIIMOHUPOBAHHOMY, B TOM 4YMCJIE CIIydallHOMY, BO3ICHCTBHIO Ha
IIpOrpaMMHble WU  OporpammHo-anmnapatraeie  3nemeHTsl  MWCII/IH, B pe3ymnbrare KOTOpOro
ocyuecTBisercs onokupoanue I1J1H.

I1o ucnosnp3yeMon ys13BUMOCTH BBIIEISAIOTCS CIEAYIOLIUE KIACChl YIPO3:

YIpO3bl, peaIN3yeMble C UCIIOIb30BAaHUEM YSI3BUMOCTH cucteMHoro [10;

yIpo3bl, peaInu3yeMble C UCIIOIb30BAaHUEM YSI3BUMOCTH npukiaaHoro I10;

yIpo3bl, BOZHHUKAIOLIME B PE3YyJbTaTe MCIOIb30BAaHUS YSA3BUMOCTH, BbI3BaHHON Hainuuem B AC
arrmapaTHOM 3aKJIAJIKY;

YIPO3bl, PEAIU3YEMBIE C UCIIOJIB30BAHUEM YSI3BUMOCTEN MPOTOKOJIOB CETEBOTO B3aUMOACUCTBHS U
KAaHAJIOB [1€pe/Iayuy JIaHHbIX;

yrpo3bl, BO3HUKAIOLIME B PE3YJIbTATE MCIIONb30BAHMS YS3BMMOCTH, BBI3BAHHOM HEIOCTATKaMU
opranuzanuu T3U ot HC/I;

yrpo3bl, peajau3yeMble C HCHOJIb30BAHMEM YSA3BUMOCTEH, OOYCIIOBJIMBAIOUIMX HAJIMYUE
TEXHUUYECKUX KaHAJIOB yT€UKU MH(OpMaLUK;

YIpO3bl, peaInu3yeMble C UCIIONIb30BaHueM ys3BuMocTeil C31.

[To 0OBeKTY BO3/IEHCTBHS BBIICISIOTCS CJIEIYIONINE KJIACCHI YTPO3:

yrpo3ssl 6e3omacHocTH [1/]H, o6pabaTriBaeMbix Ha APM;

yrpo3sl 6e3onacHocTH I1/]H, oOpabaTbiBaeMbIX B BBIJIEIEHHBIX CPEACTBAX 00pabOTKHU (pUHTEPAX,
IIOTTEepax,  rpadoroCTPOUTENAX, BBIHECEHHBIX  MOHHUTOPAX,  BHICONPOEKTOPAX,  CPEICTBaX
3BYKOBOCIIPOM3BEJICHUS U T.11.);

yrpo3bl 6e3onacHocTH [1/1H, nepeaaBaeMbIX MO CETSAM CBSI3H;

YIPO3bI MPUKIIAHBIM TIPOrpaMMam, ¢ TTIOMOIIBI0 KOTOPbIX oOpabateiBatoTcs [1/1H;

yrpo3bl cucteMHomy [10, oGecnieunBaromemy ¢pyukiuonuponanue MCIT/IH.

Peanmmsanus ognoit n3 YBII/[H nepedncieHHbIX KIIACCOB MM UX COBOKYITHOCTH MOKET IIPUBECTH
K CIIEAYIOIINM TUIIaM TOCIeACTBHM st cyobekToB [1/1H:

3HAYUTEIbHBIM HETaTUBHBIM MOCIEACTBUAM JUIsl cyObekToB [1/1H;

HETraTUBHBIM MOCIIEACTBUAM /17151 cyOBbekToB [1/1H;

HE3HAYUTENbHBIM HEraTUBHBIM MOCIEICTBUAM Ui cyOBekToB [1][H.

Yrpo3bl yreuku [1/[H mo TeXHHYECKHMM KaHajlaM OJHO3HAYHO OIMCBHIBAKOTCS XapaKTEPUCTHKaMH
MCTOYHUKA WH(OpMaLUK, cpeabl (MyTH) pacnpoCTpaHEHUs! M MPUEMHUKAa HHPOPMATUBHOTO CUTHAJIA, TO
€CTb OIIPEJIEISIFOTCS XapaKTEPUCTUKAMU TEXHUUECKOT0 KaHana yreuku [1/1H.

VYrpo3bl, cBA3aHHbIE ¢ HecaHKUMOHHpoBaHHBIM jaoctynom (HCJ]) (manee — yrposst HCJ| B
NCIIAH), npeacTaBisioTcs B BHJIE COBOKYITHOCTH 0OOOIIEHHBIX KJIACCOB BO3MOYKHBIX HCTOUHHUKOB YTPO3
HC], ys3BumocTeit mporpammuoro u amnmnaparioro ooecrnedenust UCII/IH, cnoco6oB peanuszanuu yrpos,
00BEKTOB BO3JIEHCTBUA (HOCHUTENEH 3aluiiaeMoi MH(QOpPMAaIUK, AUPEKTOPHEB, KaTajJoros, (aiyioB c
11 nnu camux I1/IH) 1 BO3MOXKHBIX JE€CTPYKTUBHBIX AeicTBuil. Takoe mpeacTaBieHuEe OMUCHIBAETCS
crenytomieit popMaTu30BaHHOM 3aMUCHIO:



veposa HC/]: = <ucmounux yepo3vl>, <VA36UMOCMb HPOSPAMMHO20 UIU ANNAPAMHO20
obecneuenuss™>, <cnocob peanuzayuu yepos3vi>, <00beKm 6030eUcmeus™, <HeCAHKYUOHUPOBAHHBIU
oocmyn>.

4. Yrpo3sl yTe4ku HH(POPMALMH 10 TEXHUYECKUM KaHAJIaM

OCHOBHBIMU D3JIEMEHTaMHM OINHMCAHMSI Yrpo3 YTEUKHM HH(OpMAIMM MO TEXHUYECKUM KaHalam
(TKYW) sBASAIOTCS: UCTOYHUK Yrpo3bl, cpena (IMyTh) pacHpoCTpaHEeHUss MHPOPMATUBHOTO CHUTHAjIa U
HOCHTENb 3alIMIIAeMON HH(OPMALIUH.

Hcrounnkamu yrpo3 yTedkd HH()OpPMAIMH M0 TEXHUYECKHM KaHallaM SBJISIFOTCS (PU3NYECKUE
muna, He uMeromue gocryna Kk MUCII/IH, a Takke 3apyOexxHble CHelcayK0bl UM OpraHu3aluu (B TOM
YUCJie KOHKYPHUPYIOLIUME WU TEPPOPUCTHUYECKHUE), KPUMHUHAIbHBIE TPYNIUPOBKH, OCYIIECTBIISIONINE
nepexsar (cbeM) HHGOpPMAIUU C UCIOIb30BAaHUEM TEXHUYECKHX CPEJICTB €€ PerucTpaiiuy, npuemMa min
¢dororpadupoBanus.

Cpena pacnpoctpaHeHusi UHQOPMATUBHOIO CHTHaia — 3TO (u3Myeckas cpena, Mo KOTOPOH
MH(OPMATHUBHBIN CUTHAT MOXET PAaCIPOCTPAHITHCS U MPUHUMATHCS (PETUCTPUPOBATHCS) PUEMHIKOM.
Cpena pacnpocTpaHeHUsT MOXET ObITh Kak OJHOPOAHOW (Hampumep, TOJIBKO BO3IYIIHOWM), Tak U
HEOJAHOPOJHOM 3a CYET IMepexojia CUTHAJla W3 OAHOM cpeabl B APYryro (HampuMmep, B pe3yibTare
aKyCTORJIEKTPUYECKUX UM BUOPOAKYCTUUECKUX MTPEOOpa3OBaHUl).

Hocutenem I1[In sBnsiercst monw3oBatens UCIIH, ocymectBistonuii ronocoBoi BBoa I1J[H B
UCIIAn, axyctuueckas cucreMa WMCIIAH, BocnpousBoasmas II/[H, a Takke TeXHUYECKHE CpEACTBa
NCTI[Ia u BTCC, co3naromue pu3ndeckue moiist, B KOTOPHIX HHPOpMAIHs HaXOIUT CBOC OTPAKCHHE B
BUJIE CHUMBOJIOB, OOpa3oB, CHTHAJOB, TEXHHUUYECKHUX PEIIEHUH U MPOIECCOB, KOIUYECTBEHHBIX
XapaKTePUCTUK (QU3HUSCKUX BEITUUHH.

[Tpu o6padotke [1/1n B UCII/IH 3a cueT peanu3anuy TEXHUYECKHX KaHAIOB yTeUKH MHGOpMAIuu
BO3MOKHO BO3HHKHOBeHUE cienyromux Y bII/Ix:

yIrpo3 YTEUKHU aKyCTUYecKOoi (peueBoil) nundopmanuu;

yrpo3 YTeUKH BUIOBON HHPOPMAIIHH,

yrpo3 yTeuku MHGOPMALMU MO KaHalaM MOOOYHBIX 3JEKTPOMArHUTHBIX U3IYyYEHHH U HABOJOK
(ITODMUH).

5. ¥rpo3bl HeCAHKIMOHMPOBAHHOIO J0CTYNA K MH(popManun
B HH(OPMALMOHHOI cUcTeMe NePCOHATbHBIX JaHHBIX

Yrposer HCJI B UCII/IH ¢ npuMeHEeHHEM NPOTrpaMMHBIX M IPOTPaMMHO-ANIapaTHBIX CPENCTB
peayin3yloTcs MpU OCYLIECTBICHWHM HECAHKIIMOHMPOBAHHOTO, B TOM 4YHCIE CIy4yailHOro, J0ocTyma, B
pe3yabTare  KOTOPOIO  OCYIIECTBISIETCS ~ HapylleHHe  KOHQHUAECHIHAIbHOCTH  (KONUpPOBAHHE,
HECaHKIMOHUPOBAHHOE PACIPOCTPAHECHHE), IIEIOCTHOCTH (YHUYTOXEHUE, U3MEHEHHUE) M JTOCTYIMHOCTH
(6noxupoBanue) [1/1H, 1 BKIItOUaIOT B ceOs:

yrpo3sl JocTyna (IPOHUKHOBEHHUS) B OINEPAllMOHHYIO Cpey KOMIIBIOTEpa C HCIOJIb30BAaHUEM
HITaTHOT'O MPOTrpaMMHOro obOecrieueHust (CpeACTB ONEepallMOHHON CUCTEMbI MM MPUKIAIHBIX IPOrpamMM
o011ero NpuMeHeHHUs);

yrpo3bl CO3JaHMsI HEIITATHBIX PEXKUMOB pabOTHl MPOrpaMMHBIX (ITPOrpaMMHO-AIIAPATHBIX )
CPE/ICTB 3a CUET NMpeAHAMEPEHHBIX U3MEHEHUH CITYy)KEOHBIX JaHHBIX, ITHOPUPOBAHUS IIPETYCMOTPEHHBIX
B IUTATHBIX YCJIOBMAX OTPAaHWYECHUH HA COCTAB M XapaKTEPUCTUKU oOpabaThiBaeMOi WH(pOpMaINH,
UCKaKeHUs (MOAN(UKALIMN) CAaMUX JTaHHBIX U T.IL.;

yIpO3bl BHEAPEHHS BPETOHOCHBIX MTPOrpamMM (IIpOrpaMMHO-MaTEMAaTHYECKOT0 BO3ICHCTBHS).

Cocras snemenTos onucanus yrpo3 HCJI x undopmannu B UCI1/IH npuBeneH Ha pucyHke 3.

Kpome 3TOro, BO3MOXXHBI KOMOWHHPOBAHHBIE YIPO3bl, IPEJICTABISAIOLINE COOOH coueTaHue
yKa3zaHHbIX yrpo3. Hampumep, 3a cueT BHeIpeHHs] BPEIOHOCHBIX IPOrpaMM MOT'YT CO3/1aBaThCsl YCIOBUS
s HCJL B onepallMoHHYIO CpeAy KOMIIbIOTEpa, B TOM YUCIIE IyTeM (OPMHUPOBAHUS HETPaIUIIMOHHBIX
MH(OPMALIMOHHBIX KaHAJIOB JIOCTYIIA.

VYrpo3sl jgoctyna (IpoHUKHOBeHHUs) B omnepanuonHyto cpeny HWCIIJIH ¢ wucnons3oBaHueM
HITATHOTO MPOTPaMMHOTO OOECIeYeHUs Pa3JesiIioTCsl Ha yrpo3bl HEMOCPEACTBEHHOTO M YAaJIE€HHOTO



J0CTyna. YTPOo3bl HEMOCPEICTBEHHOTO JOCTYIMA OCYIIECTBISIIOTCS C HUCIOJIb30BAHUEM IMPOTPAMMHBIX U
MIPOrpaMMHO-AIAPaTHBIX  CPEICTB BBOJA/BBIBOJA KOMIIbIOTEpPA. YTPO3bl YAAJEHHOrO JOCTyIa
peansyrorcs

C HCIIOJIb30BAaHUEM IIPOTOKOJIOB CETEBOIO B3aUMO/ICHCTBUSI.

Ot yrpossl peanusyrorcs otHocutenbHo MCIIJIH kak Ha 0a3e aBTOMaTU3MPOBAHHOIO pabOoYero
MeCTa, He BKJIIOYEHHOI'O B CETH CBSI3U OOILIEro MoJIb30BaHMs, TaKk M ImpuMeHuTenbHO ko BceM WCII/IH,
UMEIOIIMM TOJAKIIOYEHHE K CeTSIM CBSI3W  OOIIEro IMOJBb30BAaHHMS M CETSIM  MEXKIYHApOJHOTO
nH(pOpMaMOHHOTO 0OMEHa.

Omnwucanue yrpo3 jgocryna (IpOHUKHOBEHHS) B OIEPALMOHHYIO Cpely KOMIbIoTepa (HOpMabHO
MOJKET OBITh MPEJCTABICHO CIEAYIOLUIUM 00pa3oM:

veposa HCJ[ ¢ UCII/{n: = <ucmounuk yepo3wi>, <ysassumocmo UCII[n>, <cnocob peanuzayuu
yeposvl>, <oOvekm 8030elicmeus (npospamma, NPOmMoKoa, OaHHvle U 0p.)>, <O0eCmpyKmueHoe
Oeticmeue>.

Yrpo3bl co3laHUSl HEIITAaTHBIX PEKHUMOB pPabOTHl MPOrpPaMMHBIX (IPOrpaMMHO-AIIapPaTHbIX )
cpeactB — 3To yrpo3sl «OTkaza B oOciyxuBaHUM». Kak mpaBuiio, JaHHBIE yrpo3bl PaCCMATPUBAIOTCS
npumenutenabHo K MCII[H Ha Ga3ze JOKambHBIX U pacnpefesieHHbIX WH(GOPMAIMOHHBIX CUCTEM BHE
3aBHCUMOCTH OT IOJKIFOUCHUS



VICTOUHUNK | »| YH3BMMOCTU - Cnocob O6bekT - »[ECTPYKTUBHOE

yrpoasi ncnau peanusauun BO3AEICTBIS neicTave
yrposbl
Hapywwurens
Py [ vaasumoct MO | Menonbaosarie cyuiecTsyiolmx WHdbopmauus, obpabaTbiBaemas Ha HapyweHue
= APM (ysne) CMOH, Haxopswascs: — KOHPUAEHLNANBHOCTH
Brewwnmin YA3BMMOCTel NporpamMMHO-annapaTHoOro
o6ecneyenuns VCMOH, No3BONSAOLWMUX:
YS3BUMOCTU MUKPOMpPOrpamm, Ha oTuyxaaemblx HocuTensx
BHyTpeHHuin # MPOLLMBOK MHbopMaLMK YTeuka nigopmauumn
O6xoanTs C3U ‘
7 YA3BMMOCTM ApaliBepOB annapaTHbIxX # A |- Ha rubknx markmtheix anckax | HecaHkuvoHpoBaHHoe
TNnua, umeroLLMe CaHKLMOHUPOBAHHbII ap P p ‘
cpencTs KOMUpOBaHWe
— AOCTYyNn B KOHTPOIIMPYEMYIO 30HY, HO He pen . can —{ Ha »eCTKMX MarHUTHbIX gUcKax ‘ d
nmMetoLme aoctyna K ru:lH ﬂeCprKTIAEHO BO3eNCTBOBaTb Ha nepeXBaT MHd—)opMaL‘MM 5 Kananax
4 YA3BMMOCTU ONepaLoHHbIX CUCTEM ‘ _‘ Ha Hakonutensx ZIP ‘ nepegayv faHHbIX
3aperncTpupoBaHHbIii Nonb3osBaTens ﬂ BckpeiBaTe unu nepexeateisaTe ‘
[ MHPOPMALMOHHBIX PECYPCOB, MMEIoLUI naponun Ha HakonuTensx anekTpoHHO Pasarnawenve (ny6nvkauus)
orpaHuueHHbIe NpaBa focTyna K MAH B npouecce unnymanusaumm OC ! namsTM TMNa cneLw 33y 0i% MHcopmaLMm
MCNAH c paboyero mecta Wcnonb3oBaTtb ysa3BUMOCTU
B HeszawuieHHOM pexume paboTbl ”DOTO'“}J"OB ceTeBoro Ha ayawvo-, Buaeokaccetax,
npoueccopa i B3aUMO/ENCTBIUS N KaHarnoB MarHUTHBIX NeHTax HapylueHune uenoctHoctu
[ Monb3oBaTeny MHPOPMALIMOHHbLIX nepeaayYn AaHHbIX, NO3BONALWME: —  (YyHWuTOXEHue, Moaudmkaums,
PECypCOB, OCYLIECTBSIOWMNE YAANEHHBIN 4 Ha onTuyeckux KOMNaKT-ancKax ‘ Ae3nHdopmaLs)
noctyn k MAx no NBC o%npouecce yHYUMOHUPOBaHUSA
B NPUBUNENVPOBAHHOM PeXume
MepexBaTtbiBaTh MHPOPMALUIO B COTOBBIX Tenedonax, Boaﬂemc;:;:agzaqgnl; AaHHbIe
BaperncTpupoBaHHbIii Nonb3oBaTenb C MoRGULpORaTE KapMaHHbIX KoMnbloTepax,
1 MNOMHOMOYMAMY CUCTEMHOTO _{ Ysi38UMOCTU Npuknagkoro Mo ‘ A unp uncpoBeIX hoToannaparax, mp3- BosgeiicTue Ha
nepeaaBaeMble AaHHbIE npourpLIBaTENsX
agmuHucTtpartopa NCMNOH 18] —  MWKpomnporpamMmbl, AaHHbIE U
YassumocTtu cneumansHoro NO ‘ Apansepsbl yctponcts UCMNOH
_{ MeperpyxaTb pecypcbl MCMNOH ﬂ B undpoBbix BUaeokamepax ‘ P pe! yeTP
3aperncTpupoBaHHbIii Nonb3osaTens ¢ (oTka3 B o6cnyxmeaHun) N
il NOMHOMOYMAMY aAMUHUCTPaTOpa _{ YsaizeumocTu MO noneaosarens ‘ 5 - Bosgericteue Ha nporpammbl,
6esonacHoctn UCTMAH BHeApsTb BPEOHOCHbIE 4{ APYyrvX ycTponcTteax ‘ [_| AaHHblE 1 ApaiBepbl YCTPOUCTB,
NDOrpaMMLI o6ecneunsalomx 3arpysky OC n
Ha BCTpoeHHbIX HocuTenax C3U 1 ux yHKLMOHMPOBaHMe
MporpammMucTbi-pa3paboTumnkm Y513BUMOCTH, BbI3BaHHbIE HaNMuMem B — [NONrOBPEMEHHOro XpaHeHUs
— o MonyuaTts yaaneHHsin HCL k _
npuknagHoro MO v nuua, NCMAOH nporpaMMHo-annapaTHoi 3aknaaku cucTeme nHdopMaummn BosaelicTene Ha Nporpammbl 1
[T] obecneumnBaloLLme €ro CoNnpoBOXAEHNE B [aHHbIe NPUKNAZHOTO 1
necngun Pasrnaiuath 1 OpraHM3oBLIBaTH Ha >XeCTKMX MarHUTHbIX OUCKax ‘ cneumnansHoro MO
YSi3BMMOCTH, CBS3aHHbIE C peanusaumnen L yTeuky UHdopmMaLmm Ha BHeqpeHue BpeaOHOCHOM
PaspaboTtuvku 1 nuua, obecneymsaroLie — NMpOTOKONOB CETEBOrO B3aMMOAEWCTBUS U HesaluLeHHble paboyve mecTa B M3y ‘ — nporpammbl, NPOrpamMmmHo-
noctasky, conposoxaeHve B UCIMOH KaHanoB nepegayv AaHHbIX nengu annapaTHoW 3aknagku u ap.
Ha nepenporpammmpyembix
(nepesanuceiBaembix) # BospeicTteune Ha cpeactea
ﬂpyl:erf;;eTLoopﬁsznm'.(lTa cg;ﬁgac&:mu c VS3BUMOCTM, BLI3BAHHBIE HEAOCTATKAMM Wcnone3osatb ocTaToHHyloﬁ, 3anomuHarLInX yCcTponcTeax ynpaBneHus koHdurypaumvein cetn
P! PyKTYP [ opraHusaumm T3U ot HCL ] HeyweHHylﬁ:;i(;gg)auwo (cBop B cpeacTBax 06paboTku 1 XxpaHeHust ~
— onepaTuBHOIi MHchopMaLmn —‘ Boapeiictene Ha C3U ‘
MporpamMmHo-annapaTHas
saknaaka Vaasumoctn C3U Vcnonk3oBaTb HETPAAULIMOHHbIE
— (cTeraHorpaduueckune) kaHanb! B onepaTusHoil namsiti ‘ HapyLueHue AoCTYNHOCTH
—{ KOHCTPYKTMBHO BCTpOEHHas ‘ nepeaa4n uHgopmaum
YA3BUMOCTU NPOrPaMMHO-anNNapaTHbIX B Kem’"a“"“;"" B Bycbepax ‘
BBO/A/BLIBOAA
ABTOHOMHast ] H cpencTts UCMH B pesynbTaTe cGoeB B BHEAPeHNe (BHECEHNS) HOBLIX A A
paboTe, OTKa30B 3TUX CPEACTB ysssumMocTert B UCTH Ha aTane HapyLueHune dyHKkuMoHnposaHus
—{ BpepaoHocHas nporpamma l | NpOEeKTUPOBaHUS, PaspatoTKu U B Buaeo-namatn ‘ n (;)Tgam: Cpe,ué:T: %GPHGZTK;/
WH [VET T CTB BBOA,
# Hanuume TeXHUYECKUX KaHarnoB yTeuku ‘ conposoxaerus CTIOH B onepaTtvBHON NamsTn ‘ BblBo}:lpa MHdJopMpaLlMM cpeacTe
_‘ MporpammHble 3aknaakv ‘ HpopmaLmm NOAKNIOHAEMBbIX YCTPONCTE XpaHeHus uHcopmaLmum,
Wcnonb3osaHune HewTaTHoro MO ‘ annapaTypbl U kKaHanos
nepeaayn gaHHbIX
—‘ MporpamMmmMHble BUPYChbI ‘ BHeceH1e yR3BuMocTen C WHdopmauusa B cpeacTsax,

L peanusyouimnx cetesoe
B3avMoAencTBMe, 1 kaHanax nepeaauqu| HapyLLeHue n oTkasbl B
OB6MeH nporpamMmamu 1 AaHHbIMU, fAaHHBIX B ceTU hyHKUMOHUpoBaHUM C3U

coaepXxawmmMmm BbinonHAemMble
moaynu (CKpUNTbI, Makpockl 1 T.4) B mapuipytusatopax ‘

MCMonNb30BaHNEM LUTATHbIX CPeACTB

BpenoHoCHbIe nporpaMmel,
pacnpocTpaHsiowmecs no
ceTu (YepBu)

[pyrue BpeaoHOCHbIE
nporpamMmbl

N3ameHeHue koHdurypauun MO ‘

B gpyrvx ycTpoiicTBax KoMMyTaLmm

Moaudukaums MO 1 AaHHbIX ‘

'a3paboTka BPEAOHOCHBIX
nporpamm
My6nukauus, pasrnalieHne
3aLMLI@eMbIX CBEAESHNI

Pucynok 3. Dnementsl onucanus yrpo3z HCJl x undopmaru 8 UCIIn



nH(popMamoHHOTO oOMeHa. X peanu3zaiusi 00ycioBiIeHa TeM, YTO IPU pa3paboTKe CUCTEMHOTO
WJIM TIPUKJIAJHOTO MPOTPAMMHOI0 00ECIeUeHHs HE YUYUTHIBAETCS BO3MOKHOCTh MTPEHAMEPEHHBIX
JEUCTBUH 110 LEJICHAIIPABIICHHOMY U3MEHEHUIO!

coJiep>kaHus CiIy>keOHOM nH(OpMaINK B ITakeTax cOOOIIEHHH, Tepe1aBaeMbIX 0 CETH;

yciaoBUi 00pabOTKH JaHHBIX (HAmpUMeEp, UTHOPUPOBAHHE OTpaHMYCHHI HA JUIMHY ITaKeTa
COO0mICHUS);

¢dbopmMaToB TpEeACTaBICHUS MJAaHHBIX (C HECOOTBETCTBHEM HW3MEHEHHBIX (HOpMATOB,
YCTaHOBJICHHBIX /7151 00paOOTKH 10 MPOTOKOJIaM CETEBOTO B3aUMOJICHCTBUA);

MIPOrpaMMHOTO o0ecrieueHus: 00pabOTKHU JTaHHBIX.

B pesynbrate peanuzauuu yrpo3 «OTkaza B 0OCIy>KMBaHHM» MPOUCXOJUT MEPEHOTHEHHE
OydepoB u OIIOKMpOBaHHWE TPOIEAYp OOpabOTKH, <GAMKIMBAHHE» TpOIeayp oO0paboTKu u
«3aBUCaHHE» KOMIbIOTEpa, OTOpachlBaHWE MakeToB coolmeHui u ap. OmnucaHue Takux Yrpos
(hopMaIbHO MOKET OBITh MPEJCTABICHO CIEAYIONIUM 00Pa30M:

yepoza «Omkaza 6 oOcayscusanuuy: = <ucmouuHux yeposvl>, <ysazeumocmv UCII/[H>,
<cnocob pearusayuu yeposvl>, <obvekm 8o30eticmeusi (Hocumenv I1/[n)>, <nenocpedcmeenHulii
pe3yibmam peanuzayuu yeposvl (nepenonnenue Oygepa, broxkuposanue npoyedypsbt 0Opadbomxu,
«3ayuKausanue» 0opabomku u m.n.)>.

Yrpo3sl  BHEIpPEHUS  BPEAOHOCHBIX  IporpamMMm  (IIpOrpaMMHO-MaTeMaTHYECKOTO
BO3JICHCTBUS) HEIENeCOOOpa3HO ONMHCHIBATh C TOW K€ JIETAIBHOCTBIO, YTO W BBHIIICYKA3aHHBIC
yrpo3bl. 3TO O0YCIOBIEHO TEM, YTO, BO-TIEPBBIX, KOJIMYECTBO BPEIOHOCHBIX MPOrPaMM CETOIHS
YK€ 3HAUUTEIBHO MPEBBIIIAET CTO THICAY. BO-BTOPHIX, MPU OpraHU3alMy 3alIUTH HHPOpMAUU
Ha MpaKTHKe, KaK MPaBUIIO, JOCTATOYHO JIMIIb 3HATh KJIACC BPEAOHOCHOM MPOrpaMMbl, CIOCOOBI U
MOCIIEACTBHUSL OT €€ BHeApeHus (MHPUIHpoBaHus). B CBSI3W ¢ 3THM yrpo3sl NPOTrPaMMHO-
MareMmatuueckoro Bo3zeiicTBusa (IIMB) dopmanbHO MOryT OBITH MPEACTaBICHBI CIEAYIOIINM
obpazowm:

yeposa IIMB ¢ HCII[Qu: = <knacc 6peO0OHOCHOU NpocpamMmul (¢ YKaA3aHuem cpeovl
obumanus)>,  <UCMOYHUK  Yepo3bl  (HOcumenb  8PE0OHOCHOU  Npocpammsl)>,  <cnocob
unguyupoganua>, <obvekm 6030elicmaus (3azpy30uyHvlll cekmop, ¢ain u m.n.)>, <onucavue
B03MOJICHBIX ~ 0ECMPYKMUBHLIX — OelcmBUli™, <OONOIHUMenvbHas  uHgopmayus 006  yepose
(pe3udeHmnocmo, CKOpOCMb PACHPOCIMPAHEHUS, NOJUMOPGUUHOCTb U OP.)>.

Huxe naerca oOmias xapakTepUCTHKa HMCTOYHHUKOB YIrpo3 Oe3omnacHoCcTH HHGpOpMaluu,
yA3BUMOCTEH, KOTOpble MOTyT OBITh MCIIONB30BaHbl MNpu peanusanuu  yrpo3 HC, u
XapaKTepUCTHKA PE3yIbTaTOB HECAHKIIMOHUPOBAHHOTO UJIM CIIy4aifHOTO J0CTyna. XapaKTepUCTHKA
CIOcO0OB peanu3ali yrpo3 JaeTcs NpU ONUCAHUM Yrpo3 J0CTyna (IMPOHUKHOBEHHS) B
OTIEPAIIMOHHYIO CPEeIy KOMITBIOTEPA, YTPO3 OTKa3a B 00CTyKuBaHUU U yrpo3 [IMB.

5.1. O0mas XapaKTepuCTHKA HCTOYHHKOB YIPO3 HECAHKIIMOHHPOBAHHOIO 1I0CTYNA B
MH(POPMALMOHHON cUCTeMe MePCOHATbHBIX JaHHBIX

Hctounukamu yrpo3z HCJI B UCIT/IH MOryT OBITh:

HapyLIUTENb;

HOCHUTEIIb BPEJOHOCHOM MPOrpaMMbl;

anmapaTHas 3aKJajKa.

VYrpo3sl Oe3onmacHoctu [I/lH, cBA3aHHBIE C BHEAPEHHEM alMapaTHBIX 3aKJIAJoK,
OTpEENSIOTCS B COOTBETCTBUM C HOPMAaTUBHBIM JOKyMeHTamu @DenepaibHON  CiryKObI
6e3onacHoctu Poccuiickoii @enepaliuu B yCTaHOBIEHHOM €10 MOPSJIKE.

[To Hanuuuio MpaBa MOCTOSHHOTO WM Pa30BOr0 JIOCTyNa B KOHTpoiupyemyo 30HY (K3)
NCIIJIH HapymuTeny noapa3aessstoTcs Ha Ba TUIIA:

HapymuTenu, He nMmeromue nocryna Kk UCII/H, peanusyromue yrpo3sl U3 BHEIIHUX CETEH
CBSI3W OOIIEro MOJIb30BaHUS W (WIM) ceTell MEeXIyHapoAHOTO HH(GOPMAIMOHHOTO OOMEHa, —
BHEIIHNE HapYIIUTENH;

HapymmTeny, nMetorue noctyn k MCI/In, Bkmroyast none3oBateneit MCIIH, peanusyromue
yrpo3sbl HenocpencTBeHHO B ICIT/IH, — BHyTpeHHHE HapyIIHUTENN.

BHenHuMu HapyImmTeasiMu MOTYT OBITh:



pas3Be/bIBaTeIbHbIE CTYKObI TOCYJapCTB;

KPUMUHAJIBHBIE CTPYKTYPBI;

KOHKYPEHTHI (KOHKYPUPYIOIINE OpraHU3aIim);

HEe100pOCOBECTHBIE MAPTHEPHI;

BHEIIHUE CYOBEKTHI ((pru3nueckue auia).

BHemHuil HapyImuUTENIb UMEET CIAEAYIOIUE BO3MOKHOCTH:

OCYILIECTBIIATh HECAHKIMOHUPOBAHHBIA JOCTYI K KaHAJIAM CBS3M, BBIXOIAIIUM 34 MPEICIIbI
CIIy’K€OHBIX IOMEIIEHUH;

OCYILIECTBIISITh HECAHKIMOHUPOBAHHBIM JIOCTYNl dYepe3 aBTOMATH3HpPOBAHHBIE paboune
MecCTa, MOJKJIIOYEHHbIE K CETAM CBS3M OOIIEro MOJb30BaHUS U (WIM) CETSAM MEXKIYHapOIAHOI'O
MH(OPMAIIMOHHOTO 0OMEHa;

OCYILLECTBIIATh HECAaHKLMOHUPOBAHHBIM JOCTYl K MH(OpPMAlMK C HCHOJIb30BAHUEM
CIELUABHBIX IIPOrPAMMHBIX BO3ICHCTBUN MOCPEACTBOM IIPOTPAMMHBIX BHPYCOB, BPEIOHOCHBIX
IIPOrpaMM, aJIFOPUTMHUYECKHUX WK IPOIrPAMMHBIX 3aKJIaJ0K;

OCYILECTBIISAITh HECAHKIIMOHUPOBAHHBIM JOCTYH Yepe3 DSJIEMEHTh HH(POPMAIMOHHON
uHopactpyktypsl MCII[IH, KOTOpble B MpOLECCE CBOEr0 >KU3HEHHOro LHMKIA (MOAEpPHM3AlMH,
COIIPOBOXACHUSI, PEMOHTA, YTHJIN3AllMH) OKa3bIBAIOTCS 3 IPEIeIaMi KOHTPOIUPYEMOM 30HbI;

OCYILECTBIIATh HECAHKLMOHUPOBAHHBIM JOCTyl 4epe3 HH(OPMAIMOHHBIE CHUCTEMBI
B3aMMO/JICHCTBYIOIIUX BEIOMCTB, OpraHu3aluil U yupexaeHuil npu ux nogxinrodenun k UCIIJIH.

B03MOXHOCTH  BHYTPEHHETO0 HApyLIUTENs CYIIECTBEHHbBIM 00pa3oM 3aBUCAT OT
JEUCTBYIOIUX B IIPEAENax KOHTPOJIUPYEMOM 30HBI PEKMMHBIX M OPraHU3alMOHHO-TEXHUYECKUX
MEp 3alLUThI, B TOM YHCIE 10 A0NYCcKY ¢pusndeckux aui K [I/IH 1 KOHTpoIIIo nopsKa NpoBeIeHUs
pabor.

BHyTpeHHUE NOTEHIMAIbHbIE HapYIIUTEIN IOAPA3JEIAIOTCS Ha BOCEMb KaTEropuil B
3aBUCUMOCTH OT CI1oco0a OCTyIa U MoJIHOMOYHi noctyna K [1/1H.

K nepBoii kareropuu OTHOCSATCS JIMLA, UMEIOLIME CaHKIMOHUpOBaHHbIN noctyn kK MCII/H,
HO He mMerome nocrtyna K [IJ[H. K aTomy Tuny Hapymmreneil OTHOCATCA JOJKHOCTHBIE JIMIIA,
obecneunBaronue HopMainbHoe pyHkonupoBanre UCIH.

JIn1o 3ToM KaTeroprun, MOMKET:

UMETh JIOCTYT K (parMeHTam uHpopmanuu, cogepxamiend [1/I1 u pacnpoctpanstomnieiics mno
BHyTpeHHUM KaHanaMm cBsi3u UCII/Ix;

pacrionarate (parmeHtamMu uHpopmanuu o Tonongorun MCII[H (koMMyHHKaIMOHHON
YacTH MOJICETH) U 00 UCIOJIb3YEMBIX KOMMYHUKAIIMOHHBIX POTOKOJIAaX U UX CEPBHUCAX;

pacrosiaraTe MMEHaAMH U BECTH BBISIBIICHUE NIAPOJIEH 3apETUCTPUPOBAHHBIX MOJIb30BATENIEH;

U3MEHATh KOHurypauutoo TexHuyeckux cpeacts MCIIJH, BHOCHTh B Hee MpOrpamMMHO-
amnmapaTHble 3aKiaJkd M oOecrneyuBaTh CheM HHGPOpPMALMU, HCHONb3Yysd HENOCPEICTBEHHOE
MoJIKIIoUeHue K Texundeckum cpeacrsam UCIT/H.

Ko BrOopoi kareropum OTHOCSTCS 3apeructpupoBaHHble mosib3oBatenu  MCIIH,
OCYIIECTBIISIONINE OTpaHUueHHbIN gocTyn K pecypcam UCIT[IH ¢ pabouero mecra.

JIuuo sToM Kareropuu:

o0sasaer BceMU BO3MOKHOCTSIMH JIUI] IIEPBOIT KaTeropuu;

3HAET, [10 MEHBIIEH Mepe, OJHO JIETaIbHOE UMs I0CTYIIA;

o0nanaerT BCeMH HEOOXOAMMBIMHM aTpuOyTamMu (Hampumep, mapojem), o0ecrneurnBaroIUMU
JOCTYII K HEKOTOpOMY IoAMHOKecTBY I1/1H;

pacrosaraeT KOHQHUIeHINATbHBIMU JAHHBIMH, K KOTOPbIM UMEET JOCTYII.

Ero nmocrym, ayreHTudukanus M mpaBa MO JOCTYIy K HEKOTOpoMmy mHoamMHoxecTBY I1J[H
JOJKHBI PETJIAMEHTUPOBATHCS] COOTBETCTBYIOIIMMH MPAaBHIIAMH pa3rpaHUYECHUS JOCTYIA.

K Tperpeli kaTeropum OTHOCSITCS 3aperucTpupoBaHHble mnoib3oBarenu MCIIH,
ocyllecTBIsoNMe yaaneHHeld goctyn kK [I/lH mo nokanbHbIM M (WJIM) pacnpeneseHHbIM
MH(POPMAIMOHHBIM CUCTEMaM.

JIuio sToi kaTeropuu:

o01ajaeT BCeMH BO3MOKHOCTSIMH JIUI] IEPBOM M BTOPOI KaTeropui;



pacmionaraer wuHpopmarnueir o Tomonorun MCII/Iln Ha ©6a3e mnoKalbHOH ©  (WIJIH)
pacrpesielleHHOW MH(GOPMALIMOHHON CHUCTEMBI, 4Yepe3 KOTOPYI OCYIIECTBISAETCS OOCTYIN, M O
cocraBe TexHuueckux cpeacts UCIIJIH;

UMEET BO3MOYKHOCTh HpAMOro (¢usuueckoro) pocryna K ¢parMeHTaM TEXHUYECKUX
cpencts UCII/In.

K yerBeproii Kareropum OTHOCATCS 3aperucrpupoBaHHbie mnonb3oBatenn HWCIIIH ¢
MOJTHOMOYMSIMH aIMUHUCTpaTopa O6e3omnacHoctu cermenTa (pparmenta) UCI/IH.

JIuio sToi kaTeropuu:

o0sasaeT BCeMU BO3MOKHOCTSMH JIUL] IPEABIAYIINX KaTErOpHii;

o0najgaer MoJHOU MHpOpMaLUell 0 CUCTEMHOM U IIPUKJIAJHOM IIPOrpPaMMHOM O0€CIIeYeHNUH,
ucnoib3zyemoM B cermente (pparmente) UCIIIH;

oOnajgaer MoJHOM MHQOpPMaLUel 0 TEXHUYECKUX CpeICTBaX M KOH(UIypaluu cermMeHra
(pparmenTa) UCIIH;

UMeeT JOCTYN K CpelICTBaM 3allUTbl MH(OpPMAlMM W NPOTOKOJUPOBAHMS, a TaKKe K
OTIENBHBIM 2JIEMEHTaM, UCTIOIb3yeMbIM B cermente (pparmente) UCII1H;

UMeEET J0CTYI KO BCEM TeXHHYECKUM cpezicTBaM cermenTa (pparmenta) UCIIAH;

oOnanaer mnpaBaMu KOH(MUIYpUPOBaHUS M aJMHHHUCTPATUBHONW HAaCTPOMKH HEKOTOPOIO
MIOJIMHOXECTBA TEXHUUECKUX cpeAcTB cermeHTa (pparmenta) UCII/H.

K mnAroil kaTeropum OTHOCSTCS 3apEerMCTPUPOBAHHBIE I10JIH30BATENU C ITOJHOMOYUSMU
cucteMHoro aamunucrparopa UCII/IH.

JIuno sToi Kareropuu:

o0aaeT BCeMH BO3MOKHOCTSIMHU JIUI] NTPEIbLIYLINX KaTeropuii;

oOnanaer nosHoM nHpoOpManrel 0 CUCTEMHOM M IPUKIAJHOM IPOrpaMMHOM OOECIIeUeHUN
HUCIIdH;

o0agaet moaHON HH(pOpMaIel 0 TEXHUYECKUX cpencTBax u konpuryparuu MCI1/IH;

UMEET JIOCTYIl KO BCEM TEXHHYECKUM CpeicTBaM oOpaboTKM HMH(pOpMALMU U JaHHBIM
NCIIH;

oOnagaeT npaBaMH KOH(UTI'YpUPOBAaHUS M AJAMHUHUCTPATUBHOM HACTPOMKHM TEXHHYECKHUX
cpencts UCIT/In.

CucTeMHBIH aIMUHUCTPATOP BBIMOIHAET KOHPUTYPUPOBAaHUE U YIPABJICHUE TPOrPaMMHBIM
obecnieuenueM (I10) u obopymoBanueM, BKIIIOYas 00OpYyIOBaHHE, OTBEYAroIIee 3a O€30MacHOCTh
3alIMIAeMOTr0 O0BEKTa: CpeACTBa KpUNTOrpaduuecKo 3amuTshl UHPOPMAlMM, MOHHTOPUHTIA,
perucrpanuu, apxupanuu, 3amutel ot HCJI.

K mecTtoii kaTeropum OTHOCATCS 3apETMCTPUPOBAHHBIE II0JIB30BATENN C ITOJHOMOUYMUSIMU
aamuHucTparopa 6ezonacHocty MCIIH.

JIuuo sToM Kareropuu:

o0sasaer BCeMU BO3MOKHOCTSMH JIUI] MPEABIAYIINX KaTerOpHii;

oOmnagaer noaHoi uHdopmarmeit 06 UCITIH;

UMeeT JOCTYNl K CpPEICTBaM 3allluThl HHQOpMAIMK M NPOTOKOJUPOBAHUS U K YacTu
kiroueBbIX eMenToB MUCIIH;

HE UMEeT TMpaB JOCTylna K KOHQUIYPUPOBAaHHIO TEXHMUYECKHUX CPEICTB CETH 3a
HCKJIIOYEHUEM KOHTPOJIBHBIX (MHCTIEKIIMOHHBIX ).

AIMUHHCTpATOp 0€30MaCHOCTH OTBEUYAET 3a COOI0ICHNE TIPABUII Pa3rPaHUYCHHS TOCTYIIA,
3a TeHepalMio KIIOYEeBBIX 3JEMEHTOB, CMEHY Hapojiel. AJIMHMHUCTpaTop Oe30macHOCTH
OCYILIECTBIISIET aAYAUT TEX K€ CPEJCTB 3alUThl O0BEKTA, YTO U CUCTEMHBIN aJIMUHUCTPATOD.

K cenpMoil  Kkareropum OTHOCATCA MPOTPAMMHUCTHI-pa3pabOTUMKH  (IMOCTaBIIHUKH)
MPUKJIAJHOTO MPOTrpaMMHOI0 oOecredyeHus W JIMIa, 00ecHedMBaloIlhe €ro COMPOBOXACHHE Ha
3alIUIAEMOM O00BEKTE.

JIuio sToi kaTeropuu:

obmajmaer mHpopMmanuelr o0 anropuTMax M Iporpammax oOpaboTKM HH(pOpMAIMU Ha
NCTIH;

o0ajaeT BO3MOXKHOCTSIMU BHECEHHUSI OIIMOOK, HEACKIAPUPOBAHHBIX BO3MOMXHOCTEH,



MPOrPaMMHBIX 3aKJIaJ0K, BPEJOHOCHBIX IMporpamm B mporpammHoe obecrieuenue WCII/IH Ha
CTaJuM ee pa3pabOTKH, BHEIPEHUS U COIIPOBOXKIECHUS;

MOXET pacronaratb Jro0biMu (pparmMentamu uHpopmanuu o Ttononorun WCII[An u
TeXHUYECKUX CpelicTBax 00paboTku u 3amuThl [1JIH, oopabaTeiBacmbix B UCIT/IH.

K BocpMOI Kareropum OTHOCATCS Pa3pabOTUMKU U JIHIA, OOECIICYMBAIOIIME IOCTAaBKY,
CONPOBOXK/ICHUE U PEMOHT TeXHHYecKux cpeacts Ha UCIT/IH.

JInno 3Toi Kareropuu:

o0ajaeT BO3MOXKHOCTSIMHM BHECEHHSI 3aKi1aJoK B TexHndeckue cpeacrsa CII/H Ha craguu
uX pa3pabOTKH, BHEJPEHHS U COMTPOBOKICHHUS;

MOXET pacrosarate J00bIMH (parmeHTamMu HHpopmanuu o Tonojorun MCIIIH u
TEXHUYECKUX CPeJICTBaX 00paboTKu u 3aumThl nHpopmarmu B UCIT/H.

VKazaHHbIE KaTeropuu HApyLIMTENEH IOJKHBI YYUTHIBATHCS NPH OLEHKE BO3MOXKHOCTEH
peanusauuu Y BII/IH.

Hocutenem BpeOHOCHOM MporpaMMbl MOKET OBbITh alnapaTHBIN 3JIEMEHT KOMIIbIOTEpa WU
porpaMMHBIA KoHTelHep. Ecnu BpemoHOCHas mporpamMma HE acCOILMHPYETCsl C Kakou-1u0o
MPUKIIAJHOM IPOrpaMMOH, TO B KAUECTBE €€ HOCUTEJIS PacCMaTPUBAIOTCSL:

OTUYXKIaeMbIid HOCHUTENb, TO €CTh auckeTa, omrtmyeckui muck (CD-R, CD-RW), dumam-
NaMsTh, OTYYXK/IA€Mblil BUHUECTEP U T.IL.;

BCTPOEHHBbIE HOCUTENU HH(pOpMaluu (BUHYECTEPHl, MUKPOCXEMBl ONEPATUBHON MaMSITH,
IPOLIECCOP, MHUKPOCXEMbl CHUCTEMHOM IIaThl, MMKPOCXEMBI YCTPOMCTB, BCTPAaWBaEMbIX B
CUCTEMHBIN OJIOK, — BHUJEOaJanTepa, CETEBOM IIIaThl, 3BYKOBOH IUIaThl, MOJEMa, YCTPOMHCTB
BBO/1a/BbIBOJJa MAarHUTHBIX JKECTKUX M ONTHYECKUX AMCKOB, 0JIOKA MUTAHUSA W T.I., MUKPOCXEMBI
MPSIMOTO JTOCTYTIA K TaMSTH, IIUH Iepeadn JaHHBIX, TOPTOB BBOJIA/BBIBOA);

MHUKPOCXEMBbI BHEITHUX YCTPOUCTB (MOHUTOPA, KJIABUATYPbI, IPUHTEPA, MOJIEMa, CKaHepa U
T.IL.).

Ecnu BpenoHOCHas mporpamMma acCOLUUPYETCsl ¢ KaKOW-IM00 MPUKIIaJIHOW IpOorpaMMoil, ¢
¢aitnamMy, UMEIOIIUMH OINPEICICHHbIE PACIIMPEHUs WM WHBIE aTpHOYyThl, C COOOLICHHUAMH,
IIepe1aBa€MbIMHU 10 CETH, TO €€ HOCUTENISMH SBIISIOTCS:

MAKEeThI N1€PE/IaBaEMbIX 10 KOMITBIOTEPHOM CETH COOOIIEHU;

¢aiinel (TeKcTOBBIE, IpaduUecKre, UCIIOTHAEMbIE U T.11.).

5.2. O6mas xapaKkTepUCTUKA YA3BUMOCTell HH(POPMALIMOHHOH CHCTEMbI NEPCOHATbHBIX
AAHHBIX

VY s13BUMOCTh HH(OPMALIMOHHON CUCTEMBI IEPCOHAIBHBIX JTAHHBIX — HEIOCTATOK WJIH cllaboe
MECTO B CHCTEMHOM WJIM NPUKIAJHOM MPOTPaMMHOM (IPOTrpaMMHO-aINapaTHOM) OOecreyeHUH
aBTOMATHU3HPOBAaHHOW HH(OPMALIMOHHOW CHUCTEMBI, KOTOpPHIE MOTYT OBITh HCIOJB30BaHbI IS
peanu3anu yrpo3bl 6€30MacHOCTH MEPCOHATBHBIX JaHHBIM.

[IprurHaMu BO3HUKHOBEHUS YA3BUMOCTEHN SIBISIOTCS:

OIMOKM HpU NMPOEKTUPOBAHUM U pa3zpabOTKe MPOrpaMMHOrO (MpOorpaMMHO-aNNapaTHOIo)
o0OecIeueHus;

IIPEIHAMEPEHHBIE JEUCTBHUS 10 BHECEHUIO YSI3BUMOCTEM B XOAE NPOCKTUPOBAHUSA U
pa3pabOTKH MPOTrpaMMHOTO (MPOTPaMMHO-AIIIAPATHOTO) 00ECTIeUSHUS;

HEMpaBUWIIbHbIE HACTPOWKHM MPOTPAMMHOTO OOECIeYeHUs], HENPaBOMEPHOE HW3MEHEHHE
PEXUMOB pabOTHI YyCTPOUCTB U POrpamMMm;

HECaHKLMOHMPOBAaHHOE BHEAPEHUE U  MHCIOJIb30BAHUE HEYYTEHHBIX IPOrpPaMM C
MOCNIEAYIOIUM HEOOOCHOBAaHHBIM pacXOJOBaHHEM pPECYpcoB (3arpy3ka Mpolieccopa, 3axBaT
OIEepPaTUBHON NMaMSTH U MaMATH Ha BHEIIHUX HOCUTENSX);

BHEJPEHUE BPEIOHOCHBIX MIPOrpaMM, CO3JAIOLIUMX VYSI3BUMOCTH B IPOTPAMMHOM U
IIPOrpaMMHO-aInapaTHOM 00ecleYeHnH;

HECaHKLMOHUPOBAaHHbIE HEYMBIIJICHHbIE JEWCTBUSA IOJIb30BAaTENEH, MNPHUBOIALINE K
BO3HUKHOBEHHUIO YSI3BUMOCTEH;

coon B paboTe ammapaTHOr0o W MPOrPAaMMHOTO oOecredeHHus (BbI3BaHHBIE COOSIMU B
NEKTPONUTAHNUH, BBIXOJIOM M3 CTPOs allapaTHBIX 3JIEMEHTOB B PE3YyJIbTaTe CTAPEHUS M CHUKCHMUS



HaJgCXKXHOCTHU, BHCIITHHUMH BO3,Z[€I>'ICTBH$IMI/I SJICKTPOMArHUTHBIX MoJIer TEeXHHYECKUX YCTpOﬁCTB

ap.).
Krnaccugukanust ocHoBHBIX ysi3BuMocTedd ICIT/IH npuBenena Ha pucynke 4.
Knaccndukaums yassmmocTten
nporpammHoro obecnevyeHusn
Mo Tnny MO Mo aTany XXM3HEHHOro UMKna Mo npuunHe Mo xapaKtepy
nporpammHoro obecneyeHus, BO3HUKHOBEHMUA nocneacTsui ot
Ha KOTOPOM BO3HUKaeT YA3BUMOCTHU peanunsaumm atak
YA3BUMOCTb
Cucremnoe MNO
YAa3BMMocCTH, Hemocratku —»| Yassumocty,
o P BosHuKatowwMe Ha sTane MEXaHU3MOB UCnosib3yemble 4ia
UKNnagHoe AYTCHTU(PUKALIUN
P A NPOEKTUPOBaHUA Yo ukan nepenoaHeHus
nporpammHoe
porp nporpaMmmHoro 6ydepa
obecneyeHne
obecneyeHuns HepocTtaTkn
3aLUUTbI YYETHBIX YA3BMMOCTH,
>
S 3anuceit »| ncnonblyemsle ans
P 4 nogbopa napons uam
NporpaMmHoOro
porp Hannune dyHKumMA, naeHTUdUKaTopa
obecneyeHusn
NO3BOIAOLLMUX
BbINO/IHATb y
A3BUMOCTH,
> LEeCTPYKTUBHbIE
MHCTaNNALMN U peiicTans ucnonb3syemble ans
HaCTPOMKM M3MeHeHuA nNpas
NpPOrpammHoro Joctyna
obecneyeHunn OTtcyTcTBHE
npoBepKu
P P YAa3BMmocCTH,
KO eKTHOCTU
PP ucnonblyemble ans
BXOAHIX AdHHBIX — peanusauuu ataku
«OTKa3 B
06CNYKNBAHUUY

Pucynoxk 4. Knaccuduxanus ys3BUMOCTEH IPOrpaMMHOT0 00ecreueHust
Hwxe mnpencraBneHa oOmas XapakTepucThka OCHOBHbIX rpymn yszBumocted WCIIH,

BKIIFOYAKOIIUX:

YA3BUMOCTHU CUCTEMHOI'0 IpOrpaMMHOIO obecreueHus (B TOM YHUCJIC IPOTOKOJIOB CETCBOT'O

B3aMMO/ICHCTBUS);

YA3BUMOCTHU HNPUKIAJHOTO MPOrpaMMHOI0 oOecreueHus (B TOM YHCJIC CPCACTB 3alIUThI

uHpOpMaIUN).

5.2.1. O61as xapaKTepuCTUKA YA3BUMOCTEH CMCTEMHOI0 MPOrPAMMHOI0 o0ecredeHust
VS3BUMOCTH CHUCTEMHOTO IPOrPaMMHOI0 oOecreyeHus HeOoOXOAMMO paccMaTpuBaTh ¢
MIPUBS3KON K apXUTEKTYpe MOCTPOCHHUS BHIYUCITUTENbHBIX CUCTEM.
IIpu 5TOM BO3MOXHBI ySI3BUMOCTH:

B MHUKpoOIIporpamMmax, B npommuskax [13V, III13V;

B CpEACTBaxX OINEPAllMOHHOW CHCTEMBI, NPEJHA3HAYEHHBIX JJIS YIPABICHUS JIOKAIbHBIMU
pecypcamu UCII/IH (oOecneurBaOmuUX BBINOJIHEHHE (YHKIHMM yIpaBleHUS MPOIECCaMU,
namsThIO, YCTPOMCTBaMU BBOJA/BBIBOJIA, MHTep(deiicoM ¢ Mojb3oBaTeleM M T.II.), ApaiiBepax,

YTUIIATAaXxX;




B CpEICTBaxX  OMNEpAlMOHHOW  CHUCTEMBI, IpeIHa3HAUYEHHBIX  JJISI  BBINOJHEHHS
BCIIOMOTATENIbHBIX (YHKIIUN, — YTHINTaX (apXUBHPOBaHUs, AedparMeHTAIIUU U JIp.), CHCTEMHBIX
oOpabaTpIBaOIMX MporpaMMax (KOMIMJISATOPAX, KOMIIOHOBIIMKAX, OTJIAAYUKaX U T.IL.),
IporpaMMax MpeOCTaBICHUS MOIb30BATEN0 JOMOJIHUTEIBHBIX YCIYT (CHEIUATbHBIX BapHaHTax
uHTepdeiica, KaabKyIsITOpax, Urpax H T.I.), OMONMMOTEKax NpPOLENyp Pa3IUYHOTO Ha3HAYCHUS
(6bubnmmoTekax MaTeMaTHYCCKUX (QYHKIMMA, QYHKIMI BBOJA/BBIBOAA H T.11.);

B CpeACTBaX KOMMYHHKAIIHOHHOTO B3aUMOJEWUCTBUS (CETEBBIX CPEACTBAX) ONEPAMOHHON
CUCTEMBI.

Vsa3BUMOCTH B~ MHKpPONpOTpaMMax © B CPEIACTBaX  ONEPAIMOHHOW  CHUCTEMBI,
MpeIHa3HAYeHHBIX JUIS YIPABJICHUS JIOKaJIbHBIMU PECypcaMH U BCIIOMOTATENbHBIMU (DYHKLIHAMU,
MOTYT MPEACTABIATH COOOM:

GyHKIMHM, NOpOIENypbl, H3MEHEHHE MapaMeTpPOB KOTOPBIX ONpPEIEICHHBIM 00pa3oM
MO3BOJISICT HCHOJB30BaTh MX Ui HECAHKIMOHMPOBAHHOTO JOCTyma 0Oe3 OOHapyKeHHUs TaKHX
W3MEHEHUHN ONepallMOHHON CUCTEMOI;

¢parMeHTBl KOJIa mporpamm  («IBIPBI», <«IIOKH»), BBEACHHBIE  pa3pabOTUHKOM,
MO3BOJISIIOIINE 00XOIUThH MPOLEAYPhl HACHTU(DUKALINY, ayTeHTU(UKALINY, TIPOBEPKHU IIEIIOCTHOCTU
u ap.;

OTCYTCTBHE HEOOXOJUMBIX CPEICTB 3allUThl (ayTeHTHU(UKALUHU, MPOBEPKHU IEIOCTHOCTH,
npoBepku (HOpMATOB COOOIICHUH, OJOKMPOBAHUS HECAHKIIMOHUPOBAHHO MOAU(DUIIMPOBAHHBIX
GbyHKIMHI ¥ T.11.);

omMOKK B mporpaMMmax (B OOBSBICHUM NEPEMEHHBIX, (PYHKUMH M mpouenyp, B Kojax
MporpaMM), KOTOpbIE NPU OINPEACTCHHBIX YCIOBUSAX (HampuMep, MPU BBINOJIHEHUU JIOTUYECKUX
MEPEeX00B) MPUBOAAT K cOOSIM, B TOM 4YHCJIE K COOSM (DYHKIMOHHPOBAHUSI CPEICTB M CHCTEM
3a1uThl HHGOPMAIUH.

VS3BUMOCTH TIPOTOKOJIOB CETEBOTO B3aUMOJICHCTBHS CBSI3aHBI C OCOOCHHOCTSMH HX
MIPOrpaMMHOI pean3aluid U OOYCIIOBIEHBI OTPaHMYEHUSIMUA Ha pa3Mephbl MpuMeHsemoro Oydepa,
HEJIOCTaTKaMH TPOIEAYphl AayTEHTH(UKALUKM, OTCYTCTBHEM IPOBEPOK MPABUIBHOCTU CIY)KEOHOM
uHdopmarmu U ap. Kparkas xapakTepuCTHKa 3THUX YSA3BUMOCTEH NPUMEHHUTENIbHO K IMPOTOKOJIaM

npuBeJicHa B Tabnuiie 2.

Tabmuna 2

VSI3BUMOCTH OT/ICIBHBIX IPOTOKOJIOB cTeKa npoTokoiioB TCP/IP,
Ha 0a3e KOTOporo (pyHKIIMOHUPYIOT IN100AIbHbIE CETH OOIIET0 NOJIb30BAHUS

HaumenoBanue | YpoBeHb HaumenoBanue CoaepixaHue HapyLIeHUsI

MPOTOK0JA CTeKa (xapakTepucTHKA) 0e3onmacHoCcTH MHGOPMALIHHT

MPOTOKOJI0 YA3BHUMOCTH
B
FTP (File [Mpuknagao | 1. Ayrentudukanus Ha 6aze | BoaMokHOCTB TIepexBara J1aH
Transfer i, OTKPBITOTO TEKCTa (apoJiu HBIX YU4eTHOH 3amucu (MMeH
Protocol) — NpPE/ICTaBH- | TIEPECHLIAIOTCS B 3aperuCTPUPOBAHHBIX
IIPOTOKOJI TEJbHBIN, He3aln(poBaHHOM BUJIE) M0JIb30BaTeNel, maposei).
nepeaadu ceaHcoBbIi | 2. JloCTyI IO YMOITYaHHIO [Tony4yenue yraneHHOro A0CT
¢aiinos no cetu 3. Hanmmuue AByX OTKPBITBIX | yIa K XOCTaM
MIOPTOB
telnet — [Ipuknagno | Ayrentudukanus Ha 6aze Bo3MoxHOCTh nepexBaTa JaH
IIPOTOKOJI i, OTKPBITOTO TEKCTa (apoiu HBIX
yIpaBieHUs MPEJICTaBU- | MIEPECHUIAIOTCS B YUETHOM 3amucH Moyib30BaTe
yJaJI€HHBIM TEJbHBIN, He3au(pOBaHHOM BHUJIE) J8l.
TEPMHUHAIIOM CEaHCOBBII [Tonydenue ynaneHHOro JOCT
yIia K XOCTaM




UDP — npotoxkoin | Tpaucropt- | OTCyTCTBHE MEXaHU3MA Bo3moxHOCTB peanm3anuu

nepegadu HBII npenoTspauieHus neperpy3ok | UDP-mropma.

JTAHHBIX 0€3 Oydepa B pesynbsTaTe oOMena

YCTAHOBJICHHS MaKeTaMy IPOUCXOTUT

COETUHEHUS CYLIECTBEHHOE CHIDKEHUE
MIPOU3BOIUTEIILHOCTH
cepeepa

ARP — nporokon | CereBoii AytenTuduxanus Ha 6aze Bo3moxxHOCTB IIepexsara

npeoOpa3oBaHus OTKPBITOTO TEKCTa Tpaduka noJb30BaTeNs

IP-anpeca B (uH(OopMaIHs IepechlIaeTCs | 3JI0YMBIIIIICHHUKOM

buznvecKkuit B He3amu(pPOBAaHHOM BHJIC)

azapec

RIP — npotokon | Tpaucnopt- | OTcyrcTBUE ayTeHTHGUKaMK | BO3MOXHOCTH nepeHanpanie

MaplIpyTHOU HBII YIPaBISAOLUX COOOIIEHUN HUS TpaduKa yepe3 XOCT

nHdopManuu 00 U3MEHEHUHU MapuIpyTa 3JI0YMBIIIJICHHUKA

TCP — npotokon | Tpancmopt- | OTCyTCTBHE MEXaHU3MA Cy1iecTBeHHOE CHUKEHUE

yIpaBICHUS HBIi MIPOBEPKU KOPPEKTHOCTH CKOPOCTH OOMEHa U JaxKe

nepeaaven 3aII0JIHEHUS CITYKEOHbIX IIOJIHBIN pa3pbIB

3arojIOBKOB IMaKeTa MIPOU3BOJIBHBIX COCIMHEHHIA

1o nporokosy TCP

DNS — npotokon | Ilpukmnagno | OTcyTcTBUE CPEACTB danbcudukanms oTBeTa

YCTaHOBJICHUS i, NPOBEPKH ayTeHTH()UKAUT DNS-cepsepa

COOTBETCTBHS MPEJICTaBU- | MOJIYYEHHBIX JAHHBIX OT

MHEMOHUYECKUX | TeIbHBIH, HCTOYHUKA

HMMEH U CETEBbIX | CEaHCOBBIN

a/IpecoB

IGMP — CereBont OtcyTcTBUE ayTeHTU(UKAUK | 3aBUCAaHUE CUCTEM

MIPOTOKOJT cooOmieHnit 00 M3MEHEHUH Win 9x/NT/200

nepeaavu napaMeTpoB MapuipyTa

COOOIIEHNI O

MapuIpyTU3aluu

SMTP — [Mpuknaguo | OTCyTCTBHE MOIACPIKKHI B03MOXHOCTh MO1/IENTBIBAHUS

MIPOTOKOJI i, ayTeHTU(UKALIUHU 3aTOJIOBKOB | COOOLIEHUN HIIEKTPOHHOM

obecrieueHus MpEACTaBU- | COOOIIEHUIA MOYTHI, a TAKXKE ajpeca

cepBuca TEJIbHBIMH, OTIIPABUTEIIS COOOLIEHUS

JIOCTaBKU CEaHCOBBIN

cooOLIeHNH 1o

BJIEKTPOHHOU

oyTe

SNMP — [Tpuxnanno | OTcyTcTBHE NONIEPKKU Bo03M0OXHOCTB ITEpenoHEHNS

MIPOTOKOJ i, ayTeHTU(UKALIMYU 3aTOJIOBKOB | MIPOMYCKHOW CLIOCOOHOCTH

yIpaBieHUs MpeJICTaBU- | COOOIIEHUN ceTu

MapIIpyTH3aTopa | TeIbHBIH,

MH B CETAX CEaHCOBBIN

JInst cucTemMaTU3aluy OMHMCAaHUST MHOXECTBA YSA3BUMOCTEH HCIIONB3yeTCs eauHas 0aza

JaHHBIX

YA3BUMOCTEN

CVE

(Common

Vulnerabilities

and Exposures),

B pa3paboTKe KOTOPOH NPHUHUMAIHM Y4YacTHE CIHCIHMAIMCThI MHOTHX H3BECTHBIX KOMIIAHWHA M
opranmsanuii, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR, L-3, CyberSafe, CERT,
Carnegie Mellon University, uacturyr SANS u T.1. DTa 6a3a JaHHBIX MOCTOSIHHO MOTIOHSIETCS U
UCTOJIb3yeTCsl IpU (popMUpOBaHUM 0a3 JaHHBIX MHOTOYHCIICHHBIX MTPOTPAMMHBIX CPEJCTB aHAIHM3a
3aIUIIEHHOCTH U, IPEKIE BCETO, CETEBBIX CKaHEPOB.




5.2.2. O01mas XapaKTepHCTHKA YA3BUMOCTell MPUKJIAJTHOI0 MPOrpaMMHOro odecnevyeHust

K npuknazHoMy mnporpaMMHOMY OOECHEYEHHUIO OTHOCSATCS HPUKIIAJHBIE NPOrpaMMbl
00IIEero MOIb30BAHUS U CHICIIMAIbHbIC TPUKIIAIHbBIE TPOTPAMMBI.

[IpuknaaHbie nporpaMmsbl OOLIETO MOJIB30BAaHUS — TEKCTOBBIE U IpaMUecKUe PeaaKTopsbl,
Meaua-porpaMMbl  (ayAuo- ¥ BUACONPOUIPBIBATENM, IPOrpaMMHBIE CpEACTBAa IpHUEMa
TEJEBU3MOHHBIX TMPOrpaMM MU T.I.), CUCTEMbl yIpaBlIeHUs Oa3aMM JaHHBIX, IPOTrpaMMHBIE
wiaTGopMbl OOIIETO MMOJIb30BaHUS ISl pa3paboTKu mporpaMMHBIX poaykToB (tuna Delphi, Visual
Basic), cpencrBa 3amuThl HHGOPMALUU OOIIETO MOJIb30BAHMUS H T.I1.

CrenpanbpHble TPUKIIAJHBIE POTPAMMBI — 3TO MPOTPAMMBI, KOTOpbIe pa3pabaThIBalOTCS B
WHTEpecax pelIeHUs KOHKPETHBIX NpHKIaAHbIX 3amad B gaHHou WCIIJIH (B ToM wwmcie
IIPOrpaMMHBIE CPEJICTBA 3aLIUTHI HH(OpMaIHH, pazpabotanubie s KoHkpeTHoit UCIT/IH).

VY S3BUMOCTH NPUKIAJHOTO IPOrPAMMHOI0 00€CIIeYeHHs MOTYT IIPEACTaBIATh COOOM:

GyHKIMH ¥ TpOLEenyphbl, OTHOCAIIMECS K Pa3HbIM MOPUKIAJAHBIM  IPOTpaMMaM
U HECOBMECTHMBIE MeXay co0oi (He (YHKIHMOHMPYIOLIME B OAHOH ONEpalMOHHOHN cpele) u3-3a
KOH(JINKTOB, CBS3aHHBIX C PACIpEeIEHUEM PECYPCOB CUCTEMBI;

GyHKLIMH, TpOLEAYpbl, HM3MEHEHHE ONpEIeNeHHBIM 00pa3oM MapaMeTpoB KOTOPBIX
MI03BOJISIET MCIOJB30BaTh MX Ui NMPOHUKHOBeHUs B omnepainuoHHyio cpeay MCII/IH u BbI3oBa
IITaTHBIX (YHKLUUN ONEepaliMOHHON CHUCTEMBI, BBIIOJHEHUS HECAaHKIMOHUPOBAHHOTO JOCTyHa 06e3
oOHapyKCHHsI TAKMX U3MEHEHUH ONEePAIIMOHHON CUCTEMOM;

¢bparMeHTBl KoJa Iporpamm  («ABIPB»,  «IIOKH»), BBEAEHHBbIE pa3pabOTUMKOM,
MO3BOJISIONINE O0XOAUTH MPOLEAYPHl HICHTH()HUKALNY, ayTeHTUDHUKAINH, TIPOBEPKU IEIIOCTHOCTH
U Ap., IPEAYCMOTPEHHBIE B ONEPALIMOHHON CUCTEME;

OTCYTCTBHE HEOOXOIMMBIX CPEICTB 3alIUTHI (ayTEHTU(UKAIMH, POBEPKU IIEIOCTHOCTH,
poBepkH (opMaTOB COOOIIEHUH, OJOKMPOBAHUS HECAHKIMOHUPOBAHHO MOAU(UIMPOBAHHBIX
GyHKIWHT ¥ T.11.);

omKOKM B mporpammax (B OOBSBICHMM IEPEMEHHbIX, (YHKIMH W NIpouenyp, B KoJax
IIpOrpaMM), KOTOpBIE IPU OIPEAETICHHBIX YCIOBHUSIX (HANPUMEP, NMPU BHIIOJHEHUH JIOTHYECKUX
NePeX0I0B) MPUBOAAT K cOOSIM, B TOM 4Hcie K cO0SM (YHKIMOHHPOBAHUS CPEICTB M CHCTEM
3a1uThl HH(GOPMALIUHU, K BO3MOKHOCTH HECAaHKLIIMOHUPOBAHHOTO JIOCTYIA K UH(OpMAaILIUH.

JlanHbple 00 yS3BUMOCTSIX pa3pabaThIBAEMOIO U PACHpPOCTPAHIEMOro Ha KOMMEPUYECKOH
OCHOBE IMPHUKJIAJHOTO MPOrpaMMHOr0 o0ecrieueHus coOnparoTcs, 00001IalTCsa U aHATTU3UPYIOTCS B
6aze nannpix CVE,

5.3. O0mas xapakTepuCTHKA YIrpo3 HENMOCPEJACTBEHHOI0 10CTyIAa
B ONIEPAalIMOHHYIO cpeay HH(OPMAIMOHHOM CHCTEMBbI NEPCOHAIBHBIX JAHHBIX

Yrpo3sl goctyna (MPOHMKHOBEHMS]) B  ONEPALlMOHHYIO CpeAy KOMIbIOTEpa H
HECaHKLMOHUPOBaHHOTO foctymna K [IJ[H cBsA3aHbI ¢ tocTynoMm:

K MHpOpPMAaIMM W KOMaHJaM, XpaHsSIuMcs B 0a30Boil cucteme BBOza/BbiBoga (BIOS)
HCIIJIH, ¢ BO3MOXHOCTBIO II€pEXBaTa YIPABJICHUSA 3arpy3KOH OIEpPAlMOHHONW CHCTEMBI H
MIOJIyYE€HUEM TPaB JOBEPEHHOTO MOJIb30BATENS;

B ONEpalMOHHYIO CPEy, TO €CTh B cpeay (YHKIMOHHPOBAHUS JOKAJIbHOM ONeparuoHHON
cucTtemMbl oTAenbHOro TexHuueckoro cpeactsa HWCIIJJH ¢  BO3MOXHOCTBIO  BBINOJHEHUS
HECaHKLMOHUPOBAHHOTO JOCTYIA ITyTEM BbI30Ba IITATHBIX IIPOrPaMM ONEPALMOHHON CUCTEMBI WIIN
3aIrycKa ChelraibHO pa3paboTaHHBIX POTPaMM, PEATU3YIOIINX TaKue AeHCTBUS;

B cpely (DYHKIIMOHUPOBAHMS MPHUKIAAHBIX MpoOrpaMM (Hampumep, K JIOKAIbHOH cucteme
yrpaBieHus 6a3aMu JaHHBIX);

HEMOCPEJCTBEHHO K HH(popMamuu mnoib3oBarens (k (aiimam, TEKCTOBOH, ayauo- H
rpadgudeckoil mHMOpMAIUHU, TIOJISIM U 3alKCSIM B 3JIEKTPOHHBIX 0a3ax JTaHHBIX) U OOYCIIOBJICHBI
BO3MOKHOCTBIO HApYIICHUS €€ KOH(UASHIINATBHOCTH, EJIOCTHOCTU U TOCTYITHOCTH.

OTu yrpo3sl MOTYT OBITh peaqu30BaHbl B Cllydae MOJIy4eHHS (PU3UYECKOro JocTyna K
WUCIIAn wnm, mo kpaiiHelt mepe, k cpeacrBam BBoaa uHpopmanuu B MCIIH. WX MOXHO

! Benercs 3apy6exuoii hupmoit CERT Ha KOMMepUeCKoii 0CHOBE



00BETUHHUTD IO YCIOBUSAM pealin3allii Ha TPU TPYIIIIHL.

IlepBas rpynma BkiIrouaeT B ceOs yrpo3sl, pealu3yeMble B XOJ€ 3arpy3Kd ONEepaliOHHON
CHCTEMBI. OTH YIpo3bl 0€30MacHOCTH WH(GOpMAIMK HANpaBICHBl HAa MEpexBaT Mapoyied WiIn
UACHTU(PUKATOPOB, MOAUDUKALIMIO TPOrPAaMMHOr0 obecrieueHus: 0a30BOM CUCTEMBI BBOJA/BBIBOJIA
(BIOS), mepexBar ympaBieHHs 3arpy3Kod ¢ HM3MEHCHHEM HEOOXOJMMOW TEXHOJIOTHYECKOI
naopmanuu ms nonydenus HCJl B onepanmonnyro cpeny MCII[H. Yamie Bcero takue yrpo3sl
peanu3yroTcs C UCIOIB30BaHUEM OTUY)KIAEeMbIX HOCUTENICH HH(DOpMAIIH.

Bropas rpynna — yrpo3sl, peajinzyeMble 1ociie 3arpy3ku onepalioHHON cpeibl He3aBUCUMO
OT TOr0, Kakasl IpUKJIaJHas Iporpamma 3alycKaeTcsl I0Jb30BaTeleM. DTH YIpo3bl, KaK MpaBuUiIo,
HalpaBJICHbl Ha BBINOJIHEHNE HEMOCPEACTBEHHO HECAHKLIMOHUPOBAHHOIO JOCTYIA K HH(POPMALHH.
IIpy nosyueHuM AOCTyNa B ONEPALMOHHYIO CpEly HapyLIUTEIb MOKET BOCIOJB30BaThCS Kak
CTaHJAPTHBIMU (PYHKLHUSAMHU ONEPALMOHHOW CUCTEMBl WIM KAaKOW-TMOO MPUKIAAHON NMporpaMmbl
o0IIero mojbp30BaHUs (HANpUMEp, CUCTEMbl YIpaBleHHS Oa3aMH [aHHBIX), TaK U CHEIHMAIbHO
CO3JIaHHBIMH ISl BBIMOJIHEHUS] HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA IPOrpaMMaMHU, HalpuMmep:

porpaMMaMu MPOCMOTpa U MOTUPHUKAIIH PEECTPa;

IporpaMMaMH IIOMCKAa TEKCTOB B TEKCTOBBIX (paigax @O KIIOYEBBIM CIOBAaM U
KOIIMPOBAHUS;

CHeLMalbHBIMU IPOrpaMMaMU IPOCMOTpPa U KOIMMPOBaHUS 3anucell B 0a3ax JaHHbIX;

nporpaMMaMu  OBICTPOTO TPOCMOTpa rpadudeckux (ainoB, UX pEAAKTUPOBAHUS WU
KOIIMPOBAHUS;

nporpaMMaMu  MOJJCPKKH BO3MOXKHOCTEH PpPEKOH(PHUTypamuyd TMPOTPAaMMHON  Cpe.bl
(mactpoiiku MCII/lH B uHTEpecax HApyLIUTENS) U Jp.

Hakonen, TpeTbsi rpymma BKIIOYaeT B ceOs yrposbl, peaau3anus KOTOPBIX OIpPeNeseTcs
TeM, Kakas U3 NMPHUKJIAIHBIX [IPOrpaMM 3aIllyCcKaeTcsl MOJIb30BaTesIeM, UM (PAKTOM 3amycka JiroOon
13 MPUKIAJAHBIX MporpamMM. bosblias 4acTh TakKUX yrpo3 — 3TO Yrpo3bl BHEAPEHUS BPEIOHOCHBIX
IPOrpamM.

5.4. O0mas XapaKTepUCTHKA YIPo3 0e30NaACHOCTH NePCOHAIBHBIX JAHHBIX, PeajJiu3yeMbIX ¢
HCIO0JIb30BAHMEM MPOTOKOJIOB MEKCETEBOr0 B3aNMOAeCTBUS

Ecin UCII/In peanu3oBaHa Ha 0a3e JIOKaJIbHOM WM pacIpesieeHHON MH(POpPMaIMOHHOMN
CHCTE€MBI, TO B Hell MOryT OBITh pealM30BaHbl yrpo3bl OE30MAaCHOCTH HH(OPMALUM IyTeM
HCIIOJIb30BaHUsl MPOTOKOJIOB MEXKCETEeBOro B3aumozeicTus. Ilpu 3ToM MokeT obecrneuynBaThCS
HCJ x ITIH nnm peanu3oBbIBaThCsl YIpo3a OTKaza B oOciyxuBaHus. OCOOEHHO OMacHbI Yrpo3bl,
korna MCII/Iln mnpeacraBiser coOoil  pacnpeneNeHHYI0  HMH()OPMAlMOHHYIO  CHUCTEMY,
MOJKIIOYEHHYI0O K CceTsAM OOIero TMojib30BaHUA M (MIM) CETAM  MEXKIYHapOIHOIO
nHdopmanmonHoro oomena. KnaccudukamonHas cxema yrpos, peajin3yeMbIX 10 CETH, IPUBEICHA
Ha pUCYHKe 5. B ee 0CHOBY IOJIOKEHO CeMb CIIEAYIONIMX MEPBUYHBIX MPU3HAKOB KJIACCH(PHUKAIHH.

1. Xapakrep yrpossl. [Io 3ToOMy npu3HaKy yrpo3sl MOTYT ObITh MAacCHBHBIE U AKTHBHBIE.
ITaccuBHas yrposza — 3TO yrposa, NpU pealu3ali KOTOPOH HE OKa3bIBA€TCsl HEMOCPEICTBEHHOE
BiusiHue Ha padoty UCII/IH, HO MOTyT OBITH HapyllIeHbl YCTaHOBJICHHBIE MTpaBUjla pa3srpaHUUYECHUS
nocryna kK IIJIH mnm cereBbIM pecypcaM. lIpumepoMm Takux yrpos sBisieTcs yrposa «AHanu3
ceTeBoro Tpadukay, HalpaBJiIeHHAas Ha MPOCIYIIMBAaHUE KaHAJIOB CBSI3U U IEPEeXBaT MepeiaBaeMoit
uHpopMaIuu.

AKTHBHasi yrpo3a — 3TO yrposa, cBsizaHHasi ¢ BozaeiictBuem Ha pecypcsl MCIIAH, nmpu
peanu3ai KOTOpO OKa3bIBaeTCs HEMOCPEICTBEHHOE BIMSHHUE Ha paboTy cHcTeMbl (M3MEHEHHE
KOH(UTypaluu, HapylieH’ne paboToCoCOOHOCTH U T.J.), U C HApYIIEHHEM yYCTaHOBJIEHHBIX MPaBUII
pasrpannyenus gocryna k [I/[n nnm cereBsiM pecypcam. IIpumepom Takux yrpos sBIs€TCS yrpo3a
«OTKa3 B 00CITyKHBaHUIY, peanu3yeMas Kak «mtopM T CP-3ampocoBy.

2. llenp peanuzanuu yrposbl. [lo 3ToMy mpH3HAKYy yrpo3bl MOTYT OBbITH HalpaBlieHbl Ha
HapylieHne KOHQUICHIIMAIbHOCTH, 1IEIOCTHOCTH U JTOCTYHMHOCTH MH@OpManuu (B TOM YHUCIE Ha
HapymeHue padorocrnocoonoctu UCII/IH unu ee 31eMeHTOB).

3. YcnoBre Hauana OCYIIECTBIICHHS TIpoIlecca peam3anuu yrpossl. [lo 3Tomy mpusHaKy
MOJKET PEaJIN30BBIBATHCS YIpoO3a:



[0 3ampocy OT 00BEKTa, OTHOCUTEILHO KOTOPOro peanusyercs yrposa. B atom ciydae
HapyLIUTEIh OXXKHMJAeT Iepeladyd 3amnpoca OIMpPeAeseHHOrO THIA, KOTOPbIi M OyAeT yCIOBHEM
Hayajia OCYyILECTBICHHSI HECAHKIIMOHUPOBAHHOT'O JI0OCTYIIa;



Knaccmd)mau,mn yrpos 6e3sonacHocTH MHd)OpMaLI,MM, peannsyembiXx C NCMOJIb30BaHMEM MPOTOKO/I0B MEXKCETEBOIO B3aMMOAel\/‘ICTBVIﬂ
B aBTOMaTU3NPOBAHHbLIX CUCTEMAX

Mo Hanu4vuro obpamHoli Mo pacnonoxceHuto cybvekma

LETOCTHOCTH HHAOPMALIHU
OXKMgaemoro cobbiTusa B

UCnam

Ilo xapaxme Ilo yenu so30eticmeus Mo ycnosuro Hayana npoyecca
opv Py 4 y poy ceA3u ¢ UCMNAH amaKku omHocumesnoHo NCIAH
go30eucmeus peanusayuu yepossi .
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YTpo3sl ¢ HapyIIEeHuEM
JOCTYIHOCTH HHGOPMAIUU

BesycnoBHble Mo yposHw amanoHHoOU modenu

RONPUCTRUA

e83aumodelicmsus OMKpbIMbIX cucmem
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1
1
1
1
1
1
1
1
1
1 no HacTynneHuo
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

YTrpo3bl ¢ KOMIUIEKCHBIM

BO3JIEMCTBHEM Ha
uHpopMaLo

Mo coomHoweHuto Konuyecmsa
Hapywumeneli u xocmos,
OMHOCUMEIbHO KOMOPbLIX

Yrposbl Ha GU3UYECKOM ypOBHE

Yrposbl Ha KaHa/IbHOM ypOBHe

Dpeanu3viomcs vepo3sol v
Yrposbl Ha CeTeBOM YpOBHE

VYrposa "OxnuH ko

1

1

1

1 Pacnpep,e!'leHHble
' MHOTUM"

1

1

1

1

1

1
1
|
1
(ckoopANHMPOBAHHbIE) YrpOo3bl !
1
1
1
1

Yrpo3sbl Ha CeaHCOBOM YpOBHE

Yrposbl Ha NpeacTaBUTEIbHOM YPOBHE

Yrposbl Ha NPUKAAAHOM YPOBHE

1
1
1
1
1
1
1
1
1
1
1
1
1
! Yrpo3sbl Ha TPAHCMOPTHOM YPOBHE
1
1
1
1
1
1
1
1
1
1
1
1

Pucynok 5. Knaccudukanmonnas cxema yrpo3 ¢ UCHOIb30BAHUEM IPOTOKOJIOB MEKCETEBOI0 B3aUMOICHCTBHUS



[0 HACTYIUICHUIO OXKHJIAEMOT0 COOBITUSI Ha OOBEKTE, OTHOCUTEIILHO KOTOPOTO pealln3yercs
yrpo3a. B 3TOoM ciydyae HapylmuTelb OCYHIECTBIISET IMOCTOSHHOE HAOMIOACHHE 32 COCTOSHUEM
onepaunonnoit cucremsl UCII/IH 1 ipy BOSHUKHOBEHHUHU ONPEACICHHOTO COOBITHS B 3TOH cucTEMe
HaYMHAET HECAaHKIIMOHUPOBAHHBIN JOCTYII;

6e3yciioBHOE BO3JICHCTBHE. B 3TOM ciry4ae Hayajo OCYLIECTBIICHUS
HECaHKLIMOHUPOBAHHOTO JOCTyrna 0e3yCIOBHO MO OTHOLIECHUIO K LIEJIH JIOCTyIa, TO €CTh Yrpo3a
peanu3yercsi HeMEAJICHHO M 0€30THOCUTEIIBHO K COCTOSIHUIO CUCTEMBI.

4. Hanmuuue obpatHoit csazu ¢ UCIIH. [To aToMy mpu3HaKy mpolece pean3aldyd yrpo3bl
MOKET OBITh C 0OpaTHOMN CBS3bI0 U O€3 0OpaTHOM CBsI3U. YTpo3a, OCYIIECTBIIEMasl IPU HAIWIUU
obpatnoit cszu ¢ MCII/IH, xapakrepusyercs TeM, 4TO Ha HEKOTOPBIE 3alpoOChl, IepeJaHHbIC Ha
NCIAn, napymmrtento TpeOyercss moinyduTh oTBeT. ClieoBaTeNbHO, MEXKIY HapyIIUTeNIeM Hu
NCTI/Ix cymiectByeT oOpaTHas CBsI3b, KOTOPAsi MO3BOJISIET HAPYIIUTENIO aJIeKBaTHO pearnpoBarh Ha
Bce u3MeHeHus, npoucxonsamue B MCII[H. B ormnuume or yrpos, peanu3yemblX NpU HaIUudU
obpatnoii cBs3u ¢ UCII[IH, npu peanuzanuu yrpo3 6e3 o0paTHOM CBs3M HE TpeOyeTCsl pearupoBaTh
Ha Kakue-1100 m3meHeHwusl, npoucxossnme B UCIT/IH.

5. Pacnonosxenue napymmurens ornocutensHo MCII/IH. B cooTBeTcTBUM ¢ 3TUM IIPU3HAKOM
yrpo3a peanusyercs Kak BHYTPHCEIMEHTHO, TaK M MEKCEerMeHTHO. CerMeHT ceTh — (U3UUecKoe
o0benuHeHne XocToB (TexuHuueckux cpeacts WCIIJIH win KOMMYHUKAIIMOHHBIX 3JEMEHTOB,
uMmeroux cereBoi azapec). Hampumep, cerment WCIIJIH o00pa3yeT COBOKYHNHOCTb XOCTOB,
MOJAKIIIOUEHHBIX K CepBepy MO cxeme «oOmas muHa». B ciydyae, korga HMeeT MeECTO
BHYTPHCEIMEHTHAsI yrpo3a, HapyIIUTeNb UMeeT (DPU3MUYECKHH TOCTYI K almapaTHBIM 3JIEMEHTaM
NCITAn. Ecniu uMeeT MeCTO MEKCErMEHTHas yrpo3a, To HapymuTenb pacnonaraercs BHe UCII/IH,
peanusyst yrpo3y u3 Apyrou cetu uiam u3 apyroro cermenta UCIIH.

6. YpoBeHb 5STaJOHHON MOJETH B3aUMOJICHCTBUS OTKPBITHIX cucTem’ (ISO/OSI), Ha
KOTOpOM peanusyercss yrposa. [lo sTtomy mnpu3Haky yrpo3a MOXKET pPEaln30BBIBATHCS Ha
(bu3MYecKOM, KaHAIBHOM, CETEBOM, TPAHCIIOPTHOM, CEAHCOBOM, MPEACTABUTEILHOM U MPUKIATHOM
ypoae mojenu ISO/OSI.

7. CooTHouIeHne KonnyecTBa Hapymurenen u snemMeHToB CII/IH, OTHOCHTENBHO KOTOPBIX
peanusyercss yrpos3a. Ilo 3ToMy mnpu3HaKy yrpoza MOXeT OBITh OTHECEHa K KJIacCy Yrpos,
peayin3yeMbIX OIHMM HapyIIUTEIEM OTHOCUTEIBHO OJHOro TexHuueckoro cpencrsa WCII/IH
(yrpo3a «oIuH K OJHOMY»), Cpa3y OTHOCHUTEIbHO HECKOJbKMX TexHuueckux cpencts WCIIIn
(yrpo3a «OIWH KO MHOTMM») WM HECKOJbKUMU HAPYIIUTENSIMH C pPa3HbIX KOMIIBIOTEPOB
OTHOCHUTENILHO OJHOTO WJIM HecKosbkuX TexHudeckux cpencts WMCII/IH (pacnpeneneHHble uian
KOMOMHHPOBAHHBIE YTPO3bI).

C yueroM mpoBeIeHHOM Kiaccu(UKAlMM MOXKHO BBIJEIUTh CeMb HauOoyiee YacTo
pealn3yeMBbIX B HACTOSLIEE BPEMS yIpo3.

1. Ananu3 cereBoro Tpaduka (pUCyHOK 6).

Mapmpyrtusarop 1 Mapurpyrusarop 2

S S

ITpocnymmBanue
KaHaJla|CBs3Hu

XocT HapyHIuTens

%
2
e}
3
N

X
2
o)
3
N

P

.
G-

Xoct M
Xoct N

Mexnynapoanas Opranuzauus no Cranpaptuzauuun (ISO) npussna crangapt [SO 7498, onuceiBarommi
B3auMo/JIelicTBUE OTKPBITHIX cucteM (OSI).



Pucynok 6. Cxema peain3anuu yrpo3sl «AHaU3 CETEBOTO TpaduKa

Ota yrpo3a peaqu3yercsi ¢ MOMOIIbIO CHEIHMaIbHON HpOrpaMMbI-aHAIN3aTOpa MaKETOB
(sniffer), mepexBaThIBaroIICH BCE MAKETHI, MEPEIaBaEMbIC 110 CETMEHTY CETH, U BBIICIISIONICH CpeIn
HUX T€, B KOTOPBIX MEPeJaroTcs UASHTH(PHUKATOP MOJIb30BaTENs U €ro Mapoib. B xoze peanuzanuu
YIpO3bl HAPYILIUTENb U3Y4aeT JIOTUKY PaboThl CETU — TO €CTh CTPEMUTCS MOIYYUTh OJHO3HAUHOE
COOTBETCTBUE COOBITUMN, MPOUCXOSANINX B CUCTEME, U KOMaH]I, IEPEChIAEMBIX MPH ITOM XOCTaMH,
B MOMEHT TMOSBIIEHUS JaHHBIX CcOOBITHMH. B panpHeleM 3TO MO3BOJISET 3JIO0YMBIILJICHHUKY Ha
OCHOBE 3aJ[aHMsI COOTBETCTBYIOIIMX KOMaHJI MOJYYUTh, HAIIPUMEP, TPUBUICTHPOBAHHBIC TIpaBa Ha
JEHCTBUS B CUCTEME WJIM PACUIMPUTH CBOU MOJHOMOYHS B HEH, epeXBaTUTh MOTOK MepPe1aBaeMbIX
JTAHHBIX, KOTOPBHIMH OOMEHHMBAIOTCS KOMIIOHCHTBI CETEBOW OMEPAIMOHHOW CHUCTEMBI, IS
U3BJICYCHHUS]  KOH(PHUIEHIUANbHON WIM  WACHTU(UKAIMOHHOW  uHopMmanmu  (Hampumep,
CTaTMYECKUX MapoJiel I0JIb30BaTENeH [l AOCTyIa K YAAJEHHBIM XOcTaM Io npoTtokoiam FTP u
TELNET, e npexycmarpuBaromuM mudpoBaHue), €€ moAMEHbI, MOAUGUKAIIUN U T.1I.

2. CkaHUpOBaHHE CETH.

CymHOCTh mpoliecca pealu3aluyd Yrpo3bl 3aKIIIOYaeTCsl B Iepeade 3alpocOB CETEBBIM
ciy:k6am xocroB MCIIJIlH m aHanmu3e oTBeTOB OT HUX. Llenb — BBISBIEHHE HCIOIB3YEMbIX
MIPOTOKOJIOB, JOCTYIHBIX TOPTOB CETEBBIX CIIYyXkO, 3aKOHOB (OPMUPOBaHUS HIEHTU(HUKATOPOB
COCMHEHUH, ONpeNelIeHue aKTUBHBIX CETEBBIX CEPBHCOB, MOI00P MACHTU(PHUKATOPOB M IMapOJeH
M0JIb30BaTENEH.

3. Yrpo3a BBIABICHHS MTAPOIISL.

Henp peanmzanuu yrpos3sl coctouT B noiydeHun HCJ myrem mpeonosieHus mapoibHOM
3alIUTHl. 3TMOYMBIIIJICHHUK MOJKET PEajM30BBIBATh YIPO3y C TOMOIIBIO IIEJOr0 psga METOJOB,
TaKMX Kak MpOCTOi mepebop, mepedop ¢ UCHOIb30BaHUEM CIIEUAIbHBIX CIOBapel, ycTaHOBKa
BPEIOHOCHOM MpOrpaMMbl JUIsl MepexBaTa Mapossi, MoaMeHa jJoBepeHHoro obOwekta certu (IP-
spoofing) u mepexsar makeroB (Sniffing). B ocHOBHOM /isi peanu3ainuu yrpo3bl HCHOIb3YIOTCS
CHCIHALHBIE TPOTPaMMBI, KOTOpPBIC TBITAIOTCA IOJYYHTHh JIOCTYIl K XOCTy IIyTeM
Mocle0oBaTeNbHOro Mmoadopa maposieid. B ciiydae ycrexa, 3JI0yMBIIIIEHHUK MOXET CO3/aTh s
cebst «poxoa» mis Oyayliero JO0CTymna, KOTOPBIM OyaeT eWCTBOBaTh, JaXKe €CIM Ha XOCTe
W3MEHUTH NapoJib JOCTYTIA.

4. [Tommena TOBEpEHHOTO O0BEKTa CETH M Tepeiada Mo KaHalaM CBSI3H COOOIICHHIA OT €ro
MMEHHU C IPUCBOCHHUEM €ro MpaB J0cTyna (PUCYHOK 7).



1. Xocr X Bemer HabmoaeHNE 3a XocTaMu A 1 B u orpezernsier Hymeparro
ITAaKETOB COOOIIEHUH, HITyIIyIO OT XocTa B

Xocr X - XOCT HapyILLUTENs

Xoct B

{my

XocT A - 10BEpeHHbIN XOCT

2. Xoct X mocsutaet Ha xocT A ceputo TCP-3anpocoB Ha co3nanue CoequHEHUS,
3aIOJIHSISI TEM CaMbIM OYepPEe/ib 3alIPOCOB C IIEJIBIO BBIBECTH U3 CTPOsI HA HEKOTOPOE

BpeMs XxocT A
m\
SSx
\\\A

155

TCP-3anpoc Ha OTKPBITHE COSTMHEHUS] OT UMEHHU XOCTa A XocT B
SYN-6uT cuHXpoHH3aIMK HOMEpa IOCIEeA0BATEILHOCTH

ISSX-TIpoM3BOIIBHBIN HOMEP MOCIIEI0BATEIBHOCTH
@ XOCT A BBIBEIICH U3 CTPOSI

@@
O

Xoct B

><
i/ﬂ

\4

0@
(i

OrtBer xocra B Ha TCP—3arM

Xoct X SYN, ACK, ISSb Xoct B

ACK(ISSx+1)
i SYN-6UT CHHXpOHH3AIIUH HOMEpPA MTOCIEA0BaTEILHOCTH

1SSb-npon3BoNBHBII HOMED MOCIESIOBATEIPHOCTH X0CcTa B
Xoct A ACK(ISSx+1)-HoMep noarBepxkacHus npuema TCP-makera oT
xocta A, paBHbIi ISSX+1

B KOTOPOM aTaKyIOIuil yka3bIBaeT noao0paHHbid Homep ISSh+1
2 ACK, ISSx+1
S ACK(ISSb+1) I

@ s ASK(ISSb+1)-Homep nmoarsepkaenus npuema TCP-makera ot xocta B,

_ “ASK(ISSx+1)-Homep Xocr B
- crnenyroniero T CP-nakera

OtcyTcTByeT coobiieHue o pa3peiBe T CP-coequHeHUs OT
BBIBCJICHHOI'O U3 CTPOsI XOCTa A (HaKCT C 3alIOJTHCHHBIM
ciy>keOHBIM 3arosioBkoM RST)

PucyHok 7. Cxema peanusaumm yrposbl «llogmeHa AoBepeHHOro obbvekTa

Takast yrpoza >(QQexTHBHO peaiusyercs B CHCTEMax, IIe NPUMEHSIOTCS HECTOWKHE
ITOPUTMBI UACHTU(PUKAIIMY U ayTeHTU(UKALUKA XOCTOB, MoJib3oBarenei u T.1. [log noBepeHHbIM



00BEKTOM TOHUMAETCs OOBEKT CeTH (KOMIIBIOTEP, MEXKCETEBOW JKpaH, MapuIpyTH3aTop U T.II.),
JIETAIBHO TOJKIIIOYCHHBIN K CEpBEPY.

MoryT ObITh BBIJICIICHBI JIBE PAa3HOBHIHOCTH IMPOIECcCa PeaIM3allii YKa3aHHOW YTrpO3bl: C
YCTaHOBJICHHEM U 0€3 yCTaHOBJIICHHSI BUPTYAJILHOTO COCAMHEHUSI.

[Mpouecc peanu3anuu ¢ yCTaHOBJICHUEM BHPTYaJIbHOI'O COCIMHEHHUS! COCTOUT B IPHCBOCHHU
IpaB JIOBEPEHHOT'O CYOBEKTa B3aUMOJICHCTBUS, YTO MO3BOJISIET HAPYIIMTEIIO BECTH CEaHC paboThI ¢
OOBEKTOM CETH OT MUMEHH JOBEPEHHOro CyObekTa. Peanmsaiuis yrpos3bl JaHHOTO THIIA Tpedyer
MIPEOJIOJICHUSI CHCTEMbl HACHTH(DUKAIIMM W ayTeHTU(HKAIMK COOOIIeHW (Hampumep, araka rsh-
cityxk0b1 UNIX-xocTa).

[Tpornecc peanusanuu yrposbl 0€3 YCTAHOBJICHUSI BUPTYAIBHOTO COCTUHEHHS MOYKET UMETh
MECTO B CETAX, OCYIICCTBISIOIIMX HICHTU(PHUKALUIO MEPeaBacMbIX COOOIICHUH TOJIBKO II0
ceTeBOMYy ajpecy oTmnpaBuTelsi. CyIIHOCTh 3aKIIIOYAeTCsl B Mepenavye CiayKeOHBIX COOOUMICHUH OT
MMEHHM CETCBBIX YIPABJISIOIIMX YCTPOWCTB (HANpUMep, OT HMMEHH MapIIPyTU3aTOPOB) 00
W3MEHCHHH MAapUIPyTHO-3JPECHBIX JaHHBIX. [Ipu 3TOM HEOOXOAMMO HMETh B BHIY, 4YTO
CIMHCTBCHHBIMH HIACHTU(PHKATOPaMU aOOHEHTOB M coeauHeHus (1o mpotokosy TCP) siBistorcs
nBa 32-6utHeix mapamerpa Initial Sequence Number — ISS (momep mociaenoBaTeabHOCTH) H
Acknowledgment Number — ACK (aomep noarsepxaeHus). CiaenoBaTenbHO, 1 GOpMUPOBaHHS
noxHoro TCP-makera HapyImIuTeN0 HEOOXOAMMO 3HATh TEKYIIUE MIACHTH(PHUKATOPHI ISl TaHHOTO
coeqnaenns — 1SSa u ISSb, rae:

ISSa — HekoTopoe 4YHCIIEHHOE 3HAauYEHHE, XapaKTepHu3ylollee TMOPSIKOBBI HOMEp
ornpasisiemoro TCP-nakera, yctanaBiuBaemoro 1 CP-coelMHEHUS, THUIIMHPOBAHHOTO XOCTOM A
ISSb — Hekoropoe uHMCIEeHHOE 3HAYEHHWE, XapaKTEPHU3YIOIIee IOPSIKOBBIA  HOMEp

ornpasisiemoro TCP-nakera, ycranasnmuBaemoro T CP-coeanHeHust, HHUIIMUPOBAHHOTO XO0CTOM B.

3nauenue ACK (Homepa moarBepxkaenust ycraHosieHus | CP-coequnenus) onpenensercs
KaK 3HAuY€HUE HOMEpa, MOJYYEHHOTO OT pecrnoHaeHTa ISS (HoMep mocienoBaTebHOCTH) TUTIOC
equanna ACKb = 1SSa+1.

B pesynbraTe peanu3zanuy yrpo3sl HApYIIUTEIh MOJyYaeT IpaBa JIOCTYIa, YCTAHOBICHHBIC
€ro I0JIb30BaTeNeM Ul JOBEPEHHOro ab0OHEeHTa, kK TexHuyeckoMy cpeactsy MCIIJIH — nenu yrpos.

5. HaBsi3piBaHME T0KHOTO MapuIpyTa CeTH.

JlaHHas yrpos3a peaju3yercs OJHUM M3 JIByX CIOCOOOB: ITyT€M BHYTPHUCETMEHTHOTO WM
MEKCErMEHTHOTO HAaBsI3bIBaHUS. BO3MOXXHOCTH HaBS3BIBAHHS JIO)KHOTO Mapuipyra o0yCJIOBJIEHA
HE/JOCTaTKaMH, MPUCYLIUMH aIrOpUTMaM MapIIpyTH3aluu (B YacTHOCTH, H3-3a MPOOJIEMbI
UACHTU(DUKAIINA CETEBBIX YIPABISIIOIINX YCTPOWCTB), B pe3yJabTare Yero MOXKHO IIOIAacCTb,
HampuMep, Ha XOCT WM B CeTh 3J0yMBIIUIEHHUKA, TJIe MOXKHO BOWTH B OINEPALMOHHYIO Cpeay
TexHuyeckoro cperncrBa B coctaBe MCIIJIH. Peanuzanust yrpo3bl OCHOBBIBAaeTCS Ha
HECAHKIIMOHMPOBAHHOM HCHOJb30BaHUU MpoTokoioB Mapuipyruzauuu (RIP, OSPF, LSP) u
yrpasienusi cetbio (ICMP, SNMP) nns BHeceHUs M3MEHEHUI B MapIIpyTHO-aIpECHBIC TAaOIHIIHI.
IIpu sTOM HapymuTEN0 HEOOXOJMMO MOCIAaTh OT MMEHHU CETEBOTO YIPABISAIOLIET0 YCTPOWCTBa
(Hanmpumep, MapUIpyTU3aTOPa) YIpaBIIstoliee coooeHne (pucyku 8 u 9).



1. Iepenaua HapymuTeneM Ha xocT 1 oskHOro coobuienus o nporokony |ICMP Redirect ot
HMMEHH MapuipyTu3aropa 1 00 u3MeHeHnH TaOIHIbI

%) _%— VHTepHET

|
JloxxHOE cooleHne Cepsep

ICMP Redirect top.secret.com

g5 5

Xocr 1 Xocr 2 XocT HapyIIUTest

MapupyTu3zarop 1 MappyTu3zarop 2

iy

2. ITakets! Ha tOp.SeCret.Com HampaBIAIOTCS Ha HECYLIECTBYIOIIHI MapIpyTH3aTop (XOcT 2), a
CcJIe/IoBaTeIIbHO, CBA3B ¢ tOp.Secret.com HapymaeTcs

Ta6nuna > %— "' _%7 Hnteprer

MApIIpy THAIHH MapupyTuzarop 1 Mapipyruzarop 2 |

top.secret.com: @ @
gateway=xocr 2 ¥ \S

Xocr 1 Xocr 2

Cepsep
top.secret.com

Pucynok 8. Cxema peanuzaruu ataku «Has3piBaHUE JIOKHOTO MapuipyTa» (BHYTPUCETMEHTHOE) C
ucnoinbs3oBanueM npotokoina ICMP ¢ nenbio HapyiieHus cBs3H

1. ®aza nepegaun noxHoro coobuiennst ICMP Redirect or umenu mapuipyTtusatopa Ha xoct 1

Jlosxnoe coobmenue ICMP Redirect  MapmpyTusaTop

B HAWITy4lIEM MapIIPyTe K XOCTYy
top.seclret.com

I

XocT HapymuTens

HuTepuer

2. ®a3a mpueMa, aHaIN3a, BO3JICHCTBUS U Nepeavy MepexBadeHHON NH(POPMaLHH Ha JIO)KHOM
cepsepe

%_ WnrepHer

Mapupytuzarop 1 Mapmpyrtusarop 2

Xoct 1 nepenaer
HaKEeTHI,
npeaHa3HaYCHHbIC
top.secret.com, Ha
XOCT aTakymoIIero
Xoct 1 Xoct napymmresns Cepsep top.secret.com

ATakyromuil 0T UMEHU
xocra 1 nepenaer rnakeTsl
Ha top.secret.com

Pucynok 9. Cxema peanuzamnuu yrpo3sl «HaBs3piBaHUE JIOKHOTO MapmpyTa» (MEKCETMEHTHOE) C
eNbI0 TepexBara Tpaduka

6. BHeipeHue J105)kHOTo 00BEKTa CeTH.

Ora yrpo3a OCHOBaHA Ha MCIOJB30BAaHUU HEJIOCTATKOB AJITOPUTMOB YJIAJICHHOTO MOUCKa. B
cllydae, €clii OOBEKTHl CeTH HW3HA4YallbHO HE HMEIOT aapecHOil uH(opMamuu Jpyr O Apyre,
UCTIOJIB3YIOTCSl Pa3IMYHbIC TPOTOKOJIBI yaaleHHOro moucka (Hanpumep, SAP B cersix Novell
NetWare; ARP, DNS, WINS B cersx co crekom mpotokosnoB TCP/IP), 3axmrouaromiuecss B
mepenaye Mo CeTH CHEIUAIBHBIX 3alpOoCOB M TOJYYSHHWH Ha HHX OTBETOB C HMCKOMOM



uHpopmanueit. [Ipy 3TOM CyIiecTByeT BO3MOXHOCTh I€pexBaTa HapYyIIUTENIEM ITOMCKOBOTO
3ampoca W BbIJaYM Ha HEro JIOKHOTO OTBETAa, UCIOJb30BaHUE KOTOPOTO MPUBEIET K TpeOyeMoMy
M3MEHEHHMIO MAapUIpyTHO-aJpeCHBIX JaHHbIX. B nanmpHeiimeM Bech NOTOK HH(MOpPMAIHH,

ACCOLIMUPOBAHHBIN ¢ 00BEKTOM-KEPTBOM, Oy/I€T MPOXOAUTDH Yepe3 JIOKHBIH O0BEKT CeTH (PUCYHKHU
10 - 13).

1. ®aza oxunanus ARP-3ampoca
&
|

ATakyromuii poCcITynBaeT Mapupyrtuzarop
KaHaJl, OXH/Jas nepenayvy
ARP-3ampoca
% \ Wurepuer
Xocr 1 Xocrt 2 Xoct N
XocT HApyIIUTENs
2. ®aza peanu3aiyy yrpossl
Xocr nepepaer TTepexatus ARP-3ampoc, MapmipyTrzaTop
ARP-3anpoc ATaKYIOUIMIA TIepeaaeT JIOKHBIN
ARP-otBeT
WHuTepHer

Xocr 2

XocT HapymuTens

3. ®a3a nprema, aHaIIN3a, BO3IEHCTBUS U Ilepeauy IepexBadeHHON HHpOpMaIiy Ha
noxxaoM ARP-cepsepe

%Mapmpymzamp
Cessp xocta lc |
MapupyTU3aTOPOM IIPOUCXOJUT I
uepes noxkHbI ARP-cepsep |

o8 e

S |
I
Xocr 2 : :

JloxHbIi
ARP-cepep

Pucynok 10. Cxema peanusanuu yrposs! «Baeapenue noxxnoro ARP-cepsepa»



1. ®aza oxwumanus atakyromum DNS-3ampoca ot xocta 1 (arakyromuit HaX0IuTCst THOO HA XOCTE
Hapyuutens 1, 1160 Ha XOCTe HapyIIUTeNs 2)

Cepsep
% top.secret.com

MapupyTtuzarop

e

Xoct 1 Xoct 2

Xoct HapymmTens 1 XocT HapymuTens 2

2. ®aza mepenayn arakyromum toxuaoro DNS-otsera (atakyromuit Haxomurest THO0 HA XOCTE
Hapywutens 1, 1100 Ha XOCTe HapyIIUTeNns 2)

a <

MapupyTtuzarop Cepgep top.secret.com
T % % .HO)I?HI)IIZ \D\\
DNS-3anpoc Tosueii  MapupyTusarop MapripytusaTop DNS-o1BeT N

% @ DNS-otBet DNS-cepsep

Xocr 1 XOCT 2

Xoct HapymmTens 1 XocT HapymuTens 2

3. daza mpuema, aHaKM3a, BO3ACHCTBHS U MEPeIauH MepexBaucHHON HHPOPMALIUHU Ha JIOKHOM CepBepe

7
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Pucynok 11. Cxema peanu3zaiuu yrpo3sl «Baenpenue noxxaoro DNS-cepBepa» mytem nepexsata
DNS-3anpoca
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Pucynok 12. Cxema peanu3zaiuu yrpo3sl «BHeapeHue noxHoro DNS-cepBepa» myTem mropma
DNS-0TBETOB Ha KOMIIBIOTEP CETH



1. Hapyumrens co3iaer HanpaBieHHbIH IITOPM JI0KHBIX DNS-0TBETOB OT MMEHU OJTHOTO U3 KOPHEBBIX
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Pucynok 13. Cxema peanusanuu yrpo3sl «Baeapenue noxxaoro DNS-cepepa» nyrem mropma
DNS-otBeToB Ha DNS-cepBep



7. OTKa3 B 00CTyXKHUBaHUU.

OTU yrpo3bl OCHOBaHBl HAa HEIOCTATKaX CETEBOr0 MMPOrPaMMHOTO OOecreueHus, €ero
YA3BUMOCTSIX, MO3BOJISIOIIMX HApYIIUTENO0 CO3/1aBaTh YCIOBHUS, KOT/Ia ONEpalMOHHAs CHCTEMa
OKa3bIBaEeTCS HE B COCTOSTHUU 00pabaThIBaTh MOCTYHAIOIIHNE [TaKEThI.

MoryT OBITH BBIJICJIEHBI HECKOJIBKO PA3HOBUIHOCTEH TaKUX yrpo3:

a) CKPBITBIN OTKa3 B 0OCIy)KMBaHWH, BBI3BAaHHBIN IpHBiIcueHUeM dactu pecypcoB MCII/Ix
Ha 00pabOTKy WaKeTOB, TMEPEeNaBacMbIX 3JIOYMBIIIJICHHUKOM CO CHIKEHHEM HPOITYCKHON
CIOCOOHOCTH KaHAJIOB CBSI3U, MPOU3BOAUTEILHOCTH CETEBBIX YCTPOUCTB, HApyIIEeHUEM TpeOOBaHUI
KO BpeMeHH o0paboTku 3ampocoB. [IpuMepamu peanusanuu yrpo3 MOJ0OHOTO pojia MOTYT
CITy’KUTh: HaIpaBICHHBIA IITOPM 3X0-3ampocoB o mporokonxy ICMP (Ping flooding), mropm
3arpocoB Ha yctaHoBieHue TCP-coequnenmii (SYN-flooding), mropm 3ampocos k FTP-cepsepy;

0) ABHBI OTKa3 B OOCIY)KMBAaHWH, BbI3BaHHBIM ucdeprianuem pecypcoB HCII[In npu
00paboTKe MAaKeTOB, IMEPEJaBACMbIX 3JIOYMBIIUICHHUKOM (3aHSTHE BCEW IOJIOCHI MPOITYCKAHHS
KAaHAaJIOB CBSI3M, MEPENOIHEHHE OYepe/eil 3alpocoB Ha 0OCIyKMBaHUE), IPU KOTOPOM JieraibHbIe
3ampockl HE MOTYT OBITh TNEpeJaHbl Yepe3 CeTh W3-32 HEAOCTYMHOCTH Cpelbl IMepenadd Juoo
MOJIy4aloT OTKa3 B OOCITY)KMBAaHUU BBUJIY TMEPENONHEHUS O4Yepeleld 3ampocoB, AUCKOBOTO
NPOCTpAaHCTBa TaMATH H T.A. llpumepamu yrpo3 AaHHOTO THIIA MOTYT CIYXHTh IITOPM
mmpokoBeniarenbHbix  ICMP-3x0-3anpoco  (Smurf), nanpasmenusiii mrtopm (SYN-flooding),
IITOPM COOOIIICHUH TTOYTOBOMY cepBepy (Spam);

B) SIBHBIM OTKa3 B 00CIIy>)KMBaHHUH, BbI3BAaHHBIA HAPYIIICHHEM JIOTUYECKOMN CBA3ZHOCTU MEXKIY
texunueckumu cpeacrBamu MCII/In npu nepenaye HapymmrTeneM YyNpaBiISIONIMX COOOIICHUI OT
MMEHU CETEBbIX YCTPOWCTB, MPHUBOIAUIMX K M3MEHEHHMIO MAapIIPYTHO-aJIPECHBIX JaHHBIX
(manpumep, ICMP  Redirect Host, DNS-flooding) wimm  waeHTHUKAIMOHHOW U
ayTeHTU(UKAIUOHHON HH(OpPMALIUK;

T) IBHBIA OTKa3 B OOCIY)XMBAaHWHW, BBI3BAHHBIN Tepenadeii 3JI0yMBIIUIEHHUKOM TTaKeTOB C
HecTaHIapTHeIMA atpubyramu (yrpossl tuma «Land», «TearDrop», «Bonk», «Nuke», «UDP-
bomby) uiau uMmeronMX ITHHY, TPEBBIIAIOIIYI0 MAaKCHMAJILHO JIOIYCTUMBII pa3Mep (yrposa tumna
«Ping Deathy), uto MoXxeT mpuBecTH K COOI0 CETEBBIX YCTPOMCTB, y4acTBYIOIIMX B 00pabOTKe
3allpoCoOB, MPH YCJIOBUHM HAIWYHS OMMOOK B MPOTpaMMax, Peaau3yIONIX MPOTOKOJIBI CETEBOTO
oOMeHa.

PesynpraTomM peanmzanuu TaHHOH Yrpo3bl MOXKET CTaTh HapylleHHe paboTOCIIOCOOHOCTH
COOTBETCTBYIOLIEH caykObl npenocraBienus ynaneHHoro goctyna k [1/In 8 UCII/IH, nepenaya c
OJTHOTO ajjpeca TAaKOro KOJHMYECTBAa 3alPOCOB HA MOJKIIOYEHHE K TEXHUYECKOMY CPEICTBY B
coctaBe HWCIIJIH, kakoe MaKCHMajibHO MOXET «BMECTHTH» Tpaduk (HAMpaBICHHBIH <«IITOPM
3aIpoCcoOBY), YTO BIJIEYET 3a COOOW TEPETNOTHEHNE OYepEe 3alpOCOB M OTKa3 OJHOW M3 CETEBBIX
CIIy’)k0 WM TIOJTHYIO OCTAHOBKY KOMIIBIOTEpA M3-32 HEBO3MOXHOCTU CUCTEMBI 3aHMUMAThCS HUYEM
JOpyruM, KpoMe 00paboTKH 3alpOCOoB.

8. Y naneHHsbIi 3a11yCK NPUIOKEHUH.

VYrpo3za 3akmrouaercss B cTpemsieHHMM 3anmyctuth Ha xocte WCII[H paznuunbie
MpPEeBAPUTENILHO BHEAPEHHBIE BPEJOHOCHBIE MPOTPAMMBL: MPOTPAMMBI-3aKIaJAKH, BUPYCHI,
«CEeTeBbIE MIMMMOHB, OCHOBHAS IEJIb KOTOPHIX — HApYIIEHHE KOH(DHUICHIINATBHOCTH, [IEIOCTHOCTH,
JOCTYITHOCTH WH(pOpPMAallMd W TIOJHBIA KOHTPOJb 3a paboToi xocra. Kpome Toro, Bo3MoxkeH
HECaHKITMOHUPOBAHHBIN 3aITyCcK MIPHUKIIATHBIX poTrpaMMm MOJI30BaTeNeH TUTS
HECaHKIMOHUPOBAHHOTO TONYUYEHHUST HEOOXOIMMBIX HAPYIIUTEN0 JaHHBIX, JUIs 3alycKa
VIIPaBIISIEMbIX TPUKIIATHON TPOTPAMMOIA TIPOIIECCOB H JP.

Brigenstor Tpu moAkiacca JaHHBIX YTPo3:

1) pacnpoctpanenue (aitioB, CoJepIKaIINX HECAHKIIHOHUPOBAHHBINA UCIIOTHIEMBIN KOJI;

2) yAaJieHHBIH 3aIyCK MPUIOKEHUS ITyTeM TepenoHeHUs Oydepa MpHIIoKEeHH-CEPBEPOB;

3) ynaneHHbIi 3amycK NPUIOKEHHS IyTEM HCIOJIb30BAHUS BO3MOXKHOCTEH YIAICHHOTO
YIPaBICHUS CHCTEMOW, TMPEAOCTABISIEMBIX CKPBITBIMH TPOTPAMMHBIMH U amlapaTHBIMH
3aKJIaJIKaMH JTHOO0 UCTIONB3yEeMBIMHU ITATHBIMUA CPEJICTBAMHU.



TunoBbie yrpo3bl MEPBOrO M3 YKA3aHHBIX IOJKJIACCOB OCHOBBIBAIOTCS Ha aKTHBU3AIHU
pacrpocTpaHseMbIX (HaiioB MPU CaydyailHOM oOpareHur K HuM. [IpumMepamu Takux ¢aitioB MoryT
CIYyXHTh: (hailiibl, coJepIKallIue UCIOIHSACMbIH KO B BUAE MakpokoMaHja (moxkymeHTh Microsoft
Word, Excel u T.m.); html-10oKyMeHTBI, coAep Kailie HCIOIHSIEMbIH KOJ B BHIC SJIEMEHTOB
ActiveX, Java-anmieroB, HHTEPHPETHPYEMBIX CKPHIITOB (HAmpuMmep, TEKCThI Ha JavaScript);
Gaiinbl, conxepikamye HCHOJIHAEMBbE KOAbl mporpamM. Jlis pacmpocTpaHeHus: (aiioB MOTyT
MCIOJIB30BATHCS CIYXKObI 3JIEKTPOHHON MOYTHI, NTepeauu (aiyoB, ceTeBoi (paiaoBoil CUCTEMBI.

[Tpu yrpo3ax BTOpPOro MOJKJIAacca HCIOJB3YIOTCS HENOCTaTKH IPOTPaMM, PEaTH3YIOIIUX
CeTeBbIe CEPBUCHI (B YAaCTHOCTH, OTCYTCTBHE KOHTPOJs mepenonHeHus Oydepa). Hactpoiikoit
CHCTEMHBIX PErHCTPOB MHOT/IA yJAETCs MEPEKII0UYNUTh POLIECCOp MOCIEe MPEPhIBAHNUS, BBI3BAHHOTO
nepenoigHenueM Oydepa, Ha UCHOTHEHUE KOJa, CoAepKamerocs 3a rpanuneid Oydepa. [Tpumepom
peann3anuy TaKo! YTpo3bl MOXKET CIY)KUTh BHEAPEHUE IIIMPOKO U3BECTHOTO «BHpYyca MoppHcay.

[Ipu yrposax TpeThero mojkjacca HapyIIUTEIb HCHOJb3YeT BO3MOXKHOCTU YIAIEHHOTO
YIIPaBICHUS CHCTEMOM, MPEIOCTABISAEMbIE CKPBITBIMI KOMIIOHEHTAMHU (HapUMeEp, «TPOSHCKHMI)
nporpammamu tuna Back Orifice, Net Bus) nubo mraTHbIMM cpeacTBaMH yIpaBiCHUS |
aJIMUHUCTpUpOBaHus KommbloTepHbix cereil (Landesk Management Suite, Managewise, Back
Orifice u 1. .). B pe3ysibraTe UX UCIOJIB30BAHUS YHACTCS JTOOUTHCS yIAICHHOTO KOHTPOJS Hal
CTaHIIMEN B CETH.

CXxeMaTH4HO OCHOBHBIE ATAIbI PA0OTHI ATHX MPOTPAMM BBITTISIST CIEIYIOIUM 00pa3oM:

MHCTAIUISILUS B IAMSITH;

OXKHJIaHUE 3alpoca ¢ YAAJCHHOTO XOCTa, Ha KOTOPOM 3aIlyllleHa KIMEHT-porpaMma, U
0OMEH ¢ Hell COOOIIEHUSMHU O TOTOBHOCTH;

nepeaya rnepexBaueHHol WH(POPMAIUK KIHEHTY WIH MPEJOCTaBICHUE eMy KOHTPOJIS Hal
aTaKkyeMbIM KOMIIBIOTEPOM.

Bo3MoKHBIE TIOCIIECTBHS OT peau3alliy YrPO3 PA3IMIHbBIX KJIACCOB MPUBEIEHBI B Ta0IHIIE

3.
Tabnuma 3
Bo3MosxHBIE TTOCIIEICTBUS peaTu3allii YIPO3 Pa3InYHbIX KJIaCCOB
Ne
o/ Tun araku Bo3moxkHbIe 1TOC/IeACTBUA
1 |Ananus cereBoro Tpaduka UccnenoBanue xapakTepucTUK ceTeBOro Tpaduka,
nepexBaT IepeAaBaeMbIX JaHHBIX, B TOM YHCIIE
UACHTU(PUKATOPOB U MApoJIel MOJIb30BaTeNeH
2  |CkaHupoBaHHE CETH OnpeneneHre MNPOTOKOJIOB, JOCTYIHBIX IOPTOB
CEeTeBBIX  CHYyXK0, 3aKoHOB  (opMupoBaHUS
UACHTU(PHUKATOPOB COEJIMHEHHH, AKTHBHBIX
CETEBBIX CEPBUCOB, UICHTU(PUKATOPOB U TMapoJieh
MOJIb30BaTeNe
3 |«[laponpHas» aTaka BremonHenue 1r000ro IeCTPYKTUBHOTO JIEHCTBUS,
CBSI3aHHOTO c MOTy4YeHUEM

HCCAHKIIMOHUPOBAHHOI'O NOCTYIIa

4 |TlommeHna noBepeHHOTO 00BeKTa ceTn |M3MeHeHne Tpacchl TPOXOXKIEHUS COOOIICHUH,
HECAHKI[MOHUPOBAHHOE HW3MEHEHUE MapUIPYyTHO-
aIpECHBIX  JAHHBIX. HecankimonnpoBaHHbIi
JIOCTYIl K CETEeBbIM pecypcaM, HaBs3bIBaHUE
JI0’)KHOM MH(pOopManuu

5 |HaBs3piBaHME T0KHOTO MapIipyTa HecaHnkimmoHnpoBaHHOEe W3MEHEHHUE MapIIPyTHO-
aJIpeCHBIX JIAaHHBIX, aHaJdN3 ¥ MOAU(HUKAIML
MepeaBaeMbIX JIAHHBIX, HaBSI3bIBAHUE JIOMKHBIX
COO0O0IIeHU I




6 |BaeapeHue m10XHOTO OOBEKTA CETH [Tepexsar u MIPOCMOTP Tpaduka.
HecaHKIIMOHMPOBAHHBIA  JOCTYIl K  CETEBBIM
pecypcam, HaBS3bIBaHHE JIOKHOM HH(OpMaLIUU

7 YacTtruHoE ncuepnanue CHmKeHHEe TMPOIMYCKHOW CHOCOOHOCTH KaHAJIOB

pecypcoB CBSI3U, IIPOU3BOJAMUTEIILHOCTU CETEBBIX YCTPOMCTB.
CHuxeHue  NpPOU3BOAUTENBHOCTH  CEPBEPHBIX
MIPUITOKEHU I
S |Mommoe ucueprnanue| HeBo3MOKHOCTh  mepenaud  COOOLICHUN HU3-3a
gE pecypcoB OTCYTCTBHSI JOCTyIla K Cpejie Nepelrayd, OTKa3 B
§ YCTaHOBJIEHUH COEIUHEHMUSL. Ortkas B
%* NPENIOCTABIICHUA CEPBHCA (27EKTPOHHOM TOYTHI,
S ¢aiinoBoro u T.1.)
m (Hapymenue nornyeckoii| HeBo3MOXKHOCTh  Tiepenauu, CcooOleHnd u3-3a
g CBSI3HOCTH MEXy |OTCYTCTBUSL KOPPEKTHBIX MAapLIPYTHO-aPECHBIX
O |arpubyramu, JIAHHBIMU, | 1aHHBIX. HEBO3MOXHOCTh MOJY4YEHUS  YCIYyT
00BbEeKTaMHU BBUJly HECAHKIIMOHHUPOBAHHOW  MOAM(UKAINN
UICHTU()HUKATOPOB, MAPOJICH U T.11.
Ucnons3oBanue ommbokx B|Hapymenue paboTocrnocoOHOCTH CETEBBIX
Iporpammax YCTPOWCTB
8 IIyrem pacceuiku  (aiinos,|Hapymenne koHpUIEHINAIBHOCTH, IEJIOCTHOCTH,
coJieprKaIInx JIOCTYITHOCTH UH(pOpMaLUU
= JECTPYKTUBHBIH
T |MCIIOJNHAEMBIH KOJI, BAPYCHOE
é 3apajkeHUE
= IIyrem [IEPEIIOIHEHUS
= |Oydepa CEPBEPHOTO
é IIPHIIOKEHUS
5 IIytem HCIIONb30BAHNS CKpbITOE yIIpaBIIEHUE CUCTEMON
» |BO3MOX-HOCTEHl yAaleHHOTO
% YIPABICHUS CHUCTEMOH,
© |mpemocTaBisIeMbIX
§ CKPBITBIMHU MTPOTPAMMHBIMU 1
> |ammapaTHBIME  3aKJaJKaMH
1100 UCIOJIb3YEMBIMU
IITATHBIMU CPEACTBAMHU

[Ipouecc peanu3zanuu yrpo3bl B 00I1IEM CIIy4ae COCTOUT U3 YEThIPEX ITAIOB:

cOopa uHpopmaruy;

BTOp KEHUS (IIPOHUKHOBEHHUS B ONIEPALIMOHHYIO CPELLY);

OCYILIECTBIIEHUS] HECAHKIITMOHUPOBAHHOI'O JOCTYIA;

JUKBUJIALIUU CIIEJIOB HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

Ha stane c6opa uHpOpMaLuy HApYIIUTENS MOTYT HHTEPECOBATh Pa3InYHbIE CBEACHUS 00
UCII/H, B TOM unce:

a) O TONOJIOTHH CETH, B KOTOpOil (pyHKIMOHMpPYeT cuctemMa. [Ipu 3ToM MOXKET ucciaeaoBaThes
00J1acTh BOKPYT CeTH (HalpuMep, HapyLIUTENs MOTYT MHTEPECOBaTh aJipeca JOBEPEHHbIX, HO MEHee
3aIUIIEHHBIX XOCTOB). [l ompeneneHust TOCTYIMHOCTH XOCTa MOT'YT HMCIOJNb30BaThCsl MPOCTEHIIe
KoMaH bl (Harmpumep, komadaa ping mis mockutku ICMP-3anpocoB ECHO REQUEST c¢ oxumanuem
Ha HUX [CMP-otBeroB ECHO REPLY). CymiecTBylOT yTHIUTBI, OCYIIECTBISIOIINE NapajuIEIbHOE
OIpeziesIeHne JOCTYITHOCTH XOCTOB (Takue Kak fping), KoTopble CIOCOOHBI MPOCKaHUPOBATH OOJIBIIYIO
o0JacTh aIpecHOro MPOCTPAHCTBA Ha MPEIMET JOCTYITHOCTH XOCTOB 3a KOPOTKMI HpPOMEKYTOK
BpeMeHH. TOIoJIorus CeTH Y4acTo OIMpPEENseTCsl HA OCHOBAaHMU «CUETUYHMKA Y3JIOBY» (IUCTAHLIUU MEXTY



xocramu). [Ipy 3TOM MOryT NpUMEHATHCS Takue MeETOAbl, Kak «monymauuu TTL» u 3anucu
Mapuipyra.

Meron «MOIYIALHUUA TTL» peanu3oBaH IIpOrpamMmoin traceroute (ns
Windows NT — tracert.exe) u 3axmrodaercst B Moaysusiuu mosist TTL IP-miakeros. [l 3ameicu Mapinpyra
MoryT ucrnonb3oBarscst ICMP-niakeTsl, co3aBaeMble KOMaHIOM ping.

COop unpopMaiuu MOKET ObITh TAK)KE€ OCHOBAH Ha 3ampocax:

k DNS-cepBepy 0 ciucke 3aperucTpupoBaHHbIX (1, BEPOSTHO, aKTUBHBIX ) XOCTOB;

K MaplIpyTu3aTtopy Ha ocHoBe npotokosna RIP 00 m3BecTHbIX MapuipyTax (MH(popManus o
TOTIOJIOTHH CETH);

K HEKOPPEKTHO CKOH(PUTYPUPOBAHHBIM YCTPOMCTBAM, MOJACPKUBAOITUM MPOoTOKOT SNMP
(uH(OpPMAIHS O TOMOJIOTUU CETH).

Ecmu UCII/In HaxoauTcs 3a MeXceTeBbIM 3kpaHoM (MD), Bo3MoxkeH cOop nHpopmaiuu o
koHuryparmu MO u o Tononorun UCITIn 3a M3, B TOM 4mcie MyTeM MOCHUIKU ITAaKETOB Ha BCE
MOPTHI BCEX MPEIOoIaraéMbIX XOCTOB BHYTPEHHEH (3alHUILaeMOii) CeTH;

0) o Tumne omnepanuonHoi cucreMbl (OC) B UHCIIJIH. Camblii U3BECTHBIH CIOCOO
omnpenenenus Tuna OC XocTa OCHOBAaH Ha TOM, UTO pasznuuHble TUIBI OC Mo-pasHOMY peanu3yroT
tpeboBanus cranmaaproB RFC k creky TCP/IP. 310 mnoO3BONSET HApyLNIMTENIO yIAJICHHO
unentuduuuponats Tun OC, ycranoBiaeHHod Ha xocte MCII[H myTeM MOCBUIKH clieldaibHbIM
00pa3zom chopMHUPOBAaHHBIX 3aMPOCOB U AHATN3A ITOIYIECHHBIX OTBETOB.

Cyl1ecTBYIOT clieliualbHbIE CPEICTBA, PEAIU3YIONIe JaHHbIe METO/bI, B yacTHOCTH, Nmap
1 QueSO. MoXHO OTMETUTH TaKKe Takoi Meton onpeneicaus tuna OC, Kak MPOCTEHIIHIA 3aITpoC
Ha YCTAHOBJICHHE COCAMHCHHUsS MO MPOTOKONIY yaajaeHHoro noctyma telnet (telnet-coemunenus), B
pe3yabpTaTe KOTOPOTo M0 «BHEITHEMY BHIY» OTBeTa MOKHO ompeaenuts tun OC xocra. Hanmnume
OTIpEeICNICHHBIX CEPBUCOB TaKXKE MOXKET CIYXKHUTh JOMOJHUTEIbHBIM MPU3HAKOM JJISl ONpeAeTICHUs
tuna OC xocTa;

B) 0 QYHKIMOHUPYIOUIUX Ha XOCTax cepBucax. OmpeneiaeHne CepBUCOB, UCTIOTHIEMBIX Ha
XOCT€, OCHOBAaHO Ha METO/C BBISBICHUSA «OTKPBITBIX IIOPTOB», HANpaBICHHOM Ha cOOp
uHbopMalMd O JOCTymHOCTH Xocta. Hampumep, s ompenenenust goctynHoctd UDP-nopra
HEO0OXOMMO MOJYYUTh OTKIUK B OTBET Ha MOochUiKy UDP-makera COOTBETCTBYIOIIEMY TTOPTY:

ecnu B otBeT npunuio coobmenue ICMP PORT UNREACHEBLE, To cooTBeTcTBYIOMIHI
CEpBHC HEJOCTYIIEH;

€CITU JJaHHOE COOOIIEHUE HE TIOCTYIHIIO, TO HOPT «OTKPBIT.

Bo3MokHBI BecbMa pa3HOOOpa3HbIE BapHAllMUd HWCIOJB30BaHUS OTOTO METoJda B
3aBHCHMOCTH OT HCIOJIb3yeMOro MPOTOKONA B cTeke mpotokonoB TCP/IP.

Jna aBroMaruzauuu cOopa wuHopmanmu o0 MUWCII[H pa3paboTaHO MHOKECTBO
IIPOrpaMMHBIX CpeACTB. B kauecTBe nmpruMepa MOKHO OTMETUThH CIIETYIOLINE U3 HUX:

1) Strobe, Portscanner — onTuMH3UPOBaHHBIE CPEJICTBA OMPEICIICHHS JTOCTYITHBIX CEPBHCOB
Ha ocHoBe omnpoca TCP-nopTos;

2) Nmap — cpeicTBo CKaHMpPOBAHHUS JOCTYIHBIX CEpPBHCOB, npeaHasHaueHHoe st OC
Linux, FreeBSD, Open BSD, Solaris, Windows NT. fIBnsieTcsi caMbIM HOMYJISPHBIM B HACTOSIIEE
BpeMs CPEJICTBOM CKAaHHPOBAHUS CETEBBIX CEPBHUCOB;

3) Queso — BeIcokoTOYHOE cpencTtBo ompeaenaeHuss OC Xxocra ceTd Ha OCHOBE IMOCHUTKH
LEMA KOPPEKTHBIX M HEKOPpeKTHhIX TCP-makeToB, aHaiM3a OTKIMKA W CPAaBHEHMS €ro C
MHOXKECTBOM M3BECTHBIX OTKIMKOB pa3nuuyHbix OC. JlaHHOE CpeAcTBO Takke SBISeTcs
TIOITYJISIPHBIM Ha CETOTHSIIHUHN JIEHb CPEICTBOM CKaHHUPOBAHHUS;

4) Cheops — ckaHep TOIOJIOTHU CETH MO3BOJISET OJYYUTh TOMOJIOTHIO CETH, BKITIOYAsi KAPTHHY
nomena, oonactu [P-anpecos u 1.1. [Ipu 3Tom onpenensercs OC xocTa, a Takke BO3MOXKHBIE CETEBBIE
yCTpoOHCTBA (IPUHTEPHI, MAPLIPYTH3ATOPHI U T.11.);

5) Firewalk — ckanep, HCIOIB3YIOIINH METO/IBI TIPOrPAMMBI traceroute B MHTEpecax aHain3a
oTkinuka Ha I[P-makeTel Ui ompesaeneHus KOHPHUIypalMd MEXKCETEBOIO JKpaHa U IOCTPOEHUS
TOTIOJIOTHH CETH.



Ha JTane BTOP>KCHUS uccieayercs HaJIu4yue TUTIOBBIX YSI3BUMOCTEN
B CHUCTEMHBIX CEpBUCAX WM OMIMOOK B aJIMUHUCTPUPOBAHUM CHUCTEMBI. YCHEIIHBIM PE3yIbTaTOM
UCIOJIb30BAaHUSl  YSI3BUMOCTEH  OOBIYHO  SIBISIETCA  IIOJIyYEHHE  IPOLECCOM  HapyIIMTENs
MPUBWIETUPOBAHHOTO PEXKHUMa BBIMOJIHEHHS] (AOCTyNma K HNPUBWICTHPOBAHHOMY PEXKHUMY
BBIIIOJTHEHUSI KOMaHJHOI'O IIPOLIECCOpa), BHECEHHWE B CHCTEMY YYETHOM 3allCH HE3aKOHHOIO
MoJIb30BatTeNsl, MoiydeHue (Qailia maposneil Wi HapylleHue padoTOCHOCOOHOCTH aTaKyeMOro
XOCTa.

DTOT 3Tam pa3BUTUA Yrpo3bl, Kak MpaBuiio, siBisieTcss MHorogasubiM. K ¢azam mpouecca
peain3aly yrpo3sl MOTYT OTHOCUTBCS, HAIIPUMED:

YCTaHOBJICHHE CBSI3U C XOCTOM, OTHOCUTEIHHO KOTOPOTO peaiu3yeTcs yrpo3a;

BBISIBIICHUE YSI3BUMOCTH;

BHEJIPEHUE BPEJOHOCHOM MPOrpaMMbl B HIHTEpECcax paclIMpeHus Ipas U Jp.

VYrpo3bl, peanuzyemble Ha 3Talle BTOPXKEHMs, IOAPA3JEISIOTCS [0 YPOBHSIM CTEKa
npotokosioB TCP/IP, mockonbKy (GOpMHPYIOTCS Ha CETEBOM, TPAHCIIOPTHOM WJIM IPHUKJIATHOM
YPOBHE B 3aBUCUMOCTH OT UCII0JIB3YEMOI'0 MEXaHU3Ma BTOPKEHHUSI.

K TunoBbsIM yrposam, peanu3yeMbIM Ha CETEBOM W TPaHCHOPTHOM YPOBHSX, OTHOCSITCS
TaKkHe Kak:

a) yrposa, HarpaBJIieHHasl Ha [MOJIMEHY JOBEPEHHOTO 00BEKTA;

0) yrpo3a, HampaBJICHHAs Ha CO3/IaHUE B CETH JIOKHOTO MAPIIPYTa;

B) YIpO3bl, HAIIPABIIEHHBIE HA CO3JaHKE JIOXKHOTO 00BEKTa C MCIOIb30BAaHHEM HEIOCTATKOB
QJITOPUTMOB YAAJIEHHOTO ITOUCKA;

T) yIpo3bl THIA «OTKa3 B OOCITY>KMBaHWW», OCHOBaHHble Ha IP-nmedparmenrtanuu, Ha
dbopmupoBannu HekoppekTHbIX ICMP-3anpocoB (Hanpumep, ataka «Ping of Death» u «Smurf»), Ha
dbopmupoBanuu HekoppekTHbIX TCP-3ampocoB (ataka «Land»), Ha co3maHUU «ILITOPMay MaKETOB C
3arnpocamu
Ha coequHenue (ataku «SYN Flood») u ap.

K TtunmoBbiM yrposaMm, peain3yeMblM Ha MPUKIATHOM YPOBHE, OTHOCSTCS YTIpO3bl,
HampaBlIeHHbIE Ha HECAaHKIMOHHPOBAHHBIA 3aMyCK MPHIOKEHUH, Yrpo3bl, pealn3amusi KOTOPBIX
CBSI3aHA C BHEAPEHUEM MPOTPAaMMHBIX 3aKJIAJ0K (THUIA «TPOSTHCKUN KOHBY), C BBISIBICHHUEM MapoJieit
JIOCTYIIA B CE€Th UJIU K ONPEIEICHHOMY XOCTY U T.J.

Ecnu peanuzanus yrpo3sl He IpUHECTA HAPYIIUTENIO HAUBBICIINX IPaB JI0CTYIA B CUCTEME,
BO3MOJKHBI TOMBITKH PACHIMPEHUs] 3TUX MPaB 10 MAKCUMAJIbHO BO3MOXHOTO YpOBHs. [lns 3TOTrO
MOTYT HCIIOJIb30BAaThCsl YSI3BUMOCTH HE TOJBKO CETEBBIX CEPBHCOB, HO U YSI3BUMOCTH CHCTEMHOIO
nporpamMMmHoro obecneuenust xocros MCIIaH.

Ha »srane peanmu3anuyu HECaHKIIMOHMPOBAHHOTO JOCTYNA OCYIIECTBISETCS COOCTBEHHO
JOCTUKEHHE LIEIH pEAIN3alliy YTPO3bI:

HapylIeHne KOHPUACHIIMAIBHOCTH (KOTTMPOBAaHUE, HEMIPABOMEPHOE PACIIPOCTPAHCHHUE);

HapyleHHe HEeJIOCTHOCTH (YHUUTOXKEHNE, U3MEHEHUE);

HapylIeHUEe JOCTYMHOCTH (OJI0KHpPOBaHUE).

Ha »ToM ke orTame, mocie yKa3aHHBIX JI€HCTBUM, Kak MpaBmio, (QopMHpyeTcs Tak
Ha3bIBa€MbI «UEPHBIH BXOA» B BHJIE OJHOTO U3 CEPBUCOB (JIEMOHOB), OOCIIYKMBAIOIIMX
HEKOTOPBIM TMOPT ¥ BBHIMONHIIONIMX KOMAaHIbl HapymuTens. «YepHbI BXOI» OCTaBISETCS B
CUCTEME B HHTEpecax o0ecreueHus:

BO3MOXKHOCTH TMOJYYUTh JOCTYH K XOCTY, JaXe €ClIM aJMHUHUCTPATOp YCTPAHUT
MCIOJIb30BaHHYIO JIJIS1 YCIIEITHON peaan3alii yrpo3bl YI3BUMOCTb;

BO3MOKHOCTH TMOJIYYUTh JJOCTYI K XOCTY KaK MOXKHO 00Jiee CKPBITHO;

BO3MOXXHOCTH TIOJMYYUTh JOCTYI K XOCTY OBICTpO (HE TMOBTOpSs 3aHOBO IIPOIECC
pean3anyu yrpossl).

«YepHBblif BXOA» MO3BOJIIET HAPYIIUTEIIO BHEIAPUTH B CETh WM Ha OMNPEIENIEHHBIM XOCT
BPEIIOHOCHYIO TIPOTpaMMy, HalpuMep, «aHaiu3atop mapodei» (password sniffer) — mporpammy,
BBIICTISIIOLIYIO TOJIb30BATEIbCKUE UACHTU(PHUKATOPHl M MApOJIM U3 CETEBOro Tpaduka mnpu padore
npoTokoyioB Beicokoro ypoBHs (ftp, telnet, rlogin u 1.1.). O0bekTaMu BHEIPEHUS BPEIOHOCHBIX



MPOrpaMM MOTYT OBITH IPOTPAMMBbI ayTEHTU(DUKAIINK U UACHTU(DUKAIIMH, CETEBBIE CEPBUCHI, SIPO
OTICPAIIMOHHON CUCTEMBI, (paityioBas cuctema, OMOIMOTEKH | T.I.

Hakonen, Ha sTamne JMKBUAALMU CIEIAOB pEalU3alMd Yrpo3bl OCYLIECTBISETCS NOIMbBITKA
YHUUTOXEHUS CIEI0B AeUCcTBUI HapymuTens. [Ipyu 3ToM ynanstorcs COOTBETCTBYIOIIME 3AMKMCH U3
BCEX BO3MOKHBIX KYpPHAJIOB ayIUTa, B TOM YHMCIIE 3aUCH O (pakTe cOopa nHpopMarum.

5.5. O0masi xapakTepucTHKA yrpo3 NPOrpaMMHO-MaTeMaTHYeCKHX BO3/1eiiCTBUI

[IporpamMHO-MaTeMaTHYECKOE BO3IAEHCTBUE — 3TO BO3JCUCTBUE C MOMOILBIO BPEIOHOCHBIX
nporpamM. IIporpamMmmoil ¢ NOTEHIMAIBHO ONACHBIMU IIOCJIEICTBUSIMU HWJIM BPEIOHOCHOM
MPOrpaMMOI Ha3bIBAIOT HEKOTOPYIO CAMOCTOSITEIBHYIO MPOrpaMMy (HaOOp MHCTPYKLIUIA), KOTOpas
CHOCOOHA BBIMOJIHSATH JIF000€ HEMyCTOE MOAMHOXKECTBO CIACAYIOUINX (DYHKIUI:

CKPBIBATh IIPU3HAKU CBOETO IIPUCYTCTBUS B IPOIPAaMMHOM Cpesie KOMIIBIOTEPA,

o0janaTh CIOCOOHOCTBIO K CaMOAYyOJIMPOBAHUIO, ACCOIMUPOBAHUIO ce0si C JIPYrHUMH
porpaMMaMu U (WJIH) TIEPEHOCY CBOMX (PParMEHTOB B MHBIE OOJIACTH ONEPATUBHOW MJIM BHEUIHEH
MaMATH;

pa3pyuarh (MCKaXkaTh MPOU3BOJILHBIM 00pa30M) KOJI IPOrPaMM B ONEPATUBHON MaMSATH;

BBINIONHATh 0€3 HMHHUIMHPOBAHUS CO CTOPOHBI IMOJIb30BaTeds  (MOJIb30BATENbCKON
MPOrpaMMbI B IITATHOM PEKHME €€ BBINOJHCHUS) JSCTPYKTUBHBIC (QYHKIHMH (KOIMHUPOBAHHE,
YHUUYTOKEHUE, OJJOKUPOBAHUE U T.I1.);

COXpaHATh (PparMeHThl WH(pOpPMAMH W3 ONCPATUBHOW MAMSITH B HEKOTOPBIX OOJIACTSIX
BHEIIHEH MaMATH MPsIMOTr0 JOCTyna (JIOKaTbHBIX WIN yIATCHHbIX );

MCKa)aTh IMPOU3BOJILHBIM 00pa3oM, OJOKUPOBaTh W (WJIM) IMOAMEHSTH BBIBOJUMBIA BO
BHEIIHIOIO MaMATh WM B KaHaJl CBS3M MacCUB HMH(OpMaiuu, oOpa3oBaBLIMIICS B pe3ylbTaTe
PpabOThI MPUKIAIHBIX TIPOTPAMM, HITH YKE HAXOJIAIIUECS BO BHEITHEH MaMATH MAaCCUBBI JAHHBIX.

BpenonocHsle mporpamMmbl MOTYT OBbITh BHECEHBI (BHEAPEHBI) KaK IMPEAHAMEPEHHO, TaK U
ClyJaiiHo B mporpammHoe obOecrieuenue, ucronbdyemoe B WMCII[IH, B miporiecce ero pa3paOoTKH,
COMPOBOXK/IEHUs, MOJU(UKAIMK U HAcTpolku. Kpome 3TOro, BpeIOHOCHBIE MPOTrpPaMMbl MOTYT OBITH
BHeceHbI B mporecce dkcruryararmu VCIIH ¢ BHemHMX HOcHTeneld WHPOPMAIMU WIH TOCPEIICTBOM
CETEBOro B3anMozencTBus Kak B pesyinbrare HCJL, tak u ciyuaiino nons3osaremsimu UCI/TH.

CoBpeMeHHbIE BpPEJOHOCHBIE IPOrpaMMbl OCHOBaHbl Ha WCIOJIb30BAHUU YA3BUMOCTEN
pa3IMYHOrO pojJia MPOrpaMMHOro obecreueHus (CHCTEMHOro, oOwlero, NpUKIaTHOIO) U
pa3HOOOpa3HBIX CETEBBIX TEXHOJOTWH, 00JajaloT MIMPOKHUM CHEKTPOM  JI€CTPYKTHUBHBIX
BO3MOXKHOCTEH  (OT HECAaHKIMOHUPOBAaHHOro wuccienoBanuss mapamerpoB HCIIJIH  Ge3
BMemarenscTBa B QyHkuuonuposanue WCIIAH, no yHuurtoxkenus IIJ[H um mnporpammuoro
obecrieyenuss MCIIJIH) u Moryr peiicTBoBaTb BO BCEX BHAAX MPOrPpaMMHOr0O oOOecreueHHs
(cucteMHOro0, MPUKJIAJAHOTO, B IpaiiBepax anmapaTHOro ooecrnedeHus u T.1.).

Hamuuue B MCII[IH BpemoOHOCHBIX MpPOTpaMM MOKET CIIOCOOCTBOBATh BO3HHKHOBEHUIO

CKPBITHIX, B TOM YHUCJIC HETpaAULIUMOHHBIX KaHaJIOB A0CTyIIa
K HH(bOpMaHHH, MO3BOJIAIOIIUX BCKPBIBATD, O6XOI[I/ITI:> nIn 6J'IOKI/IpOBaTI> 3alIUTHBIC MCXAaHU3MBI,
npeaAyCMOTPCHHBIC B CHCTEME, B TOM YHUCJIC mMapoJbHYIO

U KPUIITOrpahuIECKyro 3aIluTy.

OCHOBHBIMU BHJIaMH BPEJJOHOCHBIX IMPOTPAMM SBJISIOTCS:

IIPOrpPaMMHBIE 3aKJIaJIKH;

KJIACCHYECKHE MTPOrpaMMHBIE (KOMITbIOTEPHBIE) BUPYCHI;

BPEIOHOCHBIE ITPOrPaMMBbI, PaCTIPOCTPAHSIOIINECS IO CETH (CETEBbIE UEPBH);

JIPyrve BPEAOHOCHBIE TPOrpaMMBI, MpeaHa3HaueHHbIe 1t ocymecTBiaennst HCJI.

K mnporpamMMmHBIM 3akjiafikaM OTHOCATCS NpPOTrpamMMbl, (parMeHThl KOJa, HHCTPYKIIUH,
(dbopMupyrole HEeAEKIapUpPOBaHHBIE BO3MOXHOCTH MPOrpaMMHOro oOecriedueHus. BpemoHocHbie
IIPOrpaMMbl MOTYT NEPEXOJUTh W3 OJHOTO BHJA B JIPYroW, HalpUMEp, MPOrpaMMHAs 3aKJIaJKa
MOXET Cre€HEpHUpPOBATh MPOTPAMMHBIN BUPYC, KOTOPBIA, B CBOIO OY€pEb, ITONIAB B YCIOBHS CETH,
MO>KET CPOPMHUPOBATH CETEBOI'0 YEPBS MIIU APYTYIO BPEJOHOCHYIO IPOTpaMMy, IpeAHa3HAYeHHYIO
qutst ocymectienus HC/I.



Krnaccudukanusi mporpaMMHBIX BUPYCOB U CETEBBIX YEpBEH MpelcTaBieHa Ha puUcyHke 14.
Kparkass xapakTepucTHKa OCHOBHBIX BpEIOHOCHBIX MPOrpaMM CBOAUTCS K CIEIYIOIIEMY.
3arpy30uHble BUPYCHI 3alIUCBHIBAIOT ceOs MO0 B 3arpy304HBIN CEKTOp aucka (boot-cekTop), 0o B
CEKTOp, COIEp)Kalui CHUCTEMHBIA 3arpy3udk BuHYectepa (Master Boot Record), nmubo MeHsroT
yKa3arellb Ha aKTHBHBIMA boot-cextop. OHM BHEIPSIOTCS B MaMATh KOMIIBIOTEpA MPH 3arpy3ke ¢
uHGUIMPOBaHHOrO Jucka. IIpu 3TOM cHUCTEeMHBII 3arpy34vK CUYHMTHIBAET COJEPKUMOE IMEPBOTO
CEeKTOpa JMCKA, C KOTOPOTO MPOU3BOJMUTCS 3arpy3Ka, MOMEIIACT CYUTAaHHYIO HH(POPMAIHIO B AMSTh
U mepesiaeT Ha Hee (T.e. Ha Bupyc) yrpasieHue. [locie 3Toro HayMHaIT BBIMOIHATHCS HHCTPYKIIMU
BUpYyCa, KOTOpBIH, KaK TMpaBWJO, YMEHbIIaeT OO0BeM CBOOOJHON WaMATH, KOMHUPYET B
0cBOOO/IMBIIIEECS] MECTO CBOW KOJ M CUMUTHIBAECT C JMCKAa CBOE MPOAOJDKEHHE (€CIU OHO €CTh),
NepexBaThiBacT HEOOXOouMbIe BekTopa mpepbiBaHuil (00brdHO — INT 13H), cuuthiBaer B mamsTh
OPUTHMHAIIBHBINA bOOt-CEKTOP U MepeiaeT Ha HeTO yIpaBJICHUE.

B nanbHeliem 3arpy304HbIid BUPYC BEACT ceOsl Tak ke, Kak (ailyIoBBIN: MMepexBaThIBACT
oOpallleHus1 OTEepalMOHHON CHUCTEMBI K AMCKaM M MH(DUIHPYET UX, B 3aBUCUMOCTH OT HEKOTOPBIX
YCIOBUH  COBEpIIAET JCCTPYKTHUBHBIC JCHCTBUS, BBI3BIBACT 3BYKOBBIE J(PQEKTH  WiIH
BH1€03 () (PEKTHI.

OCHOBHBIMU 1€CTPYKTUBHBIMU JEUCTBUSMH, BBIIOIHAEMBIMU ATUMH BUPYCAMH, SIBIISIOTCS:

YHUUYTOKE€HUE MH(POPMAIH B CEKTOPaxX AUCKET U BUHYECTEPa;

HCKJIIOUYEHHE BO3MOXHOCTH 3arpy3KH ONEPALlMOHHON CUCTEMBI (KOMITBIOTEP «3aBUCAET);

HCKa)KEHUE KOJ1a 3arpy34yHKa;

(dbopmaTupoBaHUE TUCKET WM JOTMYECKHUX JIUCKOB BHHYECTEPA;

3akpbiTHe noctyna k COM- u LPT-noprawm;

3aMEHa CUMBOJIOB IpY NI€YaTH TEKCTOB;

MO/IEPTUBAHMSI DKPAHa;

M3MEHEHHUE METKHU JMCKa UJIU IUCKETHI;

CO3/1aHHE TICEBAOCOOMHBIX KIIACTEPOB;

CO3JIaHHE 3BYKOBBIX H(MJIN) BU3YAIbHBIX 3 PeKTOB (HanmpuMmep, najaeHne OyKB Ha IKpaHe);

nopya ¢aiyioB JaHHbIX;

nepesarpys3ka KOMIbIOTEpa;

BBIBOJ] Ha KpaH pa3HOOOpa3HbIX COOOIEHHIA;

OTKJIOUEHUE Nepu(epuitHBIX YCTPOICTB (HapuMep, KIaBUaTypbl);

MU3MEHEHNE NAINTPBI DKPAHA;

3aroJIHeHNE YKpaHa MOCTOPOHHUMHU CUMBOJIAMU WJIM U300paKeHUSIMH;



ITo cpene oburanus

ITo 3apaxkaeMbiM
OTIEPALOHHBIM
cucTeMam

Io ocobeHHOCTSIM alIropUT™Ma

" B 3aBUCHMOCTH OT
CJIOKHOCTH KOJ1a

paboThI

ITo necTpyKTHBHEIM
BO3MOYKHOCTSIM

ITo ucnone3zoBaHuIO
MHurepHeT-TexHOMIOrUM

—‘ ®daiinoBble

VcnonHsemble
chavinsl

danbl-gBOMHUKN
(kOMNaHbLOH-BMPYChbI)

Casian mexay
1  dannamu (MUHK-
BUPYCbl)

[okymeHTbl MS
World ( .doc)

[okymeHTbl MS
Exel ( .xls)

LokymeHTbl MS
Office

3arpy3ouHbiit (boot)
CeKTop Ancka

CeKTop CUCTEMHOTO
3arpysoyHuka (MBR)

daiinosbI BUPYC,
3apaxatoLuni

—— dannbl ogHon

onepawluoHHON
cUCTEMBI

®daiinoseblii BUPYC,
3apaxatoLuni
havinel B
HECKOIIbKNX
onepaLmoHHbIX
cuctemax

CeTeBoli BUpYyc,
3apaxatoLui

—— dannbl ogHon

onepauuoHHon
cuctembl

CeTeBoli BUpYC,
3apaxaroLmi

dainnbl B
HECKOMbKNX
onepaLmoHHbIX
cuctemax

Ykaszartenb Ha
aKTUBHBI boot-
cekTop

[pyrve ceteBble
cepBuchl

%

AKTVBMPYIOLLMECS NPU 3arpy3ke

CUCTEMbI

#

HepesunaeHTHble

#

PeanpgeHTHbIE ‘

—{ ®aiinbl-4BONHUKN (KOMMNAHBLOHbI) ‘

4{

CerteBble YepBu

%

TlonumopdHbIe ‘

4 Tomynomumopdusie ‘

BesspeaHble

ManonacHble

OnacHble

OueHb onacHble

Bupychl, HMeOIIHe HeKOTOPbIiT HA0Op PacIIH(POBIIHKOB C
TOCTOSIHHBIM KOZIOM; TIPH 3apPa)KEHHH BHIOHPAIOT OHH M3 HUX

TTonumophHBIE ¢ HETTOCTOSIHHO

OCHOBHOH YacCThIO

Pacimdpopimk BUpyca COAEPIKHUT OJIHY MIIM HECKOJILKO
TOCTOSTHHBIX HHC'I‘pyKLlPIﬁ, OCHOBHasl K€ €ro 4acTh HCMOCTOSIHHA

—{ Conepskaniue mycTsie nHCTpyKuuH (Hanpumep NOP, CLI, STI) ‘

PacinppoBIINK COICPKHT HENCIONb3YEMbIE HHCTPYKIHH - ‘

“Mycop”

L] C nOCTOSTHHBIM AJITOPUTMOM

pacumppoBKU

B pacumgposuike HCIIONB3YIOTCS B3aUMO3aMEHAEMbIE
MHCTPYKLIMK M U3MEHEHHE MOPSI/IKA ClIe/I0BAHUS
(mepeMeInnBaHie) MHCTPYKIHIT. ANTOPHTM paciinppoBKH IpK
9TOM HE M3MEHAETCS

% AJroput™ paciudpoBKU HEOCTOSIHEH

I/IcnonbtiyloTcﬂ BCC NEPCYHCIICHHBIC BBILIC IPUEMBI, AJITOPHUTM
pacirpoBKH HETOCTOSIHEH, BO3MOYKHO MTOBTOPHOE MIH(POBaHHE
KOJ1a BUpyca M JIa)Ke YaCTHYHOE MH(POBAHHE CAMOTO KOJIa
pacidpoBIHKa

MyTupyoLye BUpyChl

VI3MeHeHHUIO MOIEKUT OCHOBHOI KOJI BUPYCa - OH JCIUTCS Ha
GJIOKH, KOTOPBIE TIPH 3apAXKEHHH NIEPECTABIISIOTCS B
TIPOM3BOJILHOM TOpsiAKe. BUpyc mpu 3ToM ocTaetcst
paborocrioco6HbIM. [To06HBIE RUNVERL MOTYT OBITH

He3aumdpoaHbl

Java-supychl

TposiHCKME KOHM
HTML-Bupycbl

Makpo

NHTepHeT-4yepBun

IRC-4yepsu

ITo criocoOy
IIPOHUKHOBCHUS B
CUCTEMY

PacnpocTpaHsiemble
Yepes oTuyKAaEMble
HocuTenu

Yepes guckeTbl
Yepes komnakT-
OvcKn

Yepes gpyrue
CbeMHble HocuTenu

%

PacnpocTpaHsemble no
cetn

ISS-4yepsun

E-Mail-yepsu

Mpoune

Pucynox 14. Kimaccudukanmst mporpaMMHBIX BUPYCOB U CETEBBIX YepPBEH

Mo nokaneHoW ceTn

Mo kopnopaTtnBHOn
cetu
Mo rno6anbHol ceTn




IOTalleHHE SKpaHa U NEPEBOJ] B PEKUM OXKHUAAHUS BBOJA C KJIIABUATYPHI;

KU (poBaHNE CEKTOPOB BUHUYECTEPA;

BBIOODOYHOE  YHMYTOKCHHE  CHMBOJIOB,  BBIBOAMMBIX  HAa  OKpaH 1npu  Habope
C KJIaBHATYPBI;

yMEHBIIEHUE 00beMa ONIepaTUBHOM MaMsTH;

BBI30B I1€YaTH COAEPKUMOTO IKPaHa;

OJIOKMPOBAHUE 3aITMCH HA JTUCK;

yHu4TOKeHHe Tabmuubl pazouenus (Disk Partition Table), mocie 3Toro kommprOTep MOKHO
3arpy3uTh TOJIBKO C (HIIONIH-ICKA,;

OJIOKMPOBAHUE 3aITyCKa HCIIOJIHAEMbIX (DaiiyioB;

OJIOKMpPOBaHUE JOCTYIa K BHHUECTEPY.

BonbIIMHCTBO 3arpy304HBIX BUPYCOB M1€PE3AUCHIBAIOT CE0s HA (PIONIM-AUCKH.

daiioBbIe BUPYCHI MPH CBOEM PA3MHOKEHUHU TEM WJIM WHBIM CIIOCOOOM HCIIONB3YIOT (hailJIoBYIO
cucTeMy KakoW-1nbo omepanoHHOM cucteMsbl. Ilo crnocoOy 3apakeHus ¢ailioB BUPYCHI JENATCS Ha
3amemaronie («overwriting»), mnapasuTHueckue («parasitic»), KOMIIAaHBOH-BUPYCHI («companiony),
«link»-BUpychl, BHpYyCHI-U€pBH M BHPYCHI, 3apakaromue o0bekTHble Monaynu (OBJ), O6ubmuoreku
koMmmiaTopoB (LIB) u ucxoiHbIe TEKCTHI IPOTPAMM.

Mertoa 3apaxeHus «overwriting» sBisieTcs Haubojee MPOCThIM: BUPYC 3alMChIBAET CBOM KOJ
BMECTO KOJAa 3apakaeMoro aiinia, yHUYTOXasi ero cojaepxkumoe. EcrecTBeHHO, 4TO Tipu 3TOM (haiin
nepecTaer paboTaTh M HEe BOCCTaHaBIMBaeTCs. Takue BUPYChl OYEHb OBICTPO OOHApPYKUBAIOT ce0sl, TaKk
KaK OllepallMOHHas CUCTEMA U IPUJIOKEHUS JOBOJIBHO OBICTPO MEPECTAIOT pabOTaTh.

K mapasuruyeckuM oTHOCATCS Bce (hailloBble BUPYCHI, KOTOPBIE NPU PACIPOCTPAHEHUH CBOMX
KONM 0053aTEIbHO M3MEHSIOT COEpKUMOe (ailyioB, OCTaBiIsAs caMH (AIIIbI IPH ATOM TOJHOCTBHIO HITH
YacTUYHO  paboTocnocoOHbIMU. OCHOBHBIMM  THUIAMHU TaKUX BUPYCOB  SIBISIOTCS  BHUPYCHI,
3aMMCHIBAIOLIMECS] B HA4ajo, CepeAuHy WM KoHel (aiiinoB. OTAEIbHO ClIeyeT OTMETUTh JOBOJIBHO
HE3HAYUTEJIbHYIO IPYIIIY Mapa3uTHUECKUX BUPYCOB, HE UMEIOIIUX «TOUKH BXxoaa» (EPO-Bupycel — Entry
Point Obscuring viruses). K HIM OTHOCSTCSI BUPYCHI, HE 3aIIMCHIBAIOIINE KOMAaHy Mepead yrpaBIeHUs
B 3arojoBok COM-cpaiinos (JMP) u He u3Mmensitomue aapec Touku crapra B 3arosnioBke EXE-daitnos.
Takue BUpPYCBHI 3alKMCHIBAIOT KOMaHAy Mepexoja Ha CBOM KOJl B Kakoe-JIn0o MecTo B cepeluHy (aiina u
MOJTy4yaloT yIpaBiIeHUWE HE HEMOCPEJICTBEHHO IIpH 3allyCcKe 3apakeHHoro «aiina, a TNpH BbHI30OBE
MpOLEAYpHl, CoAepXkallled KoJa TMepefaud YIpaBleHHs Ha Teno BUpyca. IIpuueM BBIONHATBCA 3Ta
npoleypa MOXeT KpaiHe peako (Hampumep, IPU BBIBOJIE COOOIIEHHS O Kakoi-mubo cnenuduyeckoi
omn6Oke). B pe3ynbrare BUpyc MOXKET JTOJITHE TOJIbl «CIaThy» BHYTPHU (paiisia U IposBUTH ceOsl TONBKO MPU
HEKOTOPBIX OTPAHUYEHHBIX YCIOBUSX.

K kareropum «kOMnaHbOH» OTHOCSITCS BUPYCBHI, HE M3MEHSIOIINE 3apakaeMble (ailiibl. AIropuT™M
paboThI 3TUX BUPYCOB COCTOUT B TOM, UTO JUIS 3apaxkaeMoro ¢aiina co3naercs Gpailn-aBoiHUK, TpUUEM MTpU
3aIycKe 3apakeHHOro (haiina ympaBieHHE MOJIydaeT MMEHHO 3TOT JBOWHHUK, TO ecTh BHpyc. Hambonee
pacnpocTpaHeHbl KOMIIAHBOH-BUPYCHI, MCHOJb3YIOIME 0co0eHHOCTh DOS nepBbIM BBINOIHATH (hailibl ¢
pacummpenuem .COM, ecnu B OAHOM Kartajore NpUCYTCTBYIOT JiBa (paiija ¢ OJIHUM U TEM )K€ UMEHEM, HO
pasnuunbiMU pacmupenusiMu uMenn — .COM u .EXE. Takue Bupycs! co3natot 1t EXE-¢aiinos daiiibl-
CIYTHHMKH, UMEIOIIIME TO K€ camoe uMs, HO ¢ pactpenreMm .COM, nanpumep, s daitna XCOPY.EXE
coznaercs ¢aitn XCOPY.COM. Bupyc 3anucsiBaetcss B COM-daiin u Hukak He uzmenser EXE-daiin. [1pu
3ammycke Takoro (aitna DOS nepBbiM 00Hapy)UT U BeIMOTHUT COM-baiin, To ecTh BUPYC, KOTOPBIA 3aTeM
sanyctut U EXE-¢aiin. Btopyro Tpynmy COCTaBisIIOT BHUPYCHI, KOTOpble TIpH  3apaKeHUHU
MEPEMMEHOBBIBAIOT (a1 B Kakoe-Tu00 Jpyroe MMmsl, 3allOMHHAIOT €ro (Ui IMOCIEeNYIOIIEro 3aIycKa
¢aiina-xo3s5MHa) U 3aMUCHIBAIOT CBOM KOJ Ha JMCK MOJ MMEHeM 3apakaemoro ¢aiina. Hanpumep, daiin
XCOPY.EXE nepenmenoBeiBaercss B XCOPY.EXD, a Bupyc 3anuceiBaercs noa umeHem XCOPY.EXE.
IIpu 3amycke ynpaBieHHME IOJIYYaeT KOJ BHpYyca, KOTOpBIM 3areM 3amyckaeT opuruHaiapHbeli XCOPY,
xpansmuiicss mogq umeHeM XCOPY.EXD. Hurepecern TOT (akT, 4TO MaHHBIA MeETOj paboTaeT, Io-
BUJMMOMY, BO BCEX OINEPALMOHHBIX CHCTEMax. B TpeTblo rpymmy BXOAAT Tak HasbiBaeMble «Path-
companion» BUpychl. OHM OO 3aMMCHIBAIOT CBOM KOJ MOJ MMEHEM 3apa)kaeMoro (aiiina, HO «BBILIE» Ha
OJIMH ypOBEHb B MpomuchiBaeMbIx myTax (DOS, takum oOpa3om, mepBbIM OOHAPYKUT U 3aIyCTHT (hait-
BUPYC), JINOO TIepeHOCAT PailI-KEepTBY Ha OAMH MOJKATAJIOT BBILIE U T.1.



B0O3MOXHO CyIIECTBOBAaHME W JAPYrMX THUIIOB KOMIIAHBOH-BHUPYCOB, HCIOJB3YIOIIMX HWHBIE
OpPUTHMHAJIbHBIE UJIEU UM OCOOCHHOCTHU JAPYIUX ONEPALMOHHBIX CUCTEM.

@ailsioBple 4yepBU (WOrms) SIBISIOTCSA, B HEKOTOPOM CMBICIE, Pa3HOBUIAHOCTBIO KOMIIAHBOH-
BUPYCOB, HO IIPH 3TOM HUKOUM 00Pa30M HE CBS3bIBAIOT CBOE NMPUCYTCTBUE C KAKUM-JIMOO BBIITOJHSAEMbBIM
¢aiinom. [Ipu pasMHOKEHHHM OHU BCETO JIUIIh KOMUPYIOT CBOW KOJ B KakKHe-TMOO KaTaJOTH JWCKOB B
Ha/IeXK/1e, YTO 3TU HOBble KOIMM OyayT KOrja-iuOo 3amlylleHbl Mosib3oBaTeneM. MHorga 3Tu BUpPYCh
JAI0T CBOMM KOIHSIM «CIIEHUAIbHBIE» UMEHA, YTOObI IOATOJIKHYTh MOJIH30BATENsI HA 3aIlyCK CBOCH KOITUH
— Hanpumep, INSTALL.EXE wiu WINSTART.BAT. CymecTBylOT BHUPYCBHI-UEPBHU, HCIOIL3YIOIIUE
JI0BOJILHO HEOOBIYHBIE TIPUEMBI, HAIIPUMED, 3alUCHIBAIONINE CBOHM Komuu B apxuBsl (ARJ, ZIP u npouwue).
Hekotopsie BUpYCHI 3allMCHIBAIOT KOMaHIy 3amycka 3apakeHHoro ¢aitma B BAT-daiinel. He cnenyer
nyTaTh (ailyioBble BUPYCHI-UEPBH C CETEBBIMU 4YepBSAMH. llepBble HCHOIB3YIOT TOJBKO (hailioBble
(GYHKIMN KaKOH-TMOO ONEpallMOHHOM CHUCTEMbI, BTOPHIE K€ IPU CBOEM pPAa3MHOXKEHUH IOJIb3YIOTCS
CETEBBIMU ITPOTOKOJIAMH.

Link-Bupychbl, KaKk ¥ KOMIIaHBOH-BHPYCBHI, HE H3MEHSIOT (PH3UYECKOrO COJECPKHUMOro (aiinos,
OJTHAKO TIPU 3alyCKe 3apakeHHOro aiina «3actaBisitor» OC BBINOIHUTH CBOM KOJ. DTOH LeNH OHH
JOCTUTAI0T MoAU(UKaIMel HeoOX0IUMBIX MoJiel (paitioBoil cUCTEMBI.

Bupycsl, 3apaxatoniye OMOIMOTEKH KOMIWIATOPOB, OOBEKTHBIE MOAYJIA M HCXOTHBIC TEKCTHI
IIPOrpaMM, TOCTaTOYHO SK30TUYHBI M IIPAKTUYECKHU HE pacnpocTpaHeHsl. Bupycsl, 3apaxkatonue OBJ- u
LIB-¢aiinbl, 3anuceiBaloT B HHX CBOW KOA B ¢opmare OOBEKTHOTO MOAYNIS WM OuOIMOTEKH.
3apakeHHbIN (aisl, TakuM 00pa3oM, He SBISETCS BBIIOJHSAEMBIM U He CHocoOeH Ha JalbHeifiee
pacnpocTpaHEeHUE BUpPyCa B CBOEM TEKyLIeM cocTosiHUM. HocuteneM ke «KUBOro» BUpyca CTAaHOBHUTCS
COM- unu EXE-daiin.

[TosryunB ynpaBnenue, GpaityioBbIid BUPYC COBEPIIACT CICAYIONINE 00N ACHCTBHYS:

IIPOBEPSET ONEPATUBHYIO NaMITh HA HAJMYUE CBOEH KONUHM U MHPHUUUPYET NaMsiTh KOMIIBIOTEPA,
€CJIM KOIlMs BHpYyca HE HaliieHa (B ciy4ae, €Clid BUPYC SIBJISETCS PE3UACHTHBIM), UIIET HE3apaKCHHbIE
¢ailnpl B TekylieM U (WIM) KOPHEBOM KaTajlore NMyTeM CKaHMPOBAHUS JepeBa KaTajloroB JIOTMYECKHUX
JICKOB, a 3aT€M 3apakaeT oOHapyXeHHbIE (aliibl;

BBINOJIHAET JIONOJIHUTEIbHbIE (€cIM OHM ecThb) (YHKUMM: JECTPYKTHBHBIE JeHCTBUS,
rpaduyeckue Win 3ByKOBbIE APPEKThI U T.J. (JOMOITHUTEIbHbIE QYHKIUU PE3UIEHTHOIO BUpyca MOTYT
BBI3BIBATBHCSl CIIyCTS HEKOTOPOE BpEMs IOCIE AKTHBHM3AlMM B 3aBHCHUMOCTH OT TEKYLIETO BPEMEHH,
KOH(UTYypali CUCTEMbI, BHYTPEHHUX CUETUYMKOB BHUpPYCa WM JPYTUX YCIOBHUM, B 3TOM CiIy4ae BUPYC
IIPU aKTUBU3ALMHU 00pabaThIBaeT COCTOSIHUE CUCTEMHBIX YacOB, YCTAaHABJINBAET CBOM CUETYUKH U T.]1.);

BO3BpAIllaeT YIPaBJIEHUE OCHOBHOM IporpaMMe (eciau oHa ectb). [lapasuTuueckue BUpPYCHl NpU
3TOM 7100 Jieyat (aiis, BBIMOIHAIOT €ro, a 3aTeM CHOBA 3apaXkaloT, JIMOO BOCCTAHABIMBAIOT IMPOTrPaAMMy
(1O He ¢aiin) B ucxoaHoM Buje (Hanpumep, y COM-niporpamMmbl BOCCTAHABIMBAETCSI HECKOJIBKO TIEPBBIX
6aiit, y EXE-nporpamMmbl BBIUMCIISAETCS UCTHHHBIM CTApTOBBIN ajjpec, y JpaiiBepa BOCCTaAHABIUBAIOTCS
3HAYEHUS a/IPECOB MMPOTPAMM CTPATETHH U MIPEPHIBAHMUS).

Heobxoqumo oTMeTUTh, 4YTO ueM ObICTpee paclpocTpaHseTcs BHPYC, TEM BEpOsSTHee
BO3HUKHOBEHHE JMUJEMHH 3TOrO BHUPYCa, Ye€M MEJUIEHHEE PacHpOCTPaHSETCs] BUPYC, TEM CIIOKHEE €ro
OOHapYXUTh (€ciaM, KOHEUHO K€, 3TOT BUpPYC HeusBecTeH). HepesuJeHTHbIE BHUPYCHI 4acTO SIBIISIOTCS
«MEJIEHHBIMUY» — OOJIBIIMHCTBO U3 HUX MU 3allyCKe 3apa)kaeT OJIMH WJIU J1Ba-TpH (aiiyia U He ycreBaeT
3all0JIOHUTh KOMIIBIOTEP 1O 3allyCKa aHTMBMPYCHOW MpOrpaMMbl (WJIM TOSBJIEHUS HOBOWM BEpPCHU
aHTHUBHpYCA, HACTPOEHHOW Ha JMaHHbIN BHUpYC). CyllecTBYIOT, KOHEYHO K€, HEPE3UJIEHTHbIE «OBICTPHIE)
BUPYCBI, KOTOpPBIE TIPH 3aITyCKe UIIYT U 3apaXal0T BCE BBINOIHIAEMbIE (aifiibl, OJHAKO TaKUe BUPYCHl OYEHb
3aMETHBI: TIPU 3aITyCKe KaXKJI0r0 3apakeHHOro (haiiina KOMIBIOTEP HEKOTOpOE (MHOT/IAa JOCTATOUHO JI0JITOE)
BpeMsl aKTHBHO pa0oTaeT ¢ BHHYECTEPOM, 4YTO JeMackupyeT Bupyc. CKOpOCTb pPacnpoCTpaHEHUs
(uHUUMpPOBaHUS) Y PE3UAECHTHBIX BUPYCOB OOBIYHO BBILIE, YEM Y HEPE3UACHTHBIX - OHH 3apa’karoT (ailsibl
IIpU KaKUX-THO0 oOpalieHusIX K HuM. B pe3ynbraTe Ha Juicke OKa3bIBAIOTCS 3apaykKeHHBIMU BCE WM TIOUTH
Bce (hailiibl, KOTOpPbIE MOCTOSHHO UCIONB3YIOTCA B pabore. CKOPOCTh pacnpocTpaHeHus: (MHPUIIMPOBAHUS)
PE3UICHTHBIX (DaIOBBIX BUPYCOB, 3apa)arolux (aifisl TOJBKO MPH MX 3allyCKe Ha BBHIMNOJIHEHHE, Oyer
HUKE, YEM Y BUPYCOB, 3apaxarolux (paissl U MpU UX OTKPHITUH, IEPEUMEHOBAHNH, U3MEHEHUH aTpUOYTOB
¢aiina u T.1.



Takum 00pazoM, OCHOBHBIE AECTPYKTHBHBIC NEHCTBUS, BBIMIOIHSEMbIC (alIOBEIMH BHUPYCaMH,
CBSI3aHBI C TOpakeHHEeM (ailioB (Jalie WCIOTHSAEMbIX WU (alIoB TaHHBIX), HECAHKIIMOHHUPOBAHHBIM
3aIlyCKOM pa3jIMYHBIX KOMaHJ (B TOM 4Hcie, KOMaH] (pOpMaTUPOBAHMS, YHUUTOKEHUS, KONUPOBAHUS U
T.I.), I3MEHEHUEM TaOJIMIIbI BEKTOPOB IpephIBaHUi U Ip. BMecTe ¢ TeM, MOTyT BBINOJIHATHCS U MHOTHE
JeCTPYKTUBHBIC ICHCTBHSI, CXOAHbIE C TEMHU, KOTOPBIE YKAa3bIBATHCH JJIS 3aTPY304HBIX BUPYCOB.

MaxkpoBupychl (macro viruses) sIBJISIOTCS IPOrpaMMaMHU Ha S3bIKax (Makposi3bIKax), BCTPOCHHBIX
B HEKOTOpBIE CHCTEMBI OOpAaOOTKH JaHHBIX (TEKCTOBBIE PEIAKTOPHI, SJIEKTPOHHBIC TAOMUIBI U T.1.). s
CBOETO PAa3MHOKEHUSI TaKHe BUPYChl HCIHOJB3YIOT BO3MOXKHOCTU MAKpPOSI3BIKOB M NIPU HMX IOMOIIU
MEePEHOCAT ceOsi U3 OJHOrOo 3apakeHHoro ¢aina (JqoKyMeHTa Wiau Tabmuiel) B apyrue. Hambombiiee
pacnpocTpaHeHHE MOTYYHIM MAaKPOBUPYCHI ISl TaKeTa MpUKIaaHbIX nporpamm Microsoft Office.

Jlnsi  CyIIecTBOBAaHUS BUPYCOB B KOHKPETHOH cucTeMe (pelakTope) HEoO0XOAWMO Hallndue
BCTPOEHHOTO B CUCTEMY MaKpOSI3bIKa C BO3MOXKHOCTSIMH:

1) npuBs3KK IPOTPaMMBbI Ha MaKpOSI3bIKE K KOHKPETHOMY (haiiiy;

2) KOITUPOBAHUSI MAKPOIIPOrPaMM M3 OJHOTO (aiiia B Ipyroii;

3) mosydeHUs  YIpaBJICHHS ~ MakponporpamMMmoil  0e3  BMEMIATeNbCTBA  IOJIB30BATEIS
(aBTOMaTH4ECKHE UM CTAaHJAPTHBIE MAKPOCHI).

JIaHHBIM yCJIOBUSIM YJIOBIIETBOPSIIOT MPHKIJIAAHbBIE Tporpammbl Microsoft Word, Excel u Microsoft
Access. Onu conmepxar B cede makpos3biku: Word Basic, Visual Basic for Applications. ITpu stom:

1) MakpornporpaMmbl IIPUBS3aHbI K KOHKPETHOMY (haiiy WM HaXOIATCsl BHYTpH (aiiia;

2) Makpos3bIK MO3BOJIIET KOMUPOBATh (hailjibl WK TMepeMelaTh MaKpOIpOrpaMMbl B CITy:KeOHBIE
(ailsibl CUCTEMBI U peAAKTHPYEMbIE (aitiIbI;

3) mpu pabore ¢ GaiiJIoM MpU ONPEACICHHBIX YCIOBUAX (OTKPBITHE, 3aKpbITHE W T.J.)
BBI3BIBAIOTCS] MAKPOIIPOTPAMMBI (€CITH TAKOBBIE €CTh), KOTOPBIE OMPEEIICHBI CIEIIHATBHBIM 00pa30M HIIH
MMEIOT CTaHIapTHbIC UMEHA.

JlanHasi 0cOOEHHOCTh MAaKpPOS3bIKOB IMpeIHa3HAUYEHa JJIsl aBTOMATHYECKOH 00pabOTKM JaHHBIX B
OOJBIIUX OpraHU3alUsAX WM B TJIOOANBHBIX CETAX W IO3BOJISIET OPraHM30BaTh TaK Ha3bIBAEMBIN
«aBTOMAaTU3UPOBAHHBIN TOKyMEHTOO00OpOT». C Ipyroil CTOPOHBI, BO3MOKHOCTH MAaKpOS3BIKOB TaKUX
CHCTEM IO3BOJISIIOT BUPYCY NEPEHOCUTH CBOM KO B Apyrue (aiiibl U TaKUM 00pa3oM 3apaxarhb UX.

BosbmMHCTBO MakpOBHPYCOB aKTUBHBI HE TOJILKO B MOMEHT OTKPBITHSA (3aKpBITHs) (aiisa, HO 70
TeX MOop, MOKa aKTUBEH caM peaakTop. OHU copepkar Bce CBOM (DYHKIIMU B BUJIE CTAHIAPTHBIX MaKpOCOB
Word/Excel/Office. CymiecTByroT, 0HAaKO, BUPYCHI, UCIOJIB3YIOIINE MPUEMBbI CKPBITHS CBOEr0 KoJa U
XpaHsIue CBOW KOJ B BHJIE HE MakpocoB. V3BecTHO TpH MOJOOHBIX NMpPHEMA, BCE OHHM HCIOJIB3YIOT
BO3MOYKHOCTh MaKpOCOB CO3/1aBaTh, PENAKTUPOBATh M HCHOJHATH JApYyrue Makpochl. Kak mpaswmio,
MOoI00HBIE BUPYCHI UMEIOT HEOOMBIION (MHOT/Ia — MOIUMOPQHBII) MaKpOC-3arpy3uukK BHpPYca, KOTOPHIHA
BBI3BIBAET BCTPOCHHBINA PEaKTOP MaKPOCOB, CO3/IaeT HOBBIM MakKpoC, 3allOJHSIET €r0 OCHOBHBIM KOJIOM
BHUpYCa, BHITIONHSET U 3aT€M, KaK MPaBUIJIO, YHUUTOKAET (UTOOBI CKPBHITH CIEAbl MPUCYTCTBUS BUPYCA).
OCHOBHOM KOJI TaKUX BHPYCOB MPHUCYTCTBYET JINOO B CAMOM MaKpOC€ BHUpYCa B BHJIE TEKCTOBBIX CTPOK
(uHOT A — 3amKU(POBAHHBIX ), TUOO XPAHUTCS B 001ACTH MEPEMEHHBIX JOKYMEHTA.

K cereBbIM OTHOCSTCS BHPYCHI, KOTOPBIE JJISi CBOETO PACIPOCTPAaHEHHsS] aKTHBHO HCIIONB3YIOT
MIPOTOKOJIBI ¥ BO3MOXKHOCTH JIOKAJTBbHBIX U II00ANBHBIX ceTell. OCHOBHBIM MPUHIIUIIOM PaObOTHI CETEBOTO
BUpYyCa SIBIIIETCSI BO3MOXXHOCTH CaMOCTOSATENBHO TIepelaTh CBOM KOJ Ha yJaJlleHHBIA CepBep WM
pabouyio cranumoo. «llonHOIIEHHBIE» CeTeBble BUPYCHI NMPH 3TOM OO0JAJAlOT €lle U BO3MOXHOCTBIO
3allyCTUTh HA BBINOJHEHHUE CBOM KOJI Ha VYAAIEHHOM KOMIBIOTEPE WM, IO KpailHEed Mepe,
«MOATONKHYTHY TMOJIH30BATENS K 3aIMyCKY 3apakKeHHOTO daiina.

BpenonocupiMu niporpammamu, obecnieunBaroniumu ocymiectsiaeaue HCJI, MoryT ObITh:

POrpaMMBbI TOA00pa U BCKPBITHS TTAPOJICH;

MIPOTPAMMBI, PEATH3YIOINE YTPO3HI,

IpPOrpaMMbl,  JIEMOHCTPUPYIOIME  HCIOJIB30BAHHE  HENEKIAPUPOBAHHBIX  BO3MOXKHOCTEH
MPOTrpaMMHOTO U TIporpammHo-anmapataoro ooecneuenust UCIT/IH;

IPOrPaMMBbI-T€HEPATOPhl KOMITBIOTEPHBIX BUPYCOB;

IPOTPaMMBEI, JIEeMOHCTPHPYIOIITHE VSI3BUMOCTH CpezCTB 3aIUTHI
uHbOpMaLlUU U JIp.



B cBs3u ¢ ycrokHEHMEM M BO3pacTaHWEM pa3zHOOOpaszusi MPOTrPaMMHOTO OOECHEUeHHs YHCIO
BPEIOHOCHBIX TporpamMM ObIcTpo Bo3pactaer. CeromHs wu3BecTHO Oosee 120 ThICAY CHUTHATYp
KOMIIBIOTEPHBIX BUPYCOB. BmecTe ¢ TeM, Aaneko He BCe M3 HMX IPEACTaBISIIOT pealbHyl0 yrposy. Bo
MHOI'HX CIy4asX YCTpaHEHHUE YS3BUMOCTEH B CHUCTEMHOM WJIM IPUKIIAJHOM IPOTrpaMMHOM OOecleueHUn
IIPUBEJIO K TOMY, YTO PsAJl BPEIOHOCHBIX IIPOrPaMM yXe HE CIIOCOOEH BHEPUTHCS B HUX. YacTO OCHOBHYIO
OIIaCHOCTb NPEJICTABIIAIOT HOBBIE BPEIIOHOCHBIE IPOTPAMMBI.

5.7. O61mas XxapaKTepHCTHKA Pe3yJIbTATOB HECAHKIIHOHHPOBAHHOI'0
WJIH CJIYYAHHOI0 J0CTyNa

Peanuzanus yrpo3s HCJl k nHpOpMaiuym MOXKET NPUBOAUTH K CICAYIOIMIMM BHIaM HapyIICHUs ee
0€30MacHOCTH:

HapYyIEHUIO KOH(UACHINATLHOCTH (KOMMPOBAHUE, HEPAaBOMEPHOE PACIIPOCTPAHEHUE);

HapyLIEHHIO LEJIOCTHOCTH (YHUUTOKEHHE, U3MEHEHNUE);

HapyLIEHUIO TOCTYIHOCTHU (OJIOKUpOBaHUE).

Hapyenne KoHGUAEHIMATBHOCTH MOXKET OBITh OCYIIECTBIICHO B Cllyyae YTeUKU MHPOpPMaLUK:

KOIIMPOBAHUS €€ Ha OTUY)KJaeMble HOCUTEIN HHPOPMAIIUH;

Iepelayy ee 110 KaHajlaM Iepeaad JaHHbIX;

IIpY [POCMOTPE WJIM KOIUPOBAHMU €€ B XOJ€ PEMOHTa, MOAUDHUKAIMU U YTUIU3ALUU
IIPOrpaMMHO-AIIAPaTHBIX CPEACTB;

pu «cOopke Mycopa» HapymuTeseM B npouecce skciuryarauuu UCI/IH.

Hapymenue 1eaocTHOCTH MHPOPMALMU OCYILECTBIIAETCS 3a CUET BO3JeHCTBUSA (MOIUBUKALIIN)
Ha TPOrpaMMbl M JAaHHBIE MOJB30BATENSI, A TAKXKE TEXHOJIOTHYECKYIO (CHCTEMHYI0) HH(OPMAIHIO,
BKJIIOYAIOIYIO:

MHKPOIIPOTpaMMBI, TaHHBIE U IpaliBepa yCTPONUCTB BBIYMCIIUTEIBHON CUCTEMBI,

IIpOrpaMMbl, JaHHbIE W JpaiiBepa YCTPOWCTB, OOECHEUMBAIOIIMX 3arpy3Ky ONEpariMOHHON
CUCTEMBI;

IIpOrpaMMbl U JaHHbIE (JECKPUITOPHI, ONMUCATENH, CTPYKTYpPBhl, TaOIMLBI U T.JI.) OHEPALIMOHHON
CUCTEMBI;

IIPOrpaMMbl U JaHHbIE IPUKIIAJHOTO IPOrPaMMHOI0 0OeceueHus;

MIPOrpaMMbl U JaHHBIE CIEIHAILHOTO MPOrPaMMHOI0 00€CTIeUeHHUS;

IIPOMEKYTOUHBIE (ONEpaTUBHBIE) 3HAUYEHUS MPOrpaMM M JIaHHBIX B Ipoliecce MX 00paboTKU
(uTeHus/3anucu, npueMa/nepesaun) CpeCTBaMU U YCTPOICTBAMH BBIYUCIUTEILHON TEXHUKH.

Hapymenue nenoctHoctr nHopmaruu B UCII[IH MoxeT Takke ObITh BBI3BAHO BHEJIPEHUEM B
HEE BPEJIOHOCHOW MpOrpamMMbl MPOTPaMMHO-ANIAPATHOW 3aKJIAJKW WM BO3JCHCTBHEM HA CHUCTEMY
3alIUThI UH(OPMAIU WIIH €€ FIIEMEHTBHI.

Kpome storo, B8 UCII/IH BO3MOKHO BO3/IEUCTBHE HA TEXHOJOTUUYECKYIO CETEBYIO MH(pOpMaIuio,
KOTOpast MOXeT obecreunBaTh (YHKIMOHMPOBAHUE PA3IUYHBIX CPEJCTB YIPABICHUS BBIYUCIUTENBHOM
CETBIO:

KOH(Urypamuen ceTu;

aZipecaMy M MapuIpyTU3alMen nepejau JaHHbIX B CETH;

(GYHKIIMOHATIBHBIM KOHTPOJIEM CETH;

0€30MacHOCThI0 HH(POPMAIH B CETH.

Hapymenne nocrynHocTy HHGOpManuu odecreunuBaercs myTeM GopMHpOBaHUs (MOIUDUKAIIIH)
UCXOJHBIX JaHHBIX, KOTOpbIE MpH 00pabOTKE BBI3BIBAIOT HENPABUIbHOE (PYHKIIMOHUPOBAHUE, OTKAa3bl
anmaparypsl WIM 3aXBaTr (3arpy3Ky) BBIYHCIUTEIBHBIX PECYPCOB CHCTEMBI, KOTOPbIE HEOOXOAUMBI IS
BBITIOJTHEHUS POTpaMM U paboThI annapaTyphl.

VYKkazaHHble JEUCTBUS MOTYT MPHUBECTH K HAPYIIEHUIO WIM OTKa3y (YHKIMOHUPOBAHUS
MpaKkTHIeCKH JIIOObIX TexHuueckux cpeacts UCII/H:

cpeacTB 00paboTKU HHPOPMALIUY;

CpEICTB BBO/A/BbIBO/IA HH(OpPMALINH;

CpeACTB XpaHEeHUs HHPOPMALIUY;

anmnapaTypsl U KaHaJOB Iepeiady;

CPEeACTB 3alUThl HH(OPMAIIHH.



6. TunoBbie Mo/1eJIM YIPO3 0€30I1aCHOCTH NMEePCOHAIBLHBIX JaHHBIX, 00padaThIBaeMbIX B
HH(POPMALMOHHBIX CHCTEMAaX MEePCOHAJBHBIX JAHHBIX

B 3aBucumoctu ot meneil m coaepkanusi odpaborku IIJ[H omeparop MOXKET OCYIIECTBIATH
ob6pabotky [1/In B UCII/IH pa3iuyuHbBIX THUIIOB.

ITo ctpykType MH(POPMALMOHHBIE CUCTEMBI MOAPA3NIENAIOTCS HA aBTOMAaTU3MPOBAaHHbBIE paboune
MECTa, JIOKaJIbHble HH(POPMALIMOHHBIE CUCTEMBI U pacpeaeIeHHble HH(POPMAlMOHHbBIE CUCTEMBI.

[lo HamMYMIO TOAKIIOYEHHWH K CETSAM CBS3M OOINEro TMOJIb30BaHUS U (MJIHM) CeTAM
MEXIYHApOAHOTO HMH(OPMAIMOHHOIO OOMEHa WH(POPMALMOHHBIE CHUCTEMBl MOJPA3ACISAIOTCA Ha
CUCTEMBI, UMEIOILIME TOKIIOUEHUS], U CUCTEMBI, HE HMEIOLME TTOJKIIOYEHHH.

ITo pexumy 0OpabOTKH MEPCOHAIBHBIX JAaHHBIX B MH(MOPMALMOHHON cucTeMe MH(DOPMaLlMOHHBIE
CUCTEMBI IOAPA3AEIISAIOTCA Ha OAHOIIOIb30BATEIBCKUE U MHOTOIIOJIb30BATEIbCKUE.

ITo pa3rpaHnyeHuo npaB JOCTYIIA M0JIb30BaTeNeii HHPOPMALIMOHHbBIE CUCTEMBI MOAPA3ACIIAIOTCS
Ha cucTeMbl 0e3 pa3rpaHndeHus IPaB JAOCTYIA U CHCTEMBI C pa3rpaHHYEHHEM IpaB JOCTYIIA.

WNHbpopMallMOHHbIE CUCTEMbI B 3aBUCUMOCTH OT MECTOHAXOXKIECHUS MX TEXHUUYECKUX CPEACTB
MIO/IPA3JAEIIAIOTCS. HA CUCTEMBI, BCE TEXHUYECKHE CPEJICTBA KOTOPBIX HAaXOJATCs B Iipenenax Poccuiickoi
@denepauyy, U CUCTEMBI, TEXHUYECKHUE CPEICTBA KOTOPBIX YACTUYHO WM LEJIUKOM HaxXOAsTCs 3a
npeaenamu Poccniickoit denepanun.

B 3aBHCHMOCTM OT TEXHOJIOTHM, COCTaBa M XapakTepucTHK TexHuueckux cpeacts MCII/H, a
TaKkke omacHoctTu  peanuszanuu  YBIIJIH W HacTylwuieHWss  TOCIHEACTBUH B PE3yJbTare
HECaHKLMOHUPOBAHHOTO MJIM CIy4alHOrO JOCTYyIa MOXHO BbiienuT ciaeayromue tunsl UCITn:

aBTOMATHU3HPOBAaHHbIE padOyue MeCTa, HE HMMEIOUIME IOJKIIIOUYEHUE K CETSAM CBSI3U OOLIEro
MI0JIb30BaHUA U (WIM) CETAM MEXAYHApOIHOr0o HH(POPMALIMOHHOIO OOMEHa;

aBTOMATHU3HpPOBAaHHbIE pPabouyue MecTa, HUMEIOLIME IMOAKIIOUYEHUE K CETSIM CBSI3U  OOIIEro
MI0JIb30BaHUA U (WIM) CETAM MEXAYHApOIHOTO HHPOPMALIMOHHOTO OOMEHaA;

nokansHble UCII/IH, HE MMerone MOAKIIOUEHHE K CETSM CBS3H OOIIETO MOJIb30BaHUS U (HJIH)
CEeTAM MEXYHapOJHOr0 HH()OPMAIIMOHHOI'O OOMEHa;

nokanbHble VCII/IH, uMmeromye MOAKIIIOUEHUE K CETSM CBA3M OOILEro IOoJb30BaHUS M (WJIM)
CeTAM MEXYHapOJHOr0 MH()OPMAIIMOHHOTO OOMEHA;

pacnpenenennubie VCII/IH, HE nMeromume MOAKIIOYCHUE K CETSIM CBSI3U OOIIETO MOJB30BAHUS U
(M) ceTsIM MEXTyHapOAHOTO MH(OPMAIIMOHHOTO OOMEHa;

pacnpenenennsie UCII/IH, nMeronne noKII0UeHHEe K CETSIM CBSI3U 00ILEro MoJIb30BaHUs U (WJIH)
CeTAM MEXIYHapOJHOT0 HH(OPMAIIMOHHOIO OOMEHa.

[IpumenurensHo k ocHoBHbIM THHaM WCII[IH cocTaBistoTCsl TUMOBBIE MOJEIH  YIpo3
6e3onacHoctu I1/[H, xapakTepusyromue HACTYMJICHHE DPAa3IUYHBIX BHJIOB IMOCIEICTBUI B pe3yibTaTe
HECAHKIIMOHMPOBAHHOTO WJIM CIIyYalHOIO 10CTyMa U peanuszauuu Y bITJ{H.

Yactuele wmozpenu yrpo3 OesomacHoctd [I/IH npumenutensHo Kk KoHkpeTHbM MCIIIH
COCTaBJISIIOTCS ollepaTopaMmi, 3akazunkamu U paspadorunkamu MCII/IH Ha sTanax ux cozpaHus u (Win)
IKCILTyaTaluy.

6.1. TunoBasi MojieJIb YIPo3 0€30MACHOCTH MEePCOHATbHBIX TaHHBIX, 00padaTbIBaeMbIX B
aBTOMATH3HPOBAHHBIX Pa00YHMX MeCTAaX,
MMeEIOLIMX MOAKJIIYEeHHE K CeTSM CBSI3U 00111ero nojib30BaHusl
1 (WJIM) CeTAM MEKIYHAPOAHOro MH(pOpManHOHHOI0 00MeHa

[Ipu o6padotke [1/H Ha aBTOMATHU3MPOBAHHOM pabOyYeM MeCTe, UMEIOIIEM MOAKIIOYEHUS K CETAM
CBSI3U OOIIEr0 MOJBb30BaHUSA M (WJIM) CETAM MEXKIYHApOAHOTO MH(POPMAIMOHHOTO OOMEHa, BO3MOXKHA
peanuzanus caenyrommx Y BbITJIH:

yIpo3bl YTEUKU HH(POPMAITUH 110 TEXHUYECKUM KaHallaM;

yrpo3sl HCJI k I1JIH, 0OpabaTeiBaeMbIM Ha aBTOMaTH3UPOBAHHOM pabodyeM MecTe.

VYTpo3bl yTeukd HHPOPMALIUH 110 TEXHUYECKUM KaHalaM BKJIIIOYAOT B ceOs:

YTPO3bl YTEUKU aKyCTHUECKOH (pedyeBoii) HHpopMaIuy;

yIpo3bl YTEUKH BHI0OBON MH(POPMALINY;

yrpo3sl yreuku nHpopmanuu no kanany [I9MUH.

BosuuknoBenne YBIIJlH B paccmarpuBaeMbix MCIIJITH 1o TEXHHYECKMM  KaHajgam
XapaKTepU3yeTcs TEMH )K€ YCIOBUSIMH U (DaKTOpaMHM, UTO U I aBTOMATU3MPOBAHHOTO paboyero Mecra,



HE UMEIOIIEr0 MOJKIIOUYEHUS K CeTSAM OOIIero IOJIb30BaHUS U (MJIM) CETIM MEXIYyHapOIHOTO
nH(pOpManMoOHHOTO 0OMEHA.

Yrpo3et HC/I B UCII/IH cBsizaHbl ¢ AeicTBUAMHU Hapymurtenei, umeromux aocryn k UCIIH,
Britouas mosib3oBatene MCIIAH, peanusyronux yrpossl HenmocpenctBeHHo B MCIIJIH, a Takxke
HapymuTeneil, He uMmeromux aocryna k MCIIIH, peannsyrommx yrpo3bl U3 BHEIIHUX CETEH CBA3U
00111ero MOIb30BaHMs U (MJIH) CETeH MEKIyHAPOIHOTO HHPOPMAIITMOHHOTO 0OMEHa.

Yrpo3st HCZI B UCI1/IH, cBsi3aHHBIE ¢ AEHCTBUSAMU Hapylmurenei, umeromux noctyn k UCIIIH,
aHAJIOTMUYHBI TEM, KOTOPbIE UMEIOT MECTO Il OTAeIbHOro APM, HE MOAKIIOYEHHOTO K CETSIM CBS3U
o011ero moJib30BaHUs. YTPO3bl U3 BHEIIHUX CETEH BKIIOYAIOT B ceOs:

yrpo3bl «AHaln3a ceTeBoro Tpaduka» C I[EepexBaToOM IepeJaBacMoil BO BHELIHME CETH U
MPUHUMAEMO U3 BHEIIHUX CeTeH nH(pOopMaIuu;

yIrpo3bl CKaHUPOBAHWsSA, HANPABICHHBIC HAa BBIABICHHE THUIIA ONEPALMOHHOW cucteMbl APM,
OTKPBITBIX TIOPTOB U CITYKO, OTKPBHITBIX COSAMHEHHUH U JIp.;

YIpO3blI BBISIBIICHUS [1apOJIEH;

yrpo3bl nonydenust HCJI myTem moMeHs! T0BEpeHHOT'0 00BEKTa;

yrpo3bl Tuna «OTka3 B 00CITyKUBaHUNY;

YIPO3bI YIAJIEHHOTO 3aIlyCKa IIPUIIOKECHHN;

YIpO3bl BHEJPEHNUS 10 CETU BPEIOHOCHBIX IIPOrPaMM.

6.2. TunoBasi MojieJib YIpo3 0€30MaCHOCTH MEePCOHATbHBIX JaHHBIX 00padaThIBaeMbIX B
JIOKAJILHBIX HH(POPMALMOHHBIX CHCTEMAX
NEePCOHATbHBIX JAHHBIX, UMEIOIINX MOAK/II0UYEeHHEe K CeTSAM CBSA3H 00111ero NnoJib30BaHus U (MJ1H)
CeTSAM MEeKIYHAPOJIHOI0 HH(POPMALMOHHOI0 00MeHa

ITpu o6padotke I1/In B nokanpubix MCIIJIH, nMEIOINX MOIKIIOYEHUE K CETSIM CBSI3U OOIIEro
MOJIb30BaHUSA M (MJIM) CETSAM MEXIyHapOAHOTO MH(GOPMALMOHHOTO OOMEHA, BO3MOYKHA peaau3alus
cnegyromux Y BIIIH:

yIpo3bl YTEUKH MH()OPMALIUH 110 TEXHUYECKUM KaHallaM;

yrpo3st HCJI x I1/1H, 06pabaTbiBaeMbIM Ha aBTOMATH3HUPOBAHHOM pabodeM MecTe.

VYTpo3bl yTeukd HHPOPMALIUK 110 TEXHUYECKUM KaHalaM BKIIIOYAOT B ceOsi:

YTPpO3bl YTEUKU aKyCTHUECKOH (pedeBoii) HHpopMaIuy;

yIpO3bl YTEUKH BHI0BOH MH(POPMALIUY;

yrpo3sl yreuku nHpopmanuu no kanany [I9MUH.

BoznuknoBenne VYBIIJIH B paccmarpuBaembeix HWCIIJIH 1mo TeXxHMYECKMM  KaHalaMm
XapaKTepU3yeTcs TEMU )K€ YCIOBUSAMU U (aKkTopamMu, uyTo U i npeapiaymux tunos UCI/Ix.

Yrpo3er HCJI cBs3aHbl ¢ neicTBusAMU Hapymurene, nMmeronux poctyn k MCIIJIH, Bkiarouas
nonb3oBareneit UCIIIH, peanusyromux yrpo3sl HenocpeactBenno B MCII/IH, a Takke HapylIuTene,
He wumeromux pocryna k HWCII[AH, peanusyrommux yrpo3bl M3 BHEIIHUX CeTed CBs3M OOIero
M0JIb30BaHUA U (WJIM) ceTel MEeXTyHapOIHOTO MHPOPMAIIMOHHOTO OOMEHa.

Yrpozet HCJI, cBsA3aHHble ¢ JelCTBUAMHM Hapywmutened, umeromux pocryn k MHMCIIIH,
BKJIIOYAIOT B ce0s yrpo3bl, aHAJIOTHYHBIE TEM, KOTOpbIE peaausyrTcs B otraeabHoM APM, He
MMEIOIEM MOAKIIOUYEHHS] K CEeTSAM CBSI3U 0OIIEro MoJib30BaHusl.

YTrpo3bl U3 BHEIIHUX CETEH BKJIKOYAIOT B ceOsl:

yrpo3bl «AHalu3a CeTeBOro Tpaduka» C IMepexBaTOM IepeJaBacMoil BO BHELIHHME CETH H
MIPUHUMAEMON U3 BHEIIHUX ceTel nH(popMaluu;

yrpo3bl CKaHMPOBAHMs, HANPABICHHBIE HAa BbIIBIECHHE Tuna onepanuoHHoil cucrembl MCII/H,
CETEBBIX aJIpecOB PadOUMX CTAHLMN, OTKPBITHIX TOPTOB U CIY>KO, OTKPBITHIX COETUHEHUH U Ap.;

yIpo3bl BBISIBICHUS 1apOJIEH;

yrpo3ssl nonyuenuss HC/I myrem noamMeHsl JOBEpEHHOTO O0BEKTA;

yrpo3bl Tuna «OTka3 B 00CTyKHUBaHUN»;

YTPO3bI YIAJIEHHOTO 3aITyCKa IPUJIOKEHNN;

YIpO3bl BHEAPEHNUS 10 CETU BPEIOHOCHBIX IIPOrPaMM.



